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BcTyn

[Mpobnema 3axmncTy KOMMIOTEPHUX MEPEX Big HECAHKLIOHOBAHOMO O0-
cTyny Habyna B OCTaHHE OecATUNITTA 0cobnmnBoi rocTpotn. bypxnuee 3poc-
TaHHA KOMYHIKaUinHMX i ob4ncnioBanbHUX TeXHOMOrin gossonde 6yayeaTtu
MepeXi po3noAineHol apxiTekTypu, Wo ob8’egHYOTb BESIUKY KiSTbKiCTb CErMeH-
TiB, PO3MILLEHNX HA 3HA4HIN BiacTaHi oauH Big oaHoro. Lle Buknukae 36inb-
LLIEHHS KISTbKOCTI BY3niB MepeX i pi3HUX JTiHIN 3B’A3KY MK HAMMU, WO, CBOEYEp-
roBo, NiABULLYE PU3NK HECAHKLIOHOBAHOMO MiAKMIOYEHHS 40 MepeEXi N O0CTY-
ny OO0 KOHigeHUiMHOT iHbopMaUil KOPUCTYyBaYiB KOMMIOTEPHUX CUCTEM | Me-
pex (KCiM).

3axuwaTtn UiHHI BiQOMOCTI M opraHizoByBaTU pPoBOTY KOHTPOSOHYOT
CTPYKTYPU MOXe KOXHa oisndHa abo topuanyHa ocoba, 3anexHo Big Xapak-
Tepy i piBHA 3axucTy iHGopmau,il, BignoBiAHO OO 3aKOHIB YkpaiHu. Po3pob-
NEHHS IHXEHEPHO-TEXHIYHOT CUCTEMM W 3aX0MiB 34IMCHIOKTL MICsl BUBYEHHS
NMTaHHA Ta BU3HAYEeHHSA HEOOXiAHMX 3ax0AiB WoaAo 36epexeHHd iHdopmalil.
[ns uboro uiHHI gaHi Mae ByTK 3axmLLLEHO Bif YCiX MOXIMBUX KaHarniB BUTOKY,
HeCaHKLiOHOBaHOro A0CTyny i HeobepexHUX (HeHaBMUCHUX) Oin nepcoHany
opradisauii. [laHi MOXyTb He NPOCTO BKPACTWU, a CNOTBOPUTU LUNSXOM AOO0MNU-
CyBaHHA HeOOCTOBIPHMX BIiAOMOCTEW, CKOMitOBaTWU Ta BUCTaBUTWU Big CBOro
iMeHi i, Wo we ripwe, 3abnokysatn JOocTyn Ao Hel. Cuctemy fin i 3axodis Mmae
ByTn cnpsAMOBaHO Ha 3aXUCT HE TifbKM BIQOMOCTEN, a N HOCis iHpopMmalii, a
TaKOXX Ha BECb iH(popMaLinHMi npouec poboTH i3 CEKPETHUMU JAHUMM.

MeTy BMKOHaHHA KYpCOBMX MPOEKTIB 3a O3HAYEHUMWU HaBYaSlbHUMMU
aucuunniHamu noB'aA3aHo, nepeayciMm, i3 HEOBXIAHICTIO NOeAHATU TEOPETUYHI
3HaHHSA 3 BUPILWEHHAM MPaKTUYHUX CUTyauin y cdepi kKibepsaxucty mepexi
IHTepHeT.

Mepenik 3aBaaHb NO4AHOSK PO3A4INN KOXHOro BUAY NPOEKTY.

O6'eKT gocnimXeHHA 3a NPoeKTaMun — Le iHpopMaLinHi cuctemm, iHTe-
PHET-TEeXHOMOorIi Ta NigcMcTemMa TEXHIYHOro 3axXucTy iHpopmalLlii.

[MpeomeTom OOCHIOKEHHA € KOMMIIEKCHa cucTema 3axucTy iHpopmadil
o0'ekTa, NoB's3aHa 3 JianbHicT0 06'ekTa, NOro oopmMm BNACHOCTI, BHYTPILLHIX
npouecis, PO3MIpiB i T. iH.

BuxigHuMu gaHuMM 4515 KypCOBOro MPOEKTYBAHHSA CIyrye OAeAKUN Ba-
piaHT 3aBaaHHS, WO BigobpaXkae xapakTepuCTUKM AocnigXyBaHoro ob'ekra.
OdbopmneHHa poboTn pobutn 3rigHo 3 [2].



Po3pin 1

KypcoBuM npoekKT i3 TeXHiYHOro 3axmucty iHcpopmauii

CTpyKkTypa 3micTy

Ne HasBa po3ginis Ta nigpo3aainis
n/n

OpieHTOBHa
KiNbKiCTb
CTOpPIHOK

NEPENIK YMOBHNX CKOPOYEHb

1

BCTYT

2

1. AHAJNI3 NPEOMETHOI OBJTACTI 3A TEMOK <HA3BA TEMU>
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1.1.KopoTka xapaktepuctmka ob'ekta 3axucTy <HasBa ob'ekTa 3axuc-
Ty> Ta aHani3 3axuLleHOCTi Moro iHdopmalil Bi HeCaHKLIOHOBaHOro BTPY-
YaHHS

1.2. IHpopmauia nignpuemcTsa, Lo NiaSIarae 3axucry

1.3.P0o3pobneHHsa cxemu iHpopMaLiHMX NOTOKIB Ha NiANPUEMCTBI

2. AHAMNI3 ICHYKOYOI CUCTEMW 3AXUCTY IHOOPMALLIT B <HA3BA
OB'EKTY 3AXUCTY>

15

2.1. NobynoBa mogeni 3arpo3

2.2. NobygoBa moaerni NnopyLHUKa

2.3. Onuc cuctemn 3axucTy iHpopmadii B <HasBa o6'ekTa 3axucTy>

2.4. |HXeHepHO-TEXHIYHI, anapaTHi Ta nporpamMHi 3acobu 3axucTy iH-
dopmauii B <Ha3Ba 06'ekTa 3axucty>

3. MPOBEOEHHA PO3PAXYHKIB, HEOBXIOHUX ONA NMEPEOABAHHA /
OTPVIMAHHSA IHOGOPMALLIT SACOBEAMU TENIEKOMYHIKALLIN

15

3.1. BukopuctaHHa wundpy Llesaps

3.2. Anroput™m wndpysaHHa OCTY 28147-89

3.3. Anroputm wngpysaHHa RSA

3.4. ®yHKUiA relyBaHHA

3.5. EnektpoHHuin umdposun nignuc

BNCHOBKW

CMMCOK BUKOPUCTAHOI NITEPATYPU

NOOATKM




1. AHani3 npegmeTHOI o6nacTi 3a TeMoK <Ha3Ba TeMn>

MeToto po3ainy 1 € 3aiMCHeHHs AeTanbHOro aHanisy cgepu aisnbHoc-
Ti o@’ekTa 3axucty (nignpuemcTea/opraHisauii/3aknagy) Ta BUHUKHEHHS MOX-
nmBmMX nNpobnem i3 3axucty iHdopmauii y Npoueci BUKOPUCTAHHA CydYaCHUX
IHTEepHeT-TexHosorin nig Yac BegeHHs B6isHecy.

1.1. KopoTKka xapaktepuctuka ob'ekta 3axucty <HasBa ob6'ecKTa 3a-
XUCTY> Ta aHani3 3axuweHocTi noro iHchopmauii Bia HeCaHKLiOHOBaHOIro
BTPYYaHHS

HeobxigHO KOpOTKO onucaTn HanpsiMu AisinbHOCTi 06'ekTa 3axucty (nia-
NpUeMCTBA, opraHisadii, 3aknagy); BU3Ha4mMTn npobnemu i3 3axmctom iHdop-
Mauii, Lo MarTb/MOXYTb MaTu Micue Y Npoueci BUKOPUCTAHHSA CydaCHUX Te-
XHOMOrin 06pobkM gaHuX; SKi 3axoawn i3 3axucTy iHopmadil Mmoxe byTu 3a-
CTOCOBAHO Ta Nigpo3ain, sikomy AerneroBaHo Ui dyHKUIT, po3pobutn cxemy
IHpopMaLiNHUX ypa3nMBOCTEN OpraHi3auiHOl CTPYKTYpPU ynpasniHHSA nignpu-
EMCTBOM.

1.2. IHchbopmauia <Ha3Ba 06'eKTa 3axMCTy>, WO Niansrac 3axmcty
HeobxigHo nepeniynMtn 3a nigpoaainamu obekta Ha3BU LOKYMEHTIB Ha
nanepoBUX Ta €NeKTPOHHUX HOCISAX, WO NignarawTb 3axmcTy (Tabn. 1.1).

Tabnuusa 1.1
Mepenik AOKYMeHTIB, WO NigNAraloTb 3aXUCTy

Twnu gokymeHTiB (na-
Migpo3ginu HasBu JoKyMeHTIB NepoBU, ENTEKTPOH-
HWIA)

KaTeropia Ta-

n/n EMHOCTI

1.3. Po3po6neHHA cxemu iHchopmMaLiMHUX NOTOKIB y <Ha3Ba npe-
AMeTHOoI obnacri>
HeobxigHo 3pobuTn aHania CTPyKTypu Ta 3axucTy iHopMauinHUX no-
TOKIB i3 BpaxyBaHHSM TaKMUX NMOSOXEHb.
1.3.1 AHarniz cmpykmypHo-byHKUiOHannbHUx 3aday 8i0oKpeMIieHuUX rio-
po3ainie i cucmem
3aranbHUN aHarni3 CTPYKTYPHO-(PYHKLIOHaNbHNX 3a4ay BigOKpeEMIIEHUX
nigposainie i cuctem i3 nornagy 3axucTty iHPopMaUiMHUX MOTOKIB 3@ KOXHOK
3agayeto, HaBegeHo B Tabn. 1.2.




Tabnuusa 1.2
CTpyKTypa Ta 3axmucT iHhopmMaLinHUX NOTOKIB
<o0b'ekTa iH(hopmaLiHOro 3axmcry>

Cknapg iHpopMauinHnX CTtyniHb

Hassu nigpo3ginis . .
NOTOKIB 3aXULLEHOCTI

1.3.2 AHaniz kpunmoepacpiyHux memodie 3axucmy i wugpysaHHs

HeobxigHO 3pobunTK MNOPIBHAMNBHUI aHani3 kpuntorpadiyHux mMeToais
3axucty Ta wudpyBaHHA iHoOpMauil 3 HaBeOeHHAM KpUTepiiB, 3a SKUMU
NpoOBOAATb OOCHILKEHHS. Pe3ynbTaT HaBecTn B Tabn. 1.3.

Tabnuusa 1.3
Pe3ynbTatn aHanisy cydyacHux KkpuntorpadiyHux meTtoaiB
3axucTy i wndcpyBaHHA iHdopmauil

<HasBa meToay 3axucTy iH- | <HasBa meTony LnMdpyBaHHS

Kpurepil dopmadiii> iHbopmaui’>

1.3.3 Nobydoesa areopummidyHOi cxemu cucmemu 3axucmy iHghopmauii
8 OKpeMux rnomokax 0aHux

Mig yac nobynoBuM cxemMm HeoOXiAHO BMKOPUCTOBYBATW FOFiKYy 3A4iMC-
HEeHHs aHarni3y 3a JOMOMOro Taknx CUMBOSIIB:

:) — MoYaToK Ta 3aKiHYEHHS NpoLecy:

— obuucnoBanbHa gisg abo nocnigoBHICTb Ain;

/ / — yBedeHHA-BUBEOEHHA B 3araJibHOMYy BUrNSAi;

<> — nepes.ipka yMOBM.

Mig Yac 34iMCHeHHA aHanidy HeobxigHO oTpuMMaTu CBiW BapiaHT y BU-
Knagada Ta BMKoHaTu poboTy 3a BignosigHo TemMoto (Tabn. 1.4).




Tabnuusa 1.4

Mepenik 3aBaaHb po3Ainy 3a BapiaHTamu

st::" Hassu Tem
1 3axucTt 6aHKIBCbKMX pecypciB B aBToMaTn3oBaHin 6aHkiBcbkin cuctemi (ABC)
2 3axucT iHgopMmau,ii B KopnopaTuBHUX Mepexax
3 3axucT iHhopMauii y BipTyalibHUX MPUBATHUX MepeXax
4 3abesneyeHHs 3axucTy nepedaBaHHA [aHUMX 3a [JOMNOMOroK iHTepHeT-

NPOTOKOJSIIB

3axucT piHaHcoBoI iHgopmau,il B cuctemi KasHayencresa

3axucT iHgopmau,ii Big HeCaHKLiOHOBAHOIro JOCTyny

3axucT iHopmaLii B aBTOMaTU3oBaHUX CUCTEMAX

5
6
7 3axucT iHgopmauii B iHpopMaLiHO-TENEKOMYHIKaLiMHUX cUucTeMax
8
9

3axucT iHgopmaL,ii B KOMN'IOTEPHUX CUCTEMAX Ta Mepexax

10 3axucT iHgopmauil B aHaniTU4HMUX cucTemMax

11 3axucT iHgopmau,ii B cuctemax enekTpoHHOro ypsiayBaHHS

12 3axucT iHdopmaL,il B CUCTEMaX ENEKTPOHHOIO AOKYMEHTOOBiIry
13 3axucT iHgopmau,ii B cuctemax MobifibHOro 3B’s3Ky

14 3axucT iHgopmauil B cucTemax enekTpoHHOI NOLWTH

15 CunctemMm 3axmcTy «pO3yMHOro 6YyanHKy»

16 3axucT iHgopmau,il B NOKanbHUX Mepexax

17 3axucT iHgopmau,il B cucTtemMax KOMyHanbHOro cepeicy

2. AHani3 HafaBHOI cucTemMu 3axmucty iHdpopmauii
B <Ha3Ba 00'eKTy 3axucrty>

MeToto po3ainy 2 € 34iMCHEHHA aeTanbHOro aHanidy 3arpos iHpopma-
LinHin 6e3neui ob'ekTa 3axncTy Ta po3pobreHHs Moaernen 3arpo3 i NoOpPyLUHK-
Ka 3 OMMCOM CUCTEMW 3aXUCTY iHpopMaLil, iHKeHEePHO-TEXHIYHUX, anapaTHUX
Ta nporpamMHux 3acobis.

2.1. MNobynoBa mopaeni 3arpo3s

[Mepenik 3arpo3 iHdopmauinHiin 6e3neui HeobXigHO PO3rNSAHYTM 3a Li-
NbOBOK O3HAKOK Kracudpikauili Ta onMcoM ckrnagoBux iHpopMaLUinHUX MOTOo-
KiB, KPUTUYHUX 0O MOAUQDiKyBaHHA. [na cucteMmn BU3HAYMTKU nepersik Kracis
3arpos (aKkocti mogeni) 3a: 1) NnpMpoaokd BUHUKHEHHS; 2) CTYNeHEM HaBMUC-
HocTi; 3) 6eanocepedHim mxepenom 3arpo3s; 4) ctaHoOM gxepena 3arpos; 5)
MipOI0 3anexHocCTi Big akTUBHOCTI iHgopmauinHoi cuctemu (IC); 6) mipoto
BnnuBy Ha IC; 7) eTanamn JOCTyny KopuctyBadiB abo nporpam Ao pecypciB
IC; 8) cnocobom goctyny go pecypciB IC; 9) NOTOYHMUM MiCLEM PO3MILLLEHHS
iHdbopmauii, wo 36epiratoTb i 06pobnsaoTb B IC. Po3rnagatoun nuTaHHS 3axum-
cty IC, gouinsHO BUKOPUCTOBYBATM YOTMPUPIBHEBY rpajauito OCTyny OO iH-
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doopmadii, wo 36epiratoTb, 06pobnATL Ta 3anuwatoTb B IC: 1) piBeHb HOCIIB
iHdbopmauii; 2) piBeHb 3acobiB B3aemopii 3 HocisMn; 3) piBeHb NOAAHHS iH-
doopmaLii; 4) piBeHb 3MiCTy iHbopmaLii.

2.2. NMobynoBa moaeni nopyLwHUKa

3 ypaxyBaHHAM TexHosorii 06pobku iHopmauii Ta nobygosm mogeni
3arpos iHhopmauil HeoOxigHO PO3pPobNATM MOAESNb NOPYLUHKKA, sika Mae Oy-
TV aJeKBaTHOW peanbHOMY MOPYLUHUKY Ans nesHol IC.

Mogernb nopywHuka Mae Bu3HadaTu: 1) MOXNMBY MeTYy NOpyLUHMKA Ta 1l
rpagauito 3a ctyneHem Hebeanekn ang IC; 2) kateropii ocib, i3 Akux moxe 6y-
TV NOPYLLHMK; 3) MOXNMBa KBanidoikauisi NoOpyLHUKa; 4) MOXIUBUIA XapaKkTep
Noro ain.

2.3. Onuc cncrtemum 3axmcty iHpopmauii B <HasBa 06'eKkTa 3axucTty>

2.3.1 AHarniz meopemuy4yHuUxX 8u3Ha4yeHb CymHOCmi ma cmpykmypu cu-
cmem 3axucmy iHgbopmauii' y 8idrnogiOHUX cucmemax

[nsa uboro HeobxigHO 3pobUTK aHani3 TeoPEeTUYHUX BU3HAYEHb CYTHO-
CTi Ta CTPYKTYpU CUCTEM 3axUCTy iHpopmaLil y BIONOBIAHNUX CUCTEMAX:

3aKoHO4aB4yoro nongd (PyHKUiOHYBaHHA CUCTEM 3axMCTy iHdopmauil y
BiANOBIAHNX cMCTEMax B YKpaiHi;

HasiIBHUX TEOPETUKO-NPaKTUYHNX PO3POBOK 3i CTBOPEHHS CUCTEMU 3a-
XUCTY iHpopMaLil y BiANOBIAHUX CUCTEMAX;

METOAMKN KOMMIEKCHOrO OLHIOBaAHHA NpoiniB 3axmnuleHocCTi iHdop-
Mauii y BigNoBIigHMX CUCTEMaX.

2.4. I[HXKeHepHO-TeXHiYHi, anapaTHi Ta nporpamMHi 3acobu 3axucTty
iHpopmaluii B <Ha3Ba 06'ekTa 3axmcTy>
2.4.1 Onucamu cknad i3udHUX 06'ekmig, MexaHiYHUX, erleKmMpPUYHUX
ma esleKmpoHHUX rpucmpoig, erieMeHmie KoHcmpykuiu 6yodigerib, 3acobie
rnoxexo2aciHHS ma iHwux 3acobie, w0 3abesnedyyoms Ha 06'ekmi 3axucmy:
3axXUCT TepUTOPIl Ta NPUMILLEHDb Bif NPOHUKHEHHS NOPYLUHWUKIB;
3axuUCT anapaTtHuMx 3acobiB i HOCITB iHGopMaU,iT Big po3KpaaaHHs;
3anobiraHHA MOXNUMBOCTI BigganeHoro (i3-3a Mex TepuTopii, Lo OXopo-
HAOTb) BigeocnocTepexeHHs (MNiacrnyxoByBaHHA) 3a pobOTOK nepcoHany i
PYHKLIOHYBaHHAM TEXHIYHUX 3acobiB;
3anobiraHHA MOXNUBOCTI NepexonneHHa MoBiYHMX eneKTpPOMarHiTHUX
BMNPOMIiHIOBaHb i HaBeaeHb (MEMBH), BMknnkaHnx npauolvmMMn TEXHIYHU-
MK 3acobamu i niHisMK nepegaBaHHNA OaHUX;
opraHisauito 4OCTyny Yy NPUMILLEHHS CNiBPOBITHUKIB,;
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KOHTPOJSb Haf pexnmMom poboTu nepcoHany;
KOHTPOSIb Hag, nepeMileHHAM CniBpOBITHUKIB Y Pi3HUX BUPOBHMYMX 30-
HaXx;
NPOTUNOXEXHUN 3aXUCT MPUMILLEHD;
MiHiMi3aLito maTepianbHMX 30UTKIB Big yTpaT iHopmau,l, WO BUHUKIN B
pe3ynbTaTi CTUXIMHUX JINX | TEXHOFEHHNX aBapill.
2.4.2 Onuc anapamHux rpucmpois, a came:
NPUCTPOIB AN BBeOEHHA iHopMmauil, Lo igeHTU(IKye KopucTyBada
(MarHiTHUX i NNacTUKOBUX KapT, BIAOUTKIB nanbLiB i T. iH.);
NPUCTPOIB 4S8 WndpyBaHHSA iHopMaLil;
NPUCTPOIB AN NepeLUuKopKaHHA HeCaHKLiOHOBAHOMY BMUKaHHIO pobo-
4YMX CTaHLiN i cepBepiB (ENEKTPOHHI 3amMKn Ta 6riokaTopw).
2.4.3. lpoepamHi 3acobu 3axucmy iHebopmauii
OcHoBHi nporpamHi 3acobi 3axucty iHopmauii Taki:
nporpamu igeHTugikauil 1 aBTeHTUiIKaLil KopUCcTyBadiB KopnopaTuUeHOI
Mepexi;
nporpamMmu po3mMexyBaHHS OOCTYMNy KOpPUCTyBayiB 4O pecypciB Kopnopa-
TUBHOI Mepexi;
nporpamu WwndpysaHHSA iHopmauil;
nporpamu 3axucTy iHpopmauinHMX pecypciB (CUCTEMHOrO i NPUKIagHo-
ro nporpamHoro 3abesneyeHHs, 6a3 gaHnx, KOMN'tOTEpHUX 3acobiB HaBYaHHS
| T.iH.) Bi HECAHKLiIOHOBAHOI 3MiHW, BUKOPUCTAHHSA Ta KOMitOBAHHA.
[onomixHi nporpamHi 3acobu 3axucTty iHdopmadii Taki:
nporpaMmn 3HULLEHHS 3anuLIKOBOI iHdopMauii (y 6rnokax onepaTtuBHOI
nam'aTi, TMMYacoBux pannax i T.iH.);
nporpamu ayguTty (BeOeHHA peecTpauivHUX XypHanis) noain, nos'asa-
HKUX i3 6e3nekolo KopnopaTUBHOI Mepexi, Ans 3abe3nevyeHHa MOXINBOCTI Bi-
AHOBIEHHS | JoBeaeHHS (pakTy iCHyBaHHA LUUX NoAin;
nporpamu imitadii poboTn 3 NopyLHMKOM (Bi4BOMIKAHHA NOro Ha OTpu-
MaHHs1 HIBUTO KOHIAEHUINHOT iHpopMmaLil);
nporpamy TECTOBOIrO KOHTPOJSIO 3a 3aXWULLEHICTIO KOprnopaTUBHOI Mepe-
Xi Ta iH.



3. BUKOHaHHA po3paxyHKiB, HeoOXigHUX ANSA nepeaaBaHHsA /
OTpUMaHHSA iHchopMmauii 3acob6amun TeneKoMyHiKaLin

MeToto po3ainy 3 € BUKOHAHHA po3paxyHKiB 3a N'aTbMa 3aBOaHHAMW,
NOB'A3aHMMM i3 WG PYBaHHSAM, rellyBaHHSAM Ta 0OpMYBaHHSM €feKTPOHHO-
ro umdpposoro nignucy (ELIMT).

3aBpaHHA 1. WUndp Llesapsn
BukopuctoBytoun wngp Llesaps, sawmdgpynte CBOI OaHi: npisBuLLe,
iM'a, NOo BaTbKOBI.

3aBaaHHsA 2. Anroputm wndpysaHHa ACTY 28147-89

BukoHanTe nepwunn umkn anroputmy wundpysanHsa OCTY 28147 89 B
peXnMi NpocTol 3aMiHn. [ns oTpuMaHHSA 64 GiTiB BUXIQHOMO TEKCTY BUKOPUC-
ToBYyNTE 8 nepwmx BykB 3i CBOIX AaHMX: Npi3BULWA, iMeHi, N0 6aTbkoBi. [Ons
OTpPUMaHHS Knto4va (256 6iTiB) BUKOPUCTOBYIOTb TEKCT, LLO CKragaeTbes i3 32
Byks. NepLumi nigknoy MicTUTb nepLui 4 Gyksu.

3aBpaHHsA 3. AnroputM WwndpyBaHHA RSA

3reHepynTe BIOKPUTUA | 3aKpPUTUA KOYi B anropuTMi WNGpyBaHHS
RSA, BnbpasLuM NpocTi Yncna p i q i3 nepLoi CoTHi. 3awmndpynte noBiaom-
NEHHS, LLO CKNagaeTbCa 3 BalMX JaHUX: NPi3BuLLA, iMEHi, N0 6aTLKOBI.

3aBaaHHsA 4. DyHKUiA rewyBaHHS.

3HanTn rew-obpa3 CcBOro npissBuLLA, BUKOPUCTOBYIOUM reLl-yHKLito
H :(HHJrMi)2 modn, ge n=p-q, p, q y3aT1 3 3aBgaHHA 3.

3aBpaHHA 5. EnekTtpoHHa undgpoBa nignuc.

BukopuctoBytoumn rew-obpas cBoro npissuwia, o04YMCniTb €nekKTPOHHUI
umcposmin Nignmc 3a cxemoro RSA.

anIKHa,DM BUKOHAaHHA 3aBAaHb

3aBpaHHA 1. Wudp Uesapsa. Bukopuctosyroun wndp Llesaps, sawwm-
dpynTe CBOI AaHi: Npi3BuLLE, iM'A, N0 BATbKOBI.

[Mo4yaTKoBUWM TEKCT:

«KO3NHA T'AJTMHA TEOHNOOBHA»

BukopuctoBytoTb andasit, wo Mictutb 33 nitepu Ta Npobin, Wwo CToiThb
nicnga 6ykeun A:

ABBIOEEXXIUVKITIMHOMPCTY®XLMLULLBLIb3KOAmpo6in
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Kntouem y windpi Liesaps € uncno 3. KoxHy 6ykBy B NO4aTKOBOMY TEK-
CTi 3cyBaloTb 3a andasiToM Ha 3 no3uuil. TaknmMm YNHOM, 3HAXOOATb:

MoyaTkoBMA KO3NHA FATTMHA JIEOHNOOBHA
TEKCT

3awmndpoBa- HCKIPI B |EFONPr |B | O3CPIMKCEPI
HUW TEKCT

3aBpaHHA 2. Anroputm wudpyBaHHa OCTY 28147-89. BukoHaunte
nepwun uukn anroputmy wngpysanHa OCTY 28147-89 B pexumi npocToi
3amiHn. [Jna oTpumaHHs 64 6iTiB BUXIQHOrO TEKCTY BUKOPUCTOBYWTE 8 nep-
X B6yKB 3i CBOIX AaHUX: NPi3BULLA, iIMEHI, N0 6aTbKOBI. [1Ns1 OTPMMaHHS KIto-
Yya (256 6iTiB) BUKOPUCTOBYIOTb TEKCT, L0 CKnagaetbes i3 32 Oyks. Nepluni
NigKnNoy MicTUTbL Nepui 4 Byksu.

BuxigHi aani anga sawndpysaHHs: KOSUHA I

[ns kntoya Bi3bMiTb NOCNIAOBHICTb, WO CKNagaeTbes i3 32 6yks:

AJlWHa nowna B nec cobupartb rpuodsbl

[Ons nepworo nigknioya X BUMKOPUCTOBYHOTb nepui 4 6ykBM Krova:
AJITNH.

[MepeBeniTe BUXIAHUW TEKCT i neplle 3'eqHaHHSA y OBIMKOBY NOCIiLOB-
HICTb (gogaTok A):

NnoYaTKOBUM TEKCT
11001010
11001110
11000111
11001000
11001101
11000000
npo6in 00100000
r 11000011

> T SWQOR

nepwumn nigknoy X0

11000000
11001011
11001000
11001101

i N

Takum YnHom, nepui 64 6iTn BU3Ha4atoTb BXigHY NOCMIAOBHICTb
LO: 11001010 11001110 11000111 11001000
RO: 11001101 11000000 00100000 11000011

11



HacTynHi 32 6iTn BU3Ha4yaoTb NepLnm NigknoY
X0: 11000000 11001011 11001000 11001101

|. 3HangiTb 3Ha4YeHHs pyHKUil nepeTBopeHHsa f(RO,X0) (aogaTtok b):
1) o64mcneHHs cymmn RO Ta X0 3a mod 232

RO: 1100 1101 1100 0000 0010 0000 1100 0011
X0: 1100 0000 1100 1011 1100 1000 1100 1101

1000 1110 1000 1011 1110 1001 1001 0000
2) NepeTBOpPEHHSA Y Bnoui nNigcTaHOBKM
PesynbTaT nigcymoByBaHHA RO+X0 3a mod 2%
1000 1110 1000 1011 1110 1001 1001 0000
nepeTBopiTb Y 6504 nigctaHoBkM (oogatok B). [na koxHoro 4-6iTHoro
6roky obuuncniTe Noro agpecy B Tabnuui nigctaHoBkn. Homep 6noky Bignosi-
Aae HoOMepy CTOBMNYMKA, ECATKOBE 3Ha4YeHHsA Bnoky BignoBigae HoOMepy psaa-
ka B Tabnuui. Takmm 4nHoMm, 5-in 6nok (1011) 3amMiHIOIOTb 3anOBHEHHAM 11-ro
psagka i n'storo ctoBnymka B Tabnuui nigctaHosku (1110):
HomMmepwu 6nokis
8 7 6 5 4 3 2 1
1000 1110 1000 1011 1110 1001 1001 0000
BiANOBIAHI HOMepW pAAKIB Y Tabnuui NiaCTaHOBKK
8 14 8 11 14 9 9 O
3aMNoOBHEHHS
9 2 3 14 5 15 3 4
pesynbTar
1001 0010 0011 1110 0101 1111 0011 0100

3) uuknivyHMI 3cyB pe3ynbTaty n. 2 Ha 11 6iTiB yniBo
1111 0010 1111 1001 1010 0100 1001 0001
Takum YnHom, 3Hanwnu 3HadeHHa yHkuil f (RO,XO0):
1111 0010 1111 1001 1010 0100 1001 0001

Il. OB6uucnite R1=f(R0O,X0) @LO.

Pesynbtat nepetBopeHHs dyHKUil f(RO,X0) gogante 3 LO 3a mod2:
LO: 1100 1010 11001110 11000111 1100 1000
f(RO,X0): 1111 0010 11111001 10100100 1001 0001

R1: 0011 1000 00110111 01100011 01011001

3aBaaHHA 3. Anroputm wudpysBaHHa RSA. 3reHepynTe BigKpUTUM i
3aKpUTUI KIoYi B anroputmi windgpysaHHa RSA, BubpasLum npocTi Yicna p i
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g i3 nepLwoi CoTHi. 3aWwmndpynTe NOBIJOMIIEHHS, O CKNagaeTbCs 3 BallUX
AaHnX: npissuLla, iMeHi, No 6aTbKOBI.

|. FeHepauis kntovis (oogatok IN).

BubepitTb ABa npoctux yncna p = 13 ta q = 19 (gogatok [1).

Togi moaoynbn=peq=13+19 =247 i pyHKUia Ennepa p(n) =(p—1) *
*(g—-1)=12-+18=216.

3akputun kntod d BrbepiTb 3 ymoB d < ¢(n) i d B3aeMHO npocTi 3 ¢(n),
T067O d i (N) HE MalOTb 3aranbHUX OiNTbHUKIB.

Hexan d = 25.

Biokputni kntoy e obmnpaemo 3 ymos e < ¢(n) i de = 1(mod ¢(n)):

e < 216, 25e = 1(mod 216).

OcTaHHsa ymoBa O3Ha4ae, Wo 4ncrno 25e — 1 mae ginutucsa Ha 216 6e3
ocCTaui.

Takum 4ynmHOM, Onsa BM3HaYeHHs e Tpeba nigibpatn Take umcno K, wo
25e -1 =216 k.

3a k = 14 otpumyemo 25e = 3024 + Lun e = 121.

Y Hawomy npuknagi (121, 247) — BigkpuTun Knwod, (25, 247) — cekpert-
HUIM KITHOM.

II. WndopyBaHHS.

HaBepgitb nosigomneHHs, wo wudpytoteca «KIMT» 9k nocnigoBHICTb
binux Yncen. Hexam 6yksa «K» Bignosigae vncny 12, 6ykea «I™» — yucny 4 ta
6ykBa «J1» —uncny 13.

3awndgpynte NOBIAOMMEHHHA, BUKOPUCTOBYHOUM  BIOAKPUTUM  KITHOM
(121, 247):

C, = (12'*") mod 247 = 12

C, = (4*') mod 247 = 199

Cs = (13'*) mod 247 = 91

Takum yuHOM, BuXigHOMY nosigomneHHto (12, 4, 13) signosigae kpwun-
Torpama (12, 199, 91).

V. Po3wmndpyBaHHS.

Poswundpynte nosigomneHHa (12, 199, 91), KOPUCTYHOUUCE CEKPETHUM
kntodem (25, 247):

M, = (12%°) mod 247 = 12

M, = (199%°) mod 247 = 4

Ms = (91%°) mod 247 = 13

Y pesynbTati po3wmndpyBaHHs Oyno 3HangeHo no4vaTtkoBe MOBIgOM-
neHHa (12, 4, 13), o610 «KIJ1».

13



[pumimka.
1.4ucna a ta b MoXxHa NopiBHATM 3a Mod N, SKLWO IXHSA Pi3HMUS OiNUTb-

cs Ha n:
a = b(mod n) < a—b ginutbcsa Ha n.

Hanpuknag, 6=2(mod4), 15=3(mod6), 45=1(mod22).

2.004YnCneHHss  MOXHa  BMKOHATW,  BUKOPWUCTOBYKUM  MpaBuna
MOAYNbHOI anredpwu:
a=b(modn) = a* =b*(modn).
[nsa po3rnsaHyToro npuknagy 3Haxoaatb

a=b(MmModn) = ac = bc(modn)

12° =1728 = 246 mod 247 = -1mod 247

40

12¥° =(12°)" =(-1)" mod247 =1mod247
122! =12 mod 247 = 12
4* = 256 mod 247 = 9 mod 247

4% — (44 )3 mod 247 = 9° mod 247 = 729 mod 247 = 235 mod 247
4% — (412 )5 —235° = 716703146875 = 144 mod 247

4120 _ (46")2 — 144? = 20736 = 235 mod 247
4721 — 4. 470 = 235.4 = 940 = 199 mod 247 i T.iH.

3aBpaHHA 4. OyHKUiA rewyBaHHA. 3HaNTK rew-obpas cBOro npi3su-
LA, BUKOPUCTOBYIOUM relu-cpyHKuito H, = (H_ +M, )2 modn,gen=p-q,p, q

Yy3ATW i3 3aBOaHHSA 3.

MosigomneHHs, wo rewyoTb «KO3MHA». BisbMiTb ABa NpOCTMX YyMcna
p=13,q=19 (nogatok E). BusHaumumo n = p « g = 13 » 19 = 247. BekTOp iHi-
uianisauii Hp BnbepiTb TakmMm, WO AopiBHIOE 8 (BMOMpanTe BMNAQKOBUM 4u-
HoMm). CnoBo «KO3VMHA» MoxHa yaBuTu nocnigosHicTio ymcen (12, 16, 9, 10,
15, 1) 3a Homepamun 6ykB B andasiTi. Takum YmHom, n = 247, Hy = 8, M; = 12,
M, =16, M3 =9, M, =10, M5 = 15, Mg = 1.

Bukopucrosytoun copmyny H, =(H,, + Mi)2 modn, 3HaxoaaTb reLu-
obpas nosigomsnieHHss «k KO3NHAN:

H,= (Ho+ M;)>mod n = (8 + 12)°mod 247 = 400 mod 247 = 153,

H, = (H: + M) mod n = (153 + 16)* mod 247 = 28 561 mod 247 = 156,
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Hs= (H,+ M3)> mod n = (156 + 9)* mod 247 = 27 225 mod 247 = 55,
H,= (Hs+ M4)> mod n = (55 + 10)* mod 247 = 4 225 mod 247 = 26,
Hs= (Hs+ Ms)> mod n = (26 + 15)* mod 247 = 1 681 mod 247 = 199,

Hs= (Hs+ Ms)> mod n = (199 + 1)* mod 247 =40 000 mod 247 = 233.
Y nigcymKy oTpumyemo rew-obpas nosigomneHHa «KO3MHA», wo go-
piBHIOE 233.

3aBpaHHA 5. EnektpoHHMn uudpoBuu nignuc. Bukopuctosyroum
rew-obpas cBOro npissuilia, o64YNCNITb ENEKTPOHHUW UMdppPOoBUIA Nignuc 3a
cxemor RSA.

Hexan rew-obpa3s npissuiia OopiBHIOE 233, a 3aKpPUTUIN K04 anropuT-
My RSA — (25, 247). Toai enekTpoHHWI LpoBuIr Nignnc NoBigoOMMNEHHS, WO
CKnagaeTbcsa i3 npisBuwa, obuucnorTbes 3a npasunom (gogaTtok XK)
s = 233%° mod 247 = 168.

Onsa nepesipkn EUI, BukopuctoByroun Bigkputun krod (121, 247),
sHaxoasaTh H = 168" mod 247 = 233.

Ockinbkn rew-odbpas noBiaoMreHHst 36iraeTbCs 3i 3HaANOEHUM 3HaYeH-
HAM H, TO nignnuc BU3HaKOTb CripaBXHIiM.

15



Pospin 2
KypcoBun npoekT 3 iH(hopmaLinHUX cuctem
Ta IHTepHeT-TeXHOSOorin

CTpyKTypa 3MicTy

No OpieHTOBHa
0 /['1 Hasswu posginis Ta nigpo3sainis KiJ'IbK_iCTb
CTOpPIHOK

MEPEJIIK YMOBHUX NMO3HAYEHb 1
BCTYI 2
1. MobygoBa mogenen nopyLHUKa N atak Ha KOMM'IOTEPHI Mepexi Ta cuc- 20
TEMU

1.1. AHani3 ymoB (OyHKLIOHYBaHHS Ta Cy4YaCHMX 3arpo3 iHdopmaLii B
KOMM' IOTEPHUX Mepexax i cuctemax

1.2. Nobygoea knacudikauin kpuntorpadidHnx 3acobis

1.3. Nobygosa moaeni nopywHuka 6esnekn y KmiC

1.4. NobynoBa moaeni peanisauii 3arpo3 6eanekn y KmiC

1.5. NobynoBa matemaTn4HOi Moaeni nacuBHux atak y KmiC

1.6. Nobynosa mogeni aktuBHUX atak y KmiC i3 6riokyBaHHSAM nepefa-
BaHHS iHopmauil

1.7. NobygoBa mogeni aktuBHUx atak y KMiC 3 BHeCEHHAM nepeLukos

1.8. NobynoBa moaeni aktneHux atak “mackapag’” y KmiC

1.9. MNMobynosa Ta aHani3 MoAeni OUiHIOBaHHA pU3NKy peanidauii 3arpo3
6e3nekn KOMyHikauiiHUX CUCTEM

1.10. OujiHOBaHHA pyU3MKy peanidauii 3arpo3 y KOMyHiKaLinHUX cuctemax

1.11. MNpwuknag po3paxyHKiB pn3nky iHpopmauinHoi 6esnekun y BINBC
2. OCHOBHI NpUHUMNK 3axXMUCTy iIHopMaUii nig Yac nigknoyYeHHs 4o IHTepHeT 15

2.1. Firewall (Bpangmayep)

2.2. NAT

2.3. [leminitapnsoBaHa 30Ha

2.4. Opyrun firewall

2.5. Proxy-cepsep

2.6. Jpyrun mail-cepsep

2.7. AHTMBIPYCHUI 3aXMCT MOLUTOBOI CUCTEMU

2.8. Log-cepsep
3. BUKOHaHHS 3aBOaHHSA 10

3.1. pacbivyHe 3aBAaHHA

3.2. Po3paxyHKoBe 3aBAaHHSA
BUCHOBKW/ 2
CIMNCOK JNITEPATYPU 2
OJOOATKU
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1. MobynoBa moaeneun NOpyLWHUKaA U aTak Ha KOMIN’OTEPHi
Mepexi Ta cuctemMm

1.1. AHani3 ymoB (byHKLIiOHYyBaHHA Ta cy4acHuUX 3arpo3 iHcopmauii
B KOMMN'IOTEPHUX Mepexax Ta cuctemax

AHani3 ymoB OyHKLIOHYBaHHS fOoKasnbHUX i rnobanbHux obyucnoBarb-
HUX CUCTEM MOoKasaB, L0 rosIOBHOK BMMOrOH, iKY BUCYBaKTb OO HUX, € 3a-
BesneyeHHs KOpUCTyBayaM NMOTEHLIMHOI MOXITMBOCTI JOCTYNY 4O PO3roAinto-
BaHMX PECYpPCiB YCix KOMM'oTepiB, 06’egHAHNX Y MEPEXY.

[10 OCHOBHUX BUMOI (OYHKUIOHYBaHHA rrobarnbHuUX ob4umcritoBanbHUX
cuctem (FOC) HanexaTb: MPOAYKTUBHICTb, HaAiMHICTb, CYMICHICTb, KepoBa-
HICTb, 3aXWULLEHICTb, PO3LWMPIOBAHICTL | MaclTaboBaHicTb. OCHOBHI BMMOIM
Ta IXHi CKnagoBsi HaBedeHo Ha puc. 1.1.

Bumorm NOC
l | | | FOTOBHICTb
NPOAYKTUBHICTb KepoBaHiCTb CYMiCHICTb HafivHiCTb
[ Hac peakull mMacLiTaboBaHiCTb PO3LUNPEHICTb 3axULLEHICTb
nponyckHa /
CMPOMOXHICTb ' ' —
KoediuieHT
v a cepenHs NpornyckHa MUTTEBA NPOMNYyCKHa .
TPVMK CMPOMOXHICTb CNPOMOXHICTb roroBHocT!
nepenasaqHA | BiporigHicTb
— OCTaBKM Nnaketa
BaplaLyisa MaKcumarnbHa nponyckHa &
3aTpUMKN CTIDOMOXKHICTL H 6esneka |
'~ BigMOBOCTINKICTb

Puc. 1.1. Bumoru, ki BUCyBalOTb A0 064YMCIIIOBaNIbHUX Mepex
Ta cuctem

HuHi ons ouiHioBaHHA YHKUIOHYBaHHS JOKanbHUX 064YMCRoBanbHUX
cuctem (JIOC) i TOC yBegeHe NoHATTA «sKicTb obcnyroByBaHHA» (Quality of
Service, Qps) KOMM'IOTEPHOI MepeXi, WO MICTUTb TiNIbKN OBi HAWBaXIMBILL
XapaKTePUCTUKN — MPOJYKTUBHICTb | HAOINHICTb.

3pobneHnin aHania nokasHuka sIKOCTi 0BCnyroByBaHHS Mepexi BU3Ha-
yae aBa nigxoau Ao noro 3abesnevyeHHs.
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lNepwud nioxi0 nonsirae B rapaHTOBaHOMY 3abe3nevYeHHi KOpUCTyBaYeBi
AOTPUMAHHS AEesIKOT YMCIOBOI BENMMYMHM MNOKa3HUKa SIKOCTI 0OCNyroByBaHHS
(3abe3nevyeHHa BCTAHOBMIEHOrO MokKasHMKa cepedHbOl MPOMYCKHOI CPOMOX-
HOCTIi, MOKa3HMKa Yacy 3aTpUMKK nepedaBaHHs Ta iH.). Tak, Hanpuknag, Tex-
Hosoril Frame Relay i ATM gossonsoTe OyayBatn Mepexi, WO rapaHTyroTb
AKiCTb 06CnyroByBaHHS 3a NPOAYKTMBHICTIO (MOKa3HWKM cepeHbOol MPOnyCKHOT
CMPOMOXHOCTI, Yacy peakLil, Yacy 3aTPMMKK Ta iH.).

Lpyaul nioxio nonsarae y npioputeTHOMy 06CnyroByBaHHi KOpUCTyBadiB
BiANOBIAHO OO BCTAHOBIMEHOI iepapXxii Mepexi. Taknm YMHOM, SKICTb 0BCcnyro-
BYBAHHSA 3aneXuTb Bi CTYNEeHA NPUBINENOBaHOCTI KopucTyBada abo rpynu
KOpUCTYBauiB, 4O AKOI BiH HanexuTb. [1ns ynosBHoBaxeHnX kopuctysadis [OC
AKICTb 06CNyroByBaHHA He rapaHTOBaHO, a rapaHTOBaHO TiflbKN PiBEHb IXHiX
npusineiB. Take obcnyroByBaHHA HasuBaloTbCs obcnyroByBaHHAM best effort
— i3 HanbinbLWwKnM cTapaHHAM. 3pobneHnin aHani3 yHKLIOHYBaHHA NoKanbHUX
MepeXx Mnokasye, Wo 3a Takum npuHumnom npautooTs JIOC, nobynoBaHi Ha
KOMyTaTopax i3 NpiopuTeToM Kagpis.

[ns 3abe3nevyeHHa HeobXiAHOro nokasHuka sIKocTi obenyroByBaHHsa [OC
HeobXxigHO 3abe3neynT NPOLYKTMBHICTL i HadinHiCTb. [1ia NPOAYKTUBHICTIO
pPO3yMitoTb BIIaCTUBICTb, LLO 3abe3neyye MOXIMBICTbL po3napanentoBaHHA po-
BIT MK AeKinbkOMa KOMM'IOTEpPaMn MeEPEX.

OCHOBHMMW XapaKTepuCTUKaMn NPOAYKTUBHOCTI € Yac peakLil, nponyck-
Ha CMPOMOXHICTb, 3aTpUMKa nepefaBaHHs Ta il Bapiauis.

Uac peakuil € iHTerpasnbHO XapaKTepUCTUKOK NPOAYKTUBHOCTI Mepexi,
LLIO BM3HA4YaloTbCA SK iHTepBas Yyacy MK BMHUKHEHHSIM 3anuTy KopucTyBada
A0 sKoi-Hebyab MepeXxeBOol Cnyxbu N OTpMMaHHSAM BigNoOBigI Ha LEN 3anur.

3pobneHnin aHani3 Lboro NOKasHMKa CBigYUTb, LLIO MOro 3HaYEeHHS 3ane-
XUTb TiNbKK Big TUNY cnyx6bu, 0o sKOI 3BEPTAETbCA KOPUCTYBaY, CTaTycy Ko-
pucTyBada B Mepexi, TUMy cepeepa, a TakoX Big NOTOYHOrO CTaHy efieMeHTIB
[OC — 3aBaHTaXXeHOCTi CerMeHTiB, KOMyTaTOpIB | MapLLPYTU3aTopiB, Yepes SKi
NpOXoauTb 3anuT, 3aBaHTaXXeHOCTi cepBepa Ta iH.

Yac peakuil mepexi po3nofinatoTb Ha Yac NiAroToBKM 3anuTIiB Ha KIlie-
HTCbKOMY KOMM'IOTEpi, Yac nepefaBaHHS 3anuTiB MiXK KITIEHTOM i cepBepoMm
Yyepes3 KOMYyHiKaLinHe yCTaTKyBaHHS, 4Yac ornpautoBaHHA 3anuTiB Ha cepBepi,
Yyac nepepgadi Bignosigen Big cepeepa KIieHTy Ta Yac 06pobku oTpuUMyBaHUX
BiZl cepBepa BignoBigen Ha KIieHTCbKOMY KOMM'KOTepi.
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[ns Bu3HayeHHs1 obcary nepefaHnx gaHuMX 3a OOMHULO Yacy BUKOPUC-
TOBYIOTb MPOMYCKHY CMPOMOXHICTb Ta 1 NoXigHi (MMTTEBA, MakcMmarbHa i ce-
peaHst NPONyCKHi 34aTHOCTI).

BogHovac cepegHio NponyckHy 34aTHICTb BM3HAYalTb SK CMiBBIAHO-
LLEHHA 3aranbHoro obcary nepefaHnx gaHMX 4O Yacy IXHbOro nepegaBaHHs
3a TpmBanuMm NpoMiXok vacy (ooba, micaub, pik), MUTTEBY NPOMYCKHY 34aT-
HICTb BM3Ha4alOTb 3a Oy)Xe MareHbKui Npomixkok yacy (Big 0,1 go 107 c) i
MakcumMaribHy NPOnyCKHY 34aTHICTb BU3HA4aloTb SIK HAnMBinbLy MUTTEBY NpPoO-
NYCKHY 34aTHICTb, 3apikcoBaHy NMPOTAromM nepioay CrnoCTepexXeHHs.

AHani3 gyHkuioHyBaHHa TOC nokasye, Wo Ans NPOEKTYBaHHS, HACTPO-
tOBaHHA 1N ONTUMI3aLil BAKOPUCTOBYKOTb TakKi MOKA3HUKKU, SK cepeHs U MaKkcu-
MaribHa NPOMYCKHI 30aTHOCTI. [NnA BU3HAYEHHA AKOCTI Mepexi 3arariom, He
ANGEPEHLLIIOIYM NOro 3a OKPEMUMU cerMeHTammn abo obnagHaHHAMK, BUKO-
PUCTOBYIOTb 3arasibHy MPOMYCKHY 34aTHICTb Mepexi, 9Ky BM3Ha4alTb 9K ce-
peaHIo KiNbKiCTb iHopMaLii, nepedaHy MK yciMa By3fiaMmm Mepexi 3a oau-
HUUIO Yacy. [1nsg BU3Ha4YeHHSA AKOCTI Mepexi Tak caMO BMKOPUCTOBYHOTb Kirlb-
KiCHM NOKa3HUK MakCUMarnbHOI 3aTPUMKN nepeaaBaHH4 1i Ta Bapiallil.

3aTpMMKy nepefaBaHHA BU3HaAYalTb SK YaCc 3HAXOKEHHS nakeTa B
Byob-aKoMy MepexHoMy obnagHaHHi abo 4acTuHi mepexi. Llen napametp
NPOAYKTMBHOCTI 3@ 3MICTOM ONM3bKMA A0 peakuil Mepexi, ane Bigpi3HAETbCS
TUM, WO 3aBXOW XapakTepusye TiflbKM MepexHi eTann obpobkn gaHux, 6es
3aTpumMok 06pobkun komm’totepamum J1OC.

3pobneHnn aHania CTBOPEHHSA PO3NOAINIEHUX CUCTEM i ekcnnyaTauil
JIOC i TOC nokasye, Wwo ans 3abesneyeHHs IXHOI HagiMHOCTI 3aCTOCOBYIOTb
XapaKTepUCTUKN CKNaAHUX CUCTEM: FOTOBHICTb abo KoedilieHT roToBHOCTI,
LLIO O3HA4ya€E NMPOMDKOK Yacy, NPOTAroM SIKOro CUCTeMy Moxe ByTu BUKOpUC-
TaHO; BIPOriAHICTb AaHMX, TOOGTO 3axXMCT IX Big BUKPUBIIEHb, MOro4XEHICTb
(HecynepeyHiCTb) Ta IXHIO I0EHTUYHICTb.

[na onucy nepefaBaHHA NakeTiB MiXK KiHLUEBUMW By3riamMu BUKOPUCTO-
BYHOTb IMOBIPHICHI XapakTepuUCTUKN KaHasry 3B’s13KY: iIMOBIPHICTb JOCTaBIISIHHS
nakeTa By3fy nNpu3HadeHHa 6e3 BUKpMBIEHb, iIMOBIPHICTbL yTpaTu nakeTa (3a
KOXXHOIO i3 NpUYMH — nepenoBHEHHA Bydepa MmaplipyTmsartopa, Yepes po3bixk-
HICTb KOHTPOSbHOI CyMW, BIOCYTHICTb Mpaue3gaTHoro Wnaxy Ao Byana npus-
HaYeHHS i T. iH.), IMOBIPHICTb BUKPUBIEHHA OKpeMoro 6iTa nepegaHux AaHnX.

[10 nokasHuKa 3aranbHOl HagiMHOCTI BXoAUTb 6e3neka — ue 34aTHICTb
CUCTEMM 3aXUCTUTU LaHi Big HECAHKLIOHOBAHOro 4OCTyny, i BiAMOBOCTINKICTb
— 3[aTHICTb CUCTEMW CXOBATW Bif KOPUCTYBaya Il OKpeEMi eNeMeHTMW.
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Mig yac npoektyBaHHs i mogepHisauil JIOC ypaxoBytoTb 404aTKOBI BU-
MOrM A0 0BYMCNIoBarbHUX MepeX:

PoswuprosaHicmb (extensibility) — Lue MOXNMBICTb NOPIBHAHO Nerkoro
A00aBaHHS OKpeEMUX eneMeHTIB Mepexi (KopuctysadiB, Komm'loTepis, goaat-
KiB, crny>6), HapoLlyBaHHA OOBXWMHW CErMeHTIB Mepexi Ta 3aMiHW HasiBHOI
anapaTtypu MOTYTHILLIOIO.

MacwmaboeaHicme (scalability) — ue MOXNMBICTL MepeXxi HapoLLyBaTK
KINbKICTb BY3IiB | AOBXMHY 3B’A3KIiB Y AyXe LUMPOKUX Mexax, BogHodac 36epi-
raTu NOKa3HWK NPOAYKTUBHOCTI Mepexi.

[Mpo3opicme (transparency) — Le MOXIMBICTb pOBOTU 3 BUITyYEHUMN pe-
cypcamu 3 BUKOPUCTAHHAM TUX Xe KOMaHp i npoueayp, wo n gnsa pobotn 3
NOKanbHUMK pecypcamu.

Komm’toTepHi Mepexi CNOKOHBIYHO NPU3HAYEeHO ASis CNiNibHOro JOCTyny
KOpUcTyBaya [0 pecypciB KOMM'IOTepiB: doansis, NPUHTEPIB i T. iH.

3pobneHun aHania npauesgatHocTi JIOC (FOC) nokasye, wo ocobnmey
CKNafHICTb CTaAHOBMIATb CMNOJSIydEHHS B OAHIN  Mepexi TpaauuinHoro
KOMM'IOTEPHOro Ta MynbTumMeainHoro Tpadika. na obniky cknageHoro Tpa-
oika BUKOPUCTOBYIOTb TaKi OAATKOBI NapaMeTpu Mepexi:

KeposaHicmb — Le MOXNUBICTb LIEHTpasni3oBaHO KOHTPOSOBaATU CTaH
OCHOBHUX €NeMEHTIB MepeXxi, BUSBMATM Ta BUpillyBaTu npobnemu, o BUHK-
KaloTb Nig Yac poboTn Mepexi, BUKOHYBaTW aHani3 NpoOAYyKTUBHOCTI Ta nnaHy-
BaTU PO3BUTOK MepEXi.

[naHysaHHs1 — Ue MOXIMBICTb NPOrHO3yBaHHA 3MiH BMMOI KOPUCTYBa-
YiB O MepeXi, 3aCTOCYBaHHA HOBUX OOOATKIB i MEPEXHUX TEXHOIOTIN.

CymicHicmb abo iHmez2posaHiCTb — Lie MOXIMBICTb AgofaBaHHs B JIOC
(FTOC) HaMpi3HOMAaHITHILLOrO NPOrpamMHoro 1 anapaTHoro 3abesneyvyeHHs (pisHi
ornepauinHi cuctemun, WO NIATPUMYIOTb Pi3HI CTEKM KOMYHIKAUiIMHUX NPOTOKO-
niB, anapaTHi 3acobu n goaaTku Big PisHMX BUPOBHUKIB).

Takum YMHOM, aHani3 oCHOBHUX BUMOT, siki BucyBatoTb Ao J1IOC i NOC,
nokasye, WO Af5 BUKOHAHHS FOfIOBHOMO 3aBAaHHSA 3abe3neyeHHs1 KopucTyBa-
YyaM MOTEHUINHOI MOXNUBOCTI OOCTyny OO0 PO3noAifitoBaHMX PecypciB YCiX
KoMn’toTepiB, o6’eaHaHNX y Mepexy, HeobxigHO BMKOHATU BUMOrM ABOX OC-
HOBHWUX XapaKTEPUCTUK NMOKa3HMKa SKOCTi 06cnyroByBaHHA — NPOOYKTUBHOCTI
Ta HaOINHOCTI.

[na ouiHBaHHA HaQIMHOCTI MepeXi BUKOPUCTOBYIOTb OCHOBHI XapakTe-
PUCTUKM CKITaAHUX CUCTEM: KOediLiEHT rOTOBHOCTI — MPOMIKOK Yacy, NPOTSArom
SIKOro cuctema Moxe ByTn BUKOpUCTaHa; besneka — 34aTHICTb CUCTEMM 3axXmUc-
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TUTW OaHi Big HeCaHKLIOHOBAHOro 4OCTYNY i BiMOBOCTIMKICTb — 30aTHICTb CUC-
TeMu NpavoBaTi B yMOBax BiAMOBU AESKUX 1T efIEMEHTIB.

[Mpobnema 3axmncTy KOMM'IOTEPHUX MEPEX Big HECAHKLIOHOBAHOIo 40C-
Tyny Habyna ocobnmBoi roCTPOTML.

P03BMTOK KOMYHiKaLiMHNX TEXHOMOriN 003BONSE ByayBaTn Mepexi pos-
NoAiINIeHOT apXiTEKTYpU, WO MOEAHYOTb BENUKY KiNbKICTb CErMeHTIB, po3Ta-
LLOBAHMX Ha 3HAYHIN BiaCcTaHi OgWH Big 0gHOro. Yce ue BUKNnKae 30inbLueHHS
KiNTbKOCTI BY311iB MepeX i Pi3HUX JTiHIN 3B’A3KY MK HUMMU, WO, CBOEKD YEpProto,
NigBULLYE PU3MK HECAHKLIOHOBAHOrO MiOKMNIOYEHHS 0O Mepexi N OocTyny Ao
BaXNMBOT iHpopmaLil.

36inbweHHs obcarie  obpobnoBaHMX | nepefaHnx  gaHux Y
KOMM'IOTEPHUX CUCTEMAX i Mepexax, Hacamneped, Yy 6aHKiBCbkMUX cucTemax,
cuctemax ynpasniHHS BENMKUMU piHAHCOBUMU Ta NPOMUCIIOBUMW OpraHisa-
LigMu, NigNnpUeEMCTBaMN eHEPreTUYHOro CEKTOPY, TPaHCMNOPTY HOBUX MiOXOAIB
A0 nobyaosu NPOTOKOSIB | MexaHi3MiB 3abesneveHHs 6e3neku iHpopmauin-
HUX CUCTEM.

MpupoaHsa Bumora ao 6e3nekn Ta BiporigHOCTi 06pobntoBaHoOl 1 nepe-
AaHol iHdopmauil B Takmx cuctemax rnocrae Ayxe roctpo, OCKifIbKM BigMOBa
cuctemm abo BuUXig 3a BCTAHOBIEHI OOMEXEHHSA 3a3HayYeHMX BacTUBOCTEN
MOXe NPU3BECTUN A0 3HAYHUX PiIHAHCOBUX i MaTepianbHUX yTpaT, 36UTKy eKo-
Noril, XXUTTA Ta 300pOB’a noaen.

AHarni3 nokaaye, L0 3a OCTaHHI Yac 3aranbHuUM 06cAar onpauboBaHOI 1
nepenaHol iHdopMadlii B KOMM'IOTEPHUX CUCTEMAaX | Mepexax 36inbLKnBCS B
Aekinbka pasiB (Ha ABa — TpU NOPSAKN KOXHI MATb — AECATb POKIB) i 3aranbHi
TeHOeHUil cBigYaTh, WO Taka AMHaMika 3bepirnacs.

Cy4acHi kpuntorpadiyHi 3acobu 3axucty iHdopmauil matloTb 3abeasne-
4yyBaTU cBoevacHe 06pobreHHa BennyesHmnx obcariB gaHux (AECATKN — COTHI
MG6iT/c) i 3a40BONBLHATU TBEPAUM BMMOram A0 BiporigHOCTi Ta 6e3neku iHdo-
pmMauil.

Kpim TOro, cyyacHuim po3BmuTok iHpopMauinHUX TEXHONOTIN, BUCOKUIA pPi-
BeHb KOMM'IoTepusadii 1 iHpopmaTmsauii cydacHoro cycninbctea 06ymoBunm
BMHWKHEHHSA HOBMX 3arpo3 6eanewi iHghopmauii.

21



1.2. NobyaoBa knacudikauin kpuntorpadiyHmMx 3acobiB

Y npoueci po3pobneHHanigxonis 4o aHanisy KpuntorpadivyHol 3axuLLe-
HOCTI iHdbOpMaLiHOT cuctemMmn HeobXigHO BpaxoByBaTW, AKUX 3arpo3 3a3Hae
cuctema 3 60Ky NpoTUBHUKIB. Po3pobneHi knacudikauil 403BONATL BU3HA-
YMTW 3aNEXHICTb aTak, SKUX MOXe 3a3HaTu KpunTocucTtema, Big ranysi ii Bu-

KOPUCTaHHS.
Knacugbikauis kpunnmozpagiyHux 3acobie

IcCHye Kinibka cnocobiB, BiANOBIAHO OO0 SIKMX MOXYTb KrnacudgikyBaTucd
KpuntorpadiyHi cuctemun. PospobrieHa knacudikauiss 403BONSE BU3HAYUTU
CXUMbHICTb KPMNTOCUCTEMW A0 Pi3HMUX aTak 3 BOKY NPOTUBHUKA, iAEeHTUIKYO-
yn 1T BigNOBIAHO A0 ocobnuBocTen ii peanisadii. NMPONOHYETLCA PO3PI3HUTU

KpuntorpadiyHi 3acobu 3a kputepiamun, siki HaBeaeHi Ha puc. 1.2.

Knacudikauis kpuntorpacdiyHux 3acobis

BMUKOPUCTaAHHA

3a BUKOpUCTaHNMH

3a HasiBHiCTIO cepTudoikata
3acobamu LWNdpyBaHHSA PV

nporpamHi | cepTudikoBaHi

anapartHi | HecepTUdikoBaHi

nporpamHo-anapaTHi |
Puc. 1 2. Knacudikauisa kpuntorpadiyHux 3acobiB

3a JOCTYMHICTIO iIHGhopMmaLii . . 3a CTIlKIiCTIO
3a KinNbKICTIO KIioYiB
MPO KPUMTOANrOPUTM KPUMTOANTOPUTMY
KPUINTOCUCTEMY Gesknmioyosi | 6e3yMOBHO CTiilki |
OGMEXEHOTO BUKOPUCTaHHS KIHOYOBI | [oKa3oBO CTINK |
asokniovosi | 5 T
KpUNTOCUCTEMM 3aranbHoro : NPUGIINSHO CTIMKI
GaraToknio4osi |

Knacudbikauiss 3a docmyriHicmio iHghopMauii npo Kpurnmoarnzaopumm

3anponoHOBaHO Taky Krnacudikawito KpunToCUCTEM:
KpUNTOCMCTEMU OOMEKEHOIO BUKOPUCTAHHS;
KpUNTOCUCTEMU 3araribHOro BUKOPUCTaHHSA.

KpuntorpadidyHy cuctemy Ha3MBaloTb KPUNTOCUCTEMOKD OOMeEXeHo-
ro BUKOPUCTaAHHA, AKLLO ii CTiIMKICTb I'PYHTYETLCA Ha 36epexXeHHi B CEeKpeTi

CaMOro XxapakTtepy anroputMiB WNAPYBaAHHS W po3LnMcpyBaHHA.

Han-

NPOCTILNUM NPUKNagoM Takol CUCTEMU MOXHA BBaxaTu windp Llesaps, y akomy
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NnepeTBOpeHHs iHopmaLil 3BefeHO [0 NPOCTOl 3aMiHWM KOXHOro CUMBOSY
BIAKPUTOroO TEKCTY TPETiM, HAaCTYNHUM 3a HUM, CUMBOSIOM andasiTy.

CTinKicTb KPUNTOCUCTEMMU 3araribHOro BUKOPUCTAHHSA I'PYHTYETHCHA He
Ha CEKPETHOCTI aniropuTMIB LLUMGPYBaHHS | po3WNdpPYBaHHA, @ HA CEKPETHOCTI
AEAKOro 3Ha4YeHHs, sike Ha3uBaloThb 11 KNYeM. Takui KoYy MatoTb BUpOONATH
KOHKPETHI KOPUCTYBaui TakuM YMHOM, W06 HaBiTb po3pobritoBay KpUNToCUCTE-
MU HEe Mir po3KpuTK Ti, He Maro4yM JOCTYnNy OO0 Krtoya. 3b6epiratoum iHhopmaLito
PO anropuTM y cekpeTi, MOXHa 3abe3neunTn gesky gogatkoBy Gesneky. [o-
CNiKEeHHA HaAIMHOCTI TakMx CUCTEM 3aBXOW MakTb NPOBOAMTW i3 Mpuny-
LLIEHHAMM, O NOTEHUINHOMY NMPOTUBHUKY BiOMa BCS iH(popmaLisa npo Kpun-
TOCUCTEMY, 32 BUHATKOM BUKOPUCTOBYBAHOIO KIHOYa.

Knacucdpikauisi 3a KiribKicmro Kro4ie

3a KknacugikauinHO CXEMOK KPUMNTOCUCTEMWU NIAPO3AiNATb HA TPU
TUNK:

Be3KnYoBI, AKi HE BUKOPUCTOBYIOTb KITHOYi Y NpoLeci KpunTorpagivyHmnx
NnepeTBOPEHD;

OAHOKJSTI0YOBI, O BMKOPUCTOBYIOTb Y CBOIX OBDYMCIEHHAX TifTbKU CEK-
PETHUWN KNHOY;

OBOKJTHOYOBI, Y SIKMX Ha Pi3HUX eTanax ob4yucrieHb 3acTOCOBYKOTb [Ba
BMAW KNOYIB: 3aKkpuTi (0cobucTi) Ta BigKpUTI.

Lla knacudikauisi € HENOBHOK, TOMY LLO B Hill BiACYTHI 6araToKsmn4vo-
Bi Kpyntocuctemu. [1o UbOro TUNy MOXHa 3apaxyBaTu CXeMu po3nofiny
cekpeTty, abo (m, n)-rpaHUYHiIi cxeMU. Y TaKil CUCTEMi CEKPETHUA KIloY
pO3NoA4iNATL HA N YaCTUH (g€ N — KiNbKICTb YYacHUKIB CXxemu po3noginy
CEKpEeTY) Tak, L0 3a KOXXHUMKU M YacTUHaAMMU MOXHa BiAHOBUTU 3alumnpoBaHy
iHpopmauito (m < n). OTpumaHi “4acTku” Kroda po3nodinArTb MK yciMma
ydyacHuKamu, nicnga yoro dyab-aki m y4aCHUKIB MOXYTb CMiflbHO PEKOHCTPYHo-
BaTU 3awumgpoBaHy iHpopmauito. B okpemomy Bunagky, AKWO n = m, AN
BiJHOBIEHHA cekpeTy HeobXxigHa NPUCYTHICTb YCiX Y4aCHUKIB.

Knacugbikauis 3a cmitkicmio Kpurnmoarnzaopumma

30aTHICTb KPUNTOCUCTEMU MPOTUCTOATM aTakam KpunToaHasniTuka Ha-
3nBaloTb cmitkicmito. KinbKiCHO CTIMKICTb BUMIPSIKOTb AK CKNaAHICTb HanMKpaLLlo-
ro anroputMmy, WO MPUBOAUTL KpUNTOAHANMUTUKA OO YCMiXy i3 MPUNHATHOR
MMOBIPHICTIO. YHIBEpCanbHU MeToq NpsiMOro nepebopy MHOXWHU BCIX MOX-
NNBUX KIKOYIB [03BOSISE OTPUMATU OLIHKY 3BepXxy AO5s CTIMKOCTI anroputmy
lwnppyBaHHA. BigHOCHUM odikyBaHun 6e3reyHul Yac BWU3HA4YalTb SK
HaniBgoBOYTOK KiNbKOCTI BIAKPUTUX KITOYIB i Yacy, HeoOXigHOro KpuntoaHanum-
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TUKY Ona Toro, wob BMNpobOBYBaTU KOXHUK KMKOY. 3arexHo Big MeTu W
MOXITMBOCTEN KpUNTOAHaNUTUKa, 3MIHIOETbCA | CTINKICTb. PO3pisHATb
CTIMKICTb Krtova (CKNagHICTb PO3KPUTTA Krtoda HanKpallum BigOMUM anropuT-
MOM), CTiKICTb  OEe3KIHOYOBOr0  YMTaHHA,  IMITOCTIMKICTE  (CKNagHIiCTb
HaB’A3yBaHHA HenpaBWUNbHOI iHGOpPMaLil HarnKkpawmm BiZOMUM anropuTMOM) i
MMOBIPHICTb HaB’A3yBaHHA HernpaBwuSibHOI iHGopMaLii. AHaNoryHO MOXHa
PO3PI3HATU CTIMKICTb BJflaCHE KPWUNTOANrOpuUTMY, CTIMKICTb MNPOTOKOIY,
CTIMKICTb anropuTMy reHepadil 1 NOLMPEHHS KITHOYiB.

3anexHo Big CKNagHOCTI 3namy, anroputMu 3abesnedvyloTb PisHi CTy-
neHi 3axucty. 3a OcHoBY 6epyTb MPUHLMMNOBY MOXIUBICTb OTPUMaHHS 3 ne-
pexonneHHa Aedkol iHdopmauil Npo BIiAKPUTUA TeKCT abo BMKOPUCTaHWUN
kntod. € 6e3yMOBHO CTinki (abo TeopeTUYHO CTinki), 4OKa30BO CTilKi Ta
NPUBNMN3HO CTiKKI KPUNTOANTOPUTMM.

TeopeTUYHO CTiNKi CMCTEMM CTBOPIOOTL LINAPTEKCTU, O MICTATb
HEeOOCTaTHIO  KiNbKICTb  iHpopMauil  Ana  OAHO3HAYHOro  BU3HAYEHHS
BiANOBIAHUX TM TeKcTiB (abo KntouiB). Y HaunkpawoMy pasi BiOKpUTUA TEKCT
MOXe OyTu nokanizoBaHW Yy OOCUTb BENUKIA NIAMHOXUHI MHOXWHW BCiX
BIOKPUTUX TEKCTiB, I MOro MOXHa nuvwe “yragatu’ 3 Mi3epHO Marow
MMOBIpHICTIO. Hisknin mMeTon KpunToaHanisy, BKIO4Yaluu noBHUA nNepebip
KNIoYiB, HEe O03BOMAE HE TiNbKN BU3HAYUTK KItod abo BIiOKPUTUI TEKCT, ane
HaBiTb OTPMMAaTK AedAKy iHbopMauito NPo HUX. ANropuTM 6€3yMOBHO CTINKWUA,
AKLWO BIJHOBMEHHSA BIOKPUTOro TEKCTY HeMmoxnmBe 3a Oyab-akoro obcsary
LUNPPTEKCTY, OTPUMAHOrO KpUNTOaHaniTUKOM. be3neky ©6e3yMOBHO CTiMKNX
KpUNTOanropuTMiB 3aCHOBaHO Ha [AOBEeAEHUX TeopemMax Mpo HEMOXIIMBICTb
PO3KPUTTSA KIoYa.

CTiVKiCTb AOKAa30BO CTIiMKUX KpUNTOANrOpUTMIiB BMU3HAYEHO CKNan-
HICTIO pO3B’sA3aHHA JoOpe BiAOMOro mMaTeMaTU4HOro 3aBaHHs, ke Hamara-
nmcsa pose’sisat baraTto MatemMaTtuKiB | ke € 3aranbHOBM3HAHO CKMagHWUM.
Ak npuknag moxxHa HaBecTu cuctemm DH (Liddi — XenmaHa) i RSA (PiBecTta
— Wamipa — AgenbmaHa), 3acHOBaHi Ha CKMagHOCTAX OUCKPETHOro rora-
PUPMYBaHHA 1 PO3KNadaHHA LINoro 4mcna Ha MHOXHWUKW, BIiANOBIOHO.
[MigBULWEHHS CTIMKOCTI B KpunToanropytmax AocsaratoTb 36inblUeHHSM po3-
Mipy MaTemaTuyHOro 3aBAaHHA abo 1 3aMiHO, WO, MNEKpPeBaXHO, TArHe
naHutor 3MmiH B anapaTypi, SKy BUKOPUCTOBYIOTb NS LWNPyBaHHS.

MpubnusHo cTinkKi KpMNTOANrOpUTMM 3aCHOBAHO Ha CKNAgHOCTI
PO3B’AA3aHHS NPMBATHOMO MaTeMaTU4YHOrO 3aBAaHHSA, SIKe He 3BeJeHO [0
nobpe BigOMUX 3aBOaHb i IKY HaMaranucs poss’sizaTth oguH abo Kifbka Yo-
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nosik. MNpuknagamm MoxXyTb OyTn Gnokosi wndpun. MNMpnbnnsHo CTinki Kpun-
TOANropUTMN XapaKTepPU3YHTbCS MOPIBHAHO Manok BUBYEHICTIO MaTemMaTny-
HUX 3aBAaHb, HA AKUX FPYHTYETbCA IXHSA CTiMKICTb. OAHaK Taki Wndpu MarTb
BESIMKY THYYKICTb, O OO3BOSISIE B pa3i BUABNEHHA cnabkmx Micub HE BigMOB-
NATUCS BiA anropuTMiB, a IX 4opobnaTM.

Knacudpikauisi 3a sukopucmosyeaHumu 3acobamu

PosrnsaHbTe U knacudikadito B 3aCTOCYBaHHI 4O reHepaTopiB ncesao-
BUNagKOBMX Yncesn. [Ang reHepadii Kn4oBoI iHpopmaLil, npusHavyeHol ans
BUKOPUCTAHHSA B MeXaX CUMETPUYHOT KPUNTOCUCTEMU, BUKOPUCTOBYIOTL TaKi
mMeToan (y NOPSAKY 3pOCTaHHSA SKOCTI):

nporpamMHa reHepauisi, WO npunyckae o64YnCrneHHa 4eproBoro nceBno-
BMMNAOKOBOro 4mMcna sk OyHKUil MOTOYHOro 4acy, nocnigoBHOCTI CMMBOSIB,
yBeAEHNX KOPUCTYBaAYeEM, OCOBNMBOCTEN MOro KnaeiaTypHOro NoYepky Ta. iH.;

nporpamMHa reHepaudisi, 3acHoBaHa Ha MOAESIOBaHHI SKICHOro nces-
AOBUNAaAKOBOro reHepartopa 3 piBHOMIPHMM 3aKOHOM po3noainy;

anapaTHa reHepauis 3 BUKOPUCTaAHHSM SIKICHOMO NCeBaOBUNaaKOBOro
reHepaTopa;

anapaTHa reHepauis 3 BUKOPUCTaAHHSAM reHepaTopiB BMMNA4KOBUX MO-
cnigosHocTen, NnobyaoBaHMX HA OCHOBI GDIBUYHUX FrEHepaTopiB LWyMY Ta SAKic-
HMUX NCEeBOOBUNAAKOBUX reHepaTopiB.

Kpawyuin cnocib reHepauii MHOXWHU BUNaaKoBuX BITiIB — BUTAT 1X i3 npu-
pOAHO BMMAOKOBUX NOAiIN peanbHOro cBiTy. YacTto Takun metoq notpebye Ha-
SIBHOCTI CneuianbHOI anapaTtypu, ane MOoXHa peanisyBatu KWoOro M Ha
KOoMM'toTepax. AK BUNAL4KOBI BENMUYUHU MOXHA TaKOX po3rnagaTtv iHTepBanu
MiXK HaTUCKaHHAMM KnaBiw KrasiaTypu. [0ONOBHUM Hedosik NogibHUX cuctem
— MOXINMBI 3aKOHOMIPHOCTI B MOCHILOBHOCTI, 9Ky reHepylTb. Bukopucto-
ByBaHi (Di3anyHi npouecn MOXYyTb OyTM BMMNAOKOBi, OOQHAK BMKOPUCTAHHS
BUMIpIOBaNbHUX iHCTPYMEHTIB MOXE MPU3BECTU OO0 nosiBu npobnem: 3cysy,
BiaxuneHHs abo kopensuii Mixx 6iTamn. OBINTK Ui HEQONIKM MOXHaA, BUKOPU-
CTOBYOUYM HE OAWH, a Kiflbka BUMNagKOBUX QKepern.

Knacudgikauis 3a HasisHicmro cepmugbikama
BignoBsigHO 40 YMHHOrO Ha TepuTopil YKpaiHn 3akOHO4AaBCTBa, AKLLO Op-

raHisauia BMKOpuUCToBYE HecepTuUikoBaHi B YKpaiHi kpuntorpadiyHi anro-
PUTMN LLINPPYBAHHA N €NEKTPOHHUM LM POBUIA MigNUC AaHUX, BOHA HE MOXe
BECTM OOMiH JOKYMEHTaMn 3 gep)XaBHUMU ycTaHoBaMn. 3abesneynTtun ropu-
ANYHY 3HAYYLWLICTb eNIeKTPOHHUX OOKYMEHTIB Mig Yyac 0O6MiHYy HUMKW MK KOopu-
CTyBayaMu [03BOMNTb BUKOPUCTaAHHA cepTUdiKoBaHUX KpUNTOANTOPUTMIB.
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Knacudbikauiss KpunimoaHasnimuyHux amak
HaBegeHa Ha puc. 1.3 knacudikauis [O03BOSISE PO3PI3ZHATU KPUNTO-
aHaniTU4YHi ataku Ta IXHi Hacnigkm ogHOYacHO 3a AekKinbkoMa napameTpamMu.

Knacudikauia kpyntoaHanitTM4yHMX aTtak

3a JOCTynoM 4O BiOKpUTOro
i 3aMdPOBAHOrO TEKCTY

3a CTeneHeM 3aCTtoCyBaHHA

10 Pi3HAX LWndpia 3a KPUTUYHICTIO pecypcy

Ha OCHOBI
— TiNbKN LWNDPTEKCTY | yHiBepcasnbHi JaHi
| BiOKPUTOro TeKcTy | | ;o sianosigHoi KaTeropit nam'aTb
wndppis
nigibpaHoro BiaAKPUTOro - -
- yac
TeKcTy || [0 BignoBigHOro
KpUnToanroputmy
aganTuBHO nigidbpaHoro
BiAKPUTOro TeKCTy i3 KOHTPOMO 3a pesynbTaTtom
iH(*)opmau'i'[ 3a npouecom aTtaku
3 NoBiYHMX KaHaniB

nacuBHi - MOBHUK 311am

aKTUBHI

— rnobanbHa genykuia

iMmiTawia NoBigoOMNEHHS

YacTKkoBa AeayKuis

nigmiHa nNoBiJOMIEHHSA

[ [ |
3a BYKOPWUCTOBYBAHUMU 3a MOXJMBICTIO

3a Hacnigkamm

AaHMK PO3MNaposIoBaHHS
— MaTeMaTudHi MeToan || MOPYyLUEHHA poanogineHi
KOHpigeHUINHOCTI
“‘nepexonntoBadi” i3nIHNX HeposanogineHi
| napametpiB npoLecy || MOPYWeHHA
WncppyBaHHs LinicHOCTI
. NOPYLLEHHS
— eBonOLiiHE NPOrpaMyBaHHS .
aBTEHTUYHOCTI

KBaHTOBI KOMM'tOTEPM

Puc. 1.3. Knacudikauis kpuntorpacdiyHnx atak

Knacudgbikauiss 3 0ocmyry 00 8i0Kpumoeo U 3awugposaHo2o mekecmy

[Mepw HiXX KNacuikyBaTn aTaku cnig yBeCTy psag No3HayYeHb: BIOKPUTUN
TekcT 6yaemo nosHavatu 6yksoto M, wndgpTekcTt — C (K M moxe ByTtn 6yab-
sIKa NoCnigoBHICTb BITiB: TekcToBU dhann i T. iH.). Hexan ansa wudpyBaHHS i
PO3LLIMPYBaHHS BUKOPUCTOBYIOTL Kmtodi K i k', BignoBigHo, (y cumeTpuuHin
kpuntorpadii k = k'); nosHavaloTb yHKLilO WKUdpyBaHHA E,, poswwmd-
pyBaHHA — Dy.
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Topai BuKoHytoTb cnieBigHoweHHA E(M) = C, Dy (C) = M. [JoHenaBHa 3a
KpuTepiem SOCTyny OO BiOKPUTOrO i LWM(PPOBAHOrO TEKCTY BUAINANN YOTUPU
OCHOBHi TUNW KpuNTOoaHanitM4yHMx atak. OgHak OCTaHHIM 4YacoM OAHUM i3
HarakTyanbHUX HaNpsIMiB KPUNTOAHanNi3y crtano 34iMCHEHHS aTak, WO BUKO-
PUCTOBYIOTb 0COBNMBOCTI peanisauil Ta pobo4oro cepeaosuLla.

ATakm CTOpPOHHIMK abo0 NOGIYHUMKM KaHanamum — ue BMO KPpUNTo-
rpapiyHMX aTak, WO BUKOPUCTOBYKOTL iHOPMaLito, OTPUMAHY 3i CTOPOHHIX
abo nobivyHMX KaHaniB. Y KOXXHOMY pasi nepeabayeHo, 3rigHO 3 doyHOaAMEH-
TanbHUM gonyweHHsam Kipxroda, Wo KpuntoaHanitTuk 3Hae BMKOPUCTOBYBa-
HUW anropuTMm WnpyBaHHA.

ATaka Ha OCHOBI Tinbku wudpTteKkcTy. KpyntoaHanitmk posTaLlo-
BYE LUN(ppTEKCTAMN Cq, ..., Cp, OTPUMAHMMUM 3 HEBIOOMUX BIOKPUTUX TEKCTIB
My, ...,My Pi3HUX noBigomMneHb. [MoTpibHO 3HanUTKM xo4a 6 oamH 3 m; |1 =1, ...,
m (abo BignoBigHUIM KntoY K;), BUXOASAYM 3 AOCTATHLOrO YMucna m Kpunrorpam,
abo nepekoHaTUCA Yy CBOINM CNPOMOXHOCTI 3pobuTn Ue. B okpemux Bunagkax
MOXNUBUI 30ir KNtoYdiB abo BiOKPUTUX TEKCTIB.

ATaka Ha ocHOBIi BigKpuToro tekcty. KpuntoaHanitmk mae y cBoe-
MY PO3NOpspKeHHI napu (my, Cq), ..., (My, Cm) BIAKPUTKX | BIANOBIAHUX TM 3a-
LundopoBaHmMX TekcTiB. MoTpibHO BU3HauMTK Kkntod k; anga xoda 6 ogHiel 3 nap.
B okpemomy Bunagky, konn k; = ... = ky, = k, nOoTpibHO BM3HaumTh kntod k abo,
NepekoHaBLUNCL Y CBOINM HECMPOMOXHOCTI 3pObUTK Lie, BU3HAYUTK BiOKPUTUI
TEKCT Mp+1 L€ OAHIET KPUMTOrPaMM Cppi1, LUMGIPOBAHOT HA TOMY K KIHOM.

ATaka Ha OCHOBI nigibpaHoOro BiAKPUTOro TEeKCTY BiApPI3HAETLCSA Bif
nonepeaHbol NULE TUM, WO KPpUNToaHaniTMK Mae MOXIMBICTb BUOOPY BiaKpuU-
TUX TEKCTIB My, ..., My,. MeTa aTakm Taka cama, Wwo 1 nonepedHboi. NoaidHa
aTaka MOXnuBa, Hanpuknag, y pasi, KofiM KpuntoaHaniTuk mMae JocTyn go
lwndppartopa nepenaBanbHOl CTOPOHMN.

ATaka Ha OCHOBiI aganTMBHO NifibpaHOro BiAKPUTOro TEKCTY.
Lle okpemun Bunagok onncaHol paHille atakm 3 BUKOPUCTaAHHAM NigidpaHoro
BigKkpuTOro Tekcty. KpyntoaHanitnk Mmoxe He Tinbkn BMbmupaTtn BUKOPUCTOBY-
BaHW TEKCT, WO WNAPYETLCS, ane TakoX YTOYHIOBATU CBil HACTYMNHUIN BUOIP
Ha OCHOBI [OBOYTUX paHile pe3ynbTaTiB LWNdpPyBaHHS.

ATaka Ha ocHoOBI iH¢opmauil 3 nobiyHUX KaHaniB. KpuntoaHani-
TUK Mae€ iHpopmaLito, ska Moxe ByTn oTpumMaHa 3 obnagHaHHSA WndpyBaHHA
N HE € 00 TOro X Hi BIOKPUTUM TEKCTOM, Hi LUMCPPTEKCTOM.

ATakm 3 NobiyHMX KaHarniB, CBOEK 4YEprow, KnacudikytoTb 3a TakKnmu
TMNamu:

27



3a KOHTponem Hag ob4ncritoBanbHUM NPOLECOM: Macu8Hi i akmU8Hi;
3a cnocobom gocTyny A0 Moayns: agpecusHi (invasive), Hanigazpe-
cuesHi (semi-invasive) i HeagpecusHi (non-invasive);
3a MeTod0oM, 3acTOCOBaHWM Yy npoueci aHanidy: rnpocmi — simple side
channel attack (SSCA) i pisHuuyesi — differential side channel attack (DSCA);
3a BMAOM BMKOPUCTOBYBAHOIoO NOBIYHOro KaHany:
amaku 3a YyacomMm sukoHaHHs (Timing Attacks);
amaku 3a eHepzaocrioxueaHHsiM (Power Analysis Attacks);
amaku 3a rnomusikamu obyucrnieHb (Fault Attacks);
amaku 3a eslekmpomazgHimHuUMu euripomiHoeaHHsMuU (Electro-
magnetic Analysis);
amaku 3a riomusikamu y kaHarsi 38’sa3Ky (Error Message Attacks);
amaku 3a kew-nam’ammio (Cache-based Attacks);
aKycmu4Hi amaku (Acoustic Attacks);
amaku 3a ceimisiosim surnpomiHroeaHHsaM (Visible Light Attacks).
ATakn 3 BUKOPUCTaHHSAM Bigomoro abo nigibpaHoro BiAKPUTOro TEKCTY
3yCTpivYaloTbCA 4vacTiwe, HiK MoxHa nogymaTtn. HeobxigHot BMMOrow 00
KpUNTOanroputMy € 34aTHICTb NMPOTUCTOATU Takum aTakam. Lle osHavae, wo
po3cekpeyeHHs aesikol iHdopmadil, Wo nepeaarnTb KaHanaMmm 3B’s3Ky B LUNG-
pOBaHOMY BUrNSA4i, He Mae NPUBOOUTM 00 PO3CEKpPeYeHHs iHWOoI iHdopmaLlil,
LUNdOpoBaHOI Ha LbOMY camoMy Kntodi. Kpim TOoro, sasHadeHa BumMora Bpaxo-
Bye 0COBnMBOCTI eKcnnyaTauii anapatypu W gonyckae esiki BirlbHOCTi 3 6OKy
onepatopa abo ocib, Wo MalTb AOCTYNn A0 dOpMYyBaHHS 3aCEKPEYEHOI iH-
dopmauii. ATakm Ha OCHOBI nigibpaHMxX TEKCTIB yBaXalTb HanHebes-
NeyYHiWnmMu.
Knacucabikauisi 3 KOHmMposo Had rpouecom WwugpyeaHHs
[lo Knacy nacMBHMX aTaKk Hanexatb Ail NPOTUBHUKA, SIKUA “NMacuMBHO
BMBYaAE” WM POBaAHi MOBILOMIIEHHS, MOXeE X NepexonuTn 1 niggatn KpunTo-
aHanisy i3 MeTow ogepXaHHs iHpopmauil Npo BIAKPUTUIA TEKCT abo Krtou.
OpHak cy4yacHi TexHiIYHI 3acobu [03BONATb MOTEHLIMHOMY MPOTUBHUKY “ak-
TMBHO” BTpyYaTUCHa Yy MNpouec nepefaBaHHs MNOBIAOMIEHHA. 3BUYaWHO po-
3pi3HAIOTb ABa TUNM aKTUBHMUX aTak, ski MaloTb Ha3Bu imiTauii 1 nigMiHKU
noBigoMneHHsA. Ataka imitadil nonsrae B ToMy, LLO NPOTUBHUK “BCTaB-
nae” y kaHan 3B’43ky chabpukoBaHe HMM “lWUnpoBaHe NOBIAOMMEHHS”, siKe
Hacnpasai He nepefasanu Big 3aKOHHOro ofepXxyBaya 0 ofepKyBada. Boa-
HoYac NMPOTUBHUK PO3PaxoBYE Ha Te, WO OAepXyBad Cnpuvime Le rnoBigoM-
NEHHSA SK crpaBXHe (aBTEHTU4YHe). ATaKa nigMiHM nongarae B TOMY, WO Npo-
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TUBHWK, CNOCTepiralnyn nepeaaHe KaHanom 3B’A3Ky CrpaBXHE NOBiJOMITEHHS
Bif BignpaBHUKa, “Burniydae” noro n 3amiHse nigpobneHmm. Pi3Hi wundpn mo-
XyTb OyTM BinblI-MEHLW ypasnuMBMMKW OO aKTUBHUX aTak. 34aTHICTb CaMoro
lwndpy (6e3 BMKOpUCTAHHS OOAATKOBUX 3ac0oBiB) MPOTUCTOATU akTUBHUM aTa-
KaMm 3BMYaWHO Has3uBawTb iMiToCcTinKicTio wundpy. KinbkicHO Mipoto
IMITOCTIMKOCTI LUMAOPY € MMOBIPHOCTI yCnixy iMiTauii 1 nigmiHn, signosigHo. L
MMOBIPHOCTI BM3Ha4aloTb LUIAHCU NPOTMBHMKA Ha YCNiX Yy pasi HaB’si3yBaHHS
ofepXXyBady HenpasWibHOIO MNOBIAOMIEHHS.

Knacudikauisi 3a pe3yrnibmamom amaku

KpuntoaHania ctaBuTb CBOIM 3aBAaHHAM Y Pi3HMX YMOBax OTpMMyBaTu
A04aTKOBI BiOOMOCTI NPO KoY WNdpyBaHHS, Wo6 3HAaYHO 3MEHLWIUTU giana-
30H IMOBIpPHMX KNtodiB. Pe3ynbTatn KpyntoaHanisy MoXHa BapitoBatu 3a CTy-
NeHsIMU NMPakTUYHOI 3acTOCOBHOCTI. LLngp yBaxatoTb 3namaHnm, AKLO B CU-
cTeMi BUSABNEHO crabke micue, ske Moxe 6yTM BUKOpUCTAHO AN Oinblu
edeKTUBHOro 3namy, Hik MeTog noBHoro nepebopy kntouiB (brute-force
approach). JonycTiTe, Wwo ana gewmndpyBaHHA TEKCTY METOAOM MOBHOIO ne-
peGopy noTpibHo nepebpat 2'%® MOXNMBMX KMIOYiB; TOA BUHAxXig cnocoby,
o noTpebye ans aewmdpysarHa 2° onepauint i3 ninGopy kntoya, 6yayTb
BBaXkaTu 311amMoM. Taki cnocobn MoxyTb noTpebyBaTn HepeaniCTU4HO BENU-
Knx obc4riB nigibpaHoro Bigkputoro Tekcty abo nam’siti EOM. Mig 3namom
PO3yMilOTb N1LLE NiATBEPOXEHHSA HAsABHOCTI BPa3nMBOCTI KPUNTOANroOpUTMYy,
LLIO CBiAYMTb NpPO Te, WO BMacTUBOCTI HaAIMHOCTI WKUMpPY He BiANoBiAarTb
3asBMNeHUM Xapaktepuctukam. [lepeBakHO, KpunToaHania MoYMHAETbCH 3i
cnpob 3namy cnpoLleHoi Moaudikauii anroputmy, Micng 4oro pesynbTaTu
NOLUMPIOOTL Ha NoBHOLUIHHY Bepcito. Kpuntorpad Jlapc KHyaceH [93] npono-
Hye TaKy Krnacudguikauito ycrnilHMX HacnigkiB KpuntoaHaniady 6y0koBux Wnpis
3anexHo Big 0bcAry i AKOCTi CekpeTHOI iHhopMmaluil, Ky Baanocs oTpumaTiu:

NOBHUMW 3J11aM — KPUMNTOAHAaNITUK OTPUMYE CEKPETHUMN KIHOY;

rnob6anbHa aeaykKuiss — KpMNToaHaniTMK po3pobnse dyHKUioHanbHWUN
eKBiBaNneHT OOCNiAKyBaHOro anroputmy, WO O03BOSISE WMdpyBaTn N pos-
lWwncppoByBaTH iHpopmaLito 6e3 3HaHHA KntoYa;

yacTKoBa AeAyKUifs — KpUNToaHaniTMKy BAAETbCA po3wmndpyBaTu
abo wundgpyBaTn Aesiki NOBIAOMIEHHS;

iHpopMmauinHa AeAyKUia — KpUNTOAHAnNITUK OTPUMYE OesAKy iHdop-
MaLito NPOo BiOKPUTUM TEKCT abo KItou.

Knacudbikauisi 3a ob6csiecom HeobXxiOHUX pecypcig

29



ATaku MOXHa TakoX KracudikyBaTu 3a 06Csrom pecypciB, HEODXIAHUX
AnNst IXHbOro 3[AINCHEHHS:

nam’aTb — obcar nam’aTi, HeodXigHMIN ANs peani3auil ataku;

Yyac — KifbKiCTb eneMeHTapHUX onepadin, ki HeobxigHO BUKOHATY;

AaHi — HeobxigHMM obcar BIOKPUTMX | BiANOBIAHMX M 3alunMdpoBaHNX
TEKCTiB.

Y gesaknx Bunagkax Ui napameTpu € B3aeMo3anexHUMu: Hanpuknag, 3a
paxyHOK 36inbLLUEHHS NaM’saTi MOXXHa CKOPOTUTK Yac aTakw.

Knacudbikauis 3a cmerneHem 3acmocosHocmi 00 Pi3HUX wugpie

AKLWO MeTOo KpunToaHanitMka € po3KpUTTS BinbLUol KiNbKOCTI Wngpis
(He3anexHo Big TOro, Yn NparHe BiH UMM 3aBAaTu LWKOAWM CYCninbCTBY, none-
peauT noro Npo MoxnmBy Hebeaneky abo NpocTo HabyTn NONyNAPHOCTI), TO
Ans HbOro HanKpallow cTpaTerieto € po3pobneHHa yHiBepcanbHUX Me-
ToAiB aHani3y. Ane Le 3aBAaHHA € TakoX i Hanmbinbw cknagHum. Ta obcTa-
BMHA, WO 6yab-sike 3aBOaHHA MOLUYKY COCOBY PO3KPUTTS AEAKOI KOHKPETHOI
KPMATOCUCTEMM MOXHa nepedopMynoBatn sk nNpuBabnvee matemMatuyHe
3aBOaHHs, Mig Yac po3B’dA3aHHS SKOro BAAETLCS BUMKOPUCTOBYBaTM Harato
MEeTOAIB Tiel caMol Teopil cknagHocTi, Teopil Ynucen i anrebpu, npueeno o
NosiBM METOAIB KpunToaHanidy, 3acToCOBaHMX A0 Pi3HUX KnaciB LWndopis.
HapewTi, € aTaku, L0 BUKOPUCTOBYHOTb AEAKY BPa3fMBICTb Yy NPOLIECI MPOEK-
TyBaHHSA abo peanisauii KOHKpeTHOro wundpy. Lli atakn He moxe ByTn B 3a-
raribHOMy BUNAaAKy NepeHeceHo Ha Uinun knac wndpis, ogHak MOXyTb edoek-
TMBHO 3aCTOCOBYBAaTUCA ANA 3namMy BignNoBigHOrO KpUNTOanropuTmy.

Knacudbikauis 3a sukopucmosysaHumu 3acobamu

Ta obctaBuHa, WO Oyab-gKke 3aBAaHHA MOLYKY Crnocoby po3kpuUTTs ge-
SKOT KOHKPETHOI KPUNTOCUCTEMWN MOXHA NepedopMyrntoBath sk npuBabnunee
MaTeMaTuyHe 3aBOaHHs, Mig Yac pPO3B’A3aHHi SKOro BOAETLCA BUKOPUCTO-
ByBaTn Oarato meTopAiB Teopili CKNagHoOCTi, Teopii yincen i anre6pwm,
NpuBeno OO0 po3KpuTTa BaraTbox Kpuntocuctem. Mawmxe BCi 34iMCHEHI Ha
NpaKkTUUi BAani aTtakM Ha KPpMNTOCUCTEMW BUKOPUCTOBYIOTb CrabKocCTi B pe-
anisadii 1 po3milLeHHI MexaHi3aMiB KpunToanroputmy. Taki aTakM 3aCHOBaHO
Ha Kopensauil MK 3Ha4YeHHaIMU PI3MYHUX napameTpiB, BUMipOBaHUX Yy
pPi3Hi MOMeHTU nig 4Yac oGuyucneHb (CNOXMBAHHA eHeprii, Yac obuuc-
NeHb, eneKkTpoOMarHiTHe BUNPOMIHIOBaAHHS TOWO), i BHYTPIWHIM cTaHOM 06-
yucnoBanbHOro obnagHaHHs, CTOCYHOTbCS CEKPEeTHOro Knwo4ya. Ha npaktuui
aTaku nobiyHMMM kaHanamm Ha BaraTto nopsiakiB Ginbll edPeKTUBHI, HiX Tpa-
AVLINHI aTakuy, 3aCHOBaHIi TiNbKW Ha MateMaTu4yHOMY aHanisi. [1o Toro X aTa-
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KM NOBIMHUMK KaHanaMmm BUKOPUCTOBYIOTb OCOONMBOCTI peanidadii (Tomy i1x
iHOQI TaKoX HasuBalTb arakamMu Ha pearnisauito — implementation attacks)
ANs BUTSAraHHS CEKPEeTHMX napameTpiB, 3agisHMX B OBYMCHEHHNAX. Takumn
niaxig MeHLW ysararbHEeHWW, OCKISTbKU NPUB’a3aHnn 0O KOHKPETHOI pearnisauil,
ane HamdacTiwe MOTyTHILMA, HIXK Krnacu4HuK KpuntoaHani3. HwHi meTtoawn,
3aCHOBaHi Ha BUKOPUCTaHHI HOBUX IHpOpPMaLiMHNX TEXHOSOrIN (€BOMNIOLINHO-
ro NporpamMyBaHHsl | KBAHTOBMX KOMM'OTEPIB), Y KpMNTOAHani3i He npmBenu 4o
CEepUO3HNX NPOPUBIB Yy 3nami WNAPIB | CTAHOBIATL CKOpiLle akageMidHUK iH-
Tepec, HXX NPaKTUYHUM.

Kpuntocuctemy MoxHa posrnsagatv gk “dopHumM sawmk’, Tobto obnaa-
HaHHS abo nporpamMy, NPO BHYTPILLHIO CTPYKTYPY SIKOI HIYOro He Bigomo, ane,
nogarun cUrHanum KkomaHam abo gaHi Ha BXig, MOXHa OTpUMaTh peakuito Ha
BuxoAdi. 3aBOaHHs KpunToaHanidy — igeHTudikaudis uiel cuctemmn, TO6TO
BU3HAYEHHSA 11 CTPYKTYpPM Ha OCHOBI CUrHanis, WO HagxoaAaTb Ha 11 BXi4 i
oTpuMaTb Ha Buxoai. OgHMM 3 IHCTPYMEHTIB PO3B’A3aHHS LbOro 3aBAaHHS
MOXYTb OYTU HENPOHHI Mepexi. [eHeTUYHi anropuTMM YCRiWHO 3acTOCOBY-
I0Tb Y KpMNTOaHani3i nepectaBHMX i NigCTaBHUX LWNAOPIB.

Knacudbikauisi 3a Hacnidkamu amaku

MoxnuBi Hacnigku peanisauil atakm po3rfiaHbTe 3 nornsay nopyLleHHs
BrnactmBocteun iHpopmauili — KOHGIAEHUIMHOCTI, LiNiCHOCTI N aBTEHTUYHOCTI
(moctynHocTi). MoXxHa BMAINUTK TpW CTpaTerii Ain, SKki MoXXe novaTu nopyLu-
HWK y pasi ycnilWwHoI peanisadii aTaku:

nepexonsieHHs iHopMauii, nepegaHol KaHanaMmm 3B’s13Ky;

Moaundpikauia iHdopmauii, nepeaaHol KaHanamm 3B’A3Ky (NigMiHa, He-
npaBuibHi NOBIOMITEHHS, 6NTOKYBaHHS nNepeaaBaHHA TOLWLO);

poboTa Big 4yXoro imeHi (06xig 3acobiB aBTEHTUYHOCTI YYaCHUKIB iH-
dopmauinHoT B3aeMogil kKaHanamm 3B’sa3Ky).

Knacudbikauis 3a moxxriugicmio pacriaparsiesitoeaHHs

PacnapanentoBaHHIO MiggaldTbCA HE BCi anropuTtMu KpuntoaHarnisy,
OAHAaK BOHO O03BOSISIE 3HAYHO MPUCKOPUTU 3HAXOMKEHHS Kroda. Takum 4vm-
HOM, Mif Yac OUiHIOBaHHA edEeKTUBHOCTI MeTody KpunToaHanidy HeobxigHo
BpaxoByBaTW He TiflbKM NOro YacoBY i EMHICHY CKNagHICTb, ane N MOXIMBICTb
pacnapanentoBaHHa Ha 6GaraTtonpouecopHin cuctemi. Tak, anroputm [lon-

napga Mae cknagHicTb O(\/ﬁ) OQHaK He niddaembCcs po3rnapasnerlto8aHHH.
BogHouyac meTog noBHOro nepebopy, sSikMW Ha OAHOMPOLIECOPHIA MAaLUMHI

31



ycTynae 3a edgektuBHicTioO Metogy [lonnapga, ctaHOBUTL NPOCTUW MpUKnag
METOAY KpunToaHanisy, Wwo Ooryckae po3napanerito8aHHs.

Bigomo aBa Hanpsimm B opradizauii napanenbHOro o64MCcrneHHs Knwoya.
[Mo-nepwe, nobynoBa koHBeepa. Hexan anroputm cniseigHoweHHA Ex(M) =
C nogaHo y BUMSAl OeTepMiHOBAHOMO NaHUKOXKa HamnpocTiwmnx gin (one-
pauin): O, O,, ..., On. BisbMiTe N npouecopiB Az, A,, ..., Ay, 3aganTe IXHIn
NOpSAOOK i AOBEeAiTh, WO i-h NPOoLEecop BUKOHYE TPU OOHAKOBI 3a YacoMm ore-
paui:

1) npynmaHHA gaHux Big (i — 1)-ro npouecopa;

2) BMKOHaHHSA onepadii O;;

3) nepenaBaHHA gaHUx HacTynHomy (i + 1)-My npouecopy.

Topi koHBeep i3 N nocnigoBHO 3’eQHaHMX NMPOLECcopiB, WO napanesibHO

o . . V . .
N CUHXPOHHO MpauroTb 31 LLUBUAKICTHO g, e v — lBnaKICTb BUKOHaHHA OAHIEI

ornepadii npoLecopom.

Odpyrn HanpsMK po3naparnentoBaHHs Monsirac B TOMY, WO MHOXWUHY
K po3noginsaoTe Ha HenepetuHHi nigMHOXMHM Ki, K, ..., Ko, Cucrema 3
Q mMawwvH nepedbupae KoY Tak, WO i-a MalunHa 34iNCHI0E nepedip KniouiB i3

MHOXMHM K, i=1Q. Cuctema npunuHsie poboTy, SIKLWIO oAHAa 3 MaLUVH 3HaiLna

kntod. Hanbinblol CcKnagHicTio Yy BUKNAZeHOMY nNigXo4di € opradisauis
pO3MnoAiny Kn4yoBoi MHOXMHWU. OgHaK SKWO opraHidyBaTh MOLUYK Kro4va Ta-
KAM YMHOM, L0 Mig 4Yac KOXHOro 4YeproBoro BUNPOOYBAHHA KOXHWA i3
N npouecopiB cTapTye 3 BUNAAKOBOI TOYKM, TO yac BuUNpobyBaHHA 30inb-
LUNTBLCS, ane cxema 3Ha4yHO cnpocTuTbCs. CepeaHs KinbKiCTb KPOKiB BUMPO-
6yBaHHA N npouecopamn (MallMHaMMK) KIOYIB i3 MHOXWHM K Yy LbOMY pasi

K L . L
CTaHOBUTb ‘N—‘ Peanizauis  Takoro napaneniamy npunyckae pi3Hi

po3B’A3aHHsA. Hanbinblw oveBnaHe poO3B’si3aHHS — CTBOPEHHSI KOMIMHOTEPHOro
BipyCy OS5 MOWMPEHHS NporpamMmn-3rioMHuKa y rrnobanbHin mepexi. Bipyc mae
BMKOPUCTOBYBaTU MepioaM MpOCTO KoMM'ioTepa (3a AaHvMK  OOCHIAKEHDb,
komm'totep npoctotoe 70 — 90 % yacy) onga 34incHeHHA nepebopy 3a MHOXMU-
HOO KntoYiB. PaHo abo ni3HO OAVH i3 3apaXXeHnX KOMM'IOTEPIB BUSIBUTb LUYKa-
HUR KNtoY (HeoOXxigHO nepeanbavynTn MexaHi3M CMOBILEHHS NPOTUMBHUKA); 3i
3POCTaHHAM MPOLYKTUBHOCTI KOMMIOTEPIB | LUBUOKOCTI MOLUMPEHHS BipycCiB
norpo3sa ycnilwHOro pesynbTaTty Takol ataku 3poCTaE.
Knacudbikauisi 3r1oMHUKig Kpurimocucmem
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Mig yac ouiHBaHHA CTIMKOCTI KpuMATOCUCTEMWU HeobxigHo 6patn Ao
yBarn MOXJ1BOCTI MOTEHLIMHOro NPOTMBHMKA, KU MOXe 34IMCHUTU aTaku Ha
cuctemy. |Hakwe Kaxyyu, HeobxigHO nonepeaHbLo BiATBOPUTK 30ipHMIA 06pa3
(Mogenb) nopylwHuka. Taka Mmogenb Mae BkasyBaTu:

KaTeropil ocib, cepef; AKMX MOXE BUABUTUCSA NOPYLLUHUK;

NpUNYLWEeHHA NPo KBasigikawito NopyLUHMKa | MOro TeXHIYHY OCHALLEHICTb;

MOXIMBI Lifli NOPYLUHMKA 1 OYiKyBaHUN XapaKkTep Moro ain.

3a ocHoBY Ans po3pobreHHs knacudikauinHol cxemu 0yno B3SATO MO-
Aenb NopyLliHuKa, Krnacudikauia gossonde nig 4ac nodygosn moaeni 3fom-
HUKa KPUNTOCUCTEMMU BPaxoByBaTW Pi3HI NapamMeTpu n, TUM CaMuUM, YCTaHO-
BUTW 3arexXHIiCTb MOXITMBUX CLEeHapiiB aTtak Big XapakKTepUCTUK NPOTUBHUKA,
i3 BOKy SKMX cucTeMy nigaatoTb Hanagam. Ha puc. 1.4 HaBegeHo knacudika-
LLit0 NPOTUBHMKA.

Knacudikauis nopylwHMka Kpuntocuctem

3a TEXHIYHOI . 3a JOCTYNOM [0 3aco- . .
X 3a KiHLIeBO MEeTOol : 3a piBHEM MiArOTOBKM
OCHallEeHiICTIo GiB, WO WnpyOTh
”egs:fojl';“”” BUSIBIIEHHST CITABKOCTI “BHYTPILLHIA” B3aemMopist
P B anroputmi NOPyLIHVK —H 3 KomMn'loTepoMm Ha
m — iBHi KOpUcTyBa4a
—  mepexa EOM 30BHILLHIN P puety
MOBHMWI 377aM anropuTMy MOPYLUHWK | MaTeMaTUYHUii
- cynepkomn'toTep anapat
3a NepPBMHHO iHpopMaLiieto 3a MOXIUBICTIO B nporpamyBaHHs
npo 3acib wn BaHHS Koonepadlji .
P by pau | |  enekTpoTexHika
“knenTorpad” | i cpisnka
“oanHak’
kpunTorpad | L couianbHa iHxeHepis
KOpUCTyBaY | KOneKkTe

Puc. 1.4. Knacudikauis nopylwHUKa KPUNTOCUCTEM

Knacugbikauisi 3a mexHi4YHO ocHaW,eHicmio

Ha cborogHi Benukin komnaii 3 6inbwmMmn obyncnioBanbHUMN Mepe-
Xamu nig cuny metoaom nepebopy pos3KpUTK KNy JoBxuHOK 64 — 80 GiTi..
MigTBEpPAXEHHAM UbOMY € po3kpuTTa RC5-64 (6nokoBoro wmndpy KomnaHii
RSA, wo BukopuctoBye 64-6iTHMI Kkntod, wo ctaptyBas 1997 p. Ha cawrTi
www.distributed.net (npoekT “po3noaineHoro 3namy”), y skomy Ha JoOpoBinb-
Hi ocHOBI B3ann ydacTb noHag 300 Tucay kopuctyBadiB rnobanbHoi Mepexi,
6yB ycnilHO 3aBepLleHnn 3a M'atb pokis (1 757 gHiB) — 3a uen Yac 6yno ne-
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pebpaHo 85 % yciei MHOXUHM KntodiB. Kpim Toro, onga po3s’a3aHHs 3aBhaHb
KpuntoaHarsisy MOXXHa BUKOPUCTOBYBATU CYNePKOMM IOTEPMW.

Knacugikauisi 3a KiHUe80ot Memor

B ocHoBI ain xakepiB 3BMYANHO NEXNUTb KOpUCMBA MOTUBALS, piglie —
BGaxkaHHs npocnaBUTUCA, 3aBOaTU MOpPanbHOI LKOAW 3aKOHHOMY BACHUKY
lundppoBaHoi iHdopmauii abo iHWi npnunHn. MeTa KpuntoaHaniTuka nonsrae
Yy CTBOPEHHI HOBMX i NigBULLEHHI e(EeKTUBHOCTI HasiBHUX MeTOoLiB aHanisy
CTinkocTi KpunTorpadivyHmx 3acobiB. KoxHuin HOBUM MeTO4 KpunToaHanisy
npuBoaNTb 4O Nepernany 6esnekn Wndpis, 4O AKMX BiH 3aCTOCOBHUN.

Knacudbikauiss 3a docmyriom 0o 3acobis, wo wugpyroms

[MopyLWHNKOM MOXe OYyTW He TifNbKM CTOPOHHA ocoba, ane n 3akoHHUM
KOpUCTYyBa4y CUCTEMM, a TaKoX ocoba i3-nomix 06CnyroBoro nepcoHany.
AKWO posib 3NIOMHUKIB BUMKOHYKOTb HEHaginHi cniBpObIiTHMKM KOMMaHii, TO
MOXNUBOCTEN ONA 34INCHEHHS aTak BUHMKAE Habarato OGinblue, HixX y 6yab-
AKX IHLUMX 3NTOMHMUKIB.

Knacudbikauisi 3a pieHem nid2o0mosKu

Keanidoikanito 31IlOMHMKA BW3HAYEHO HASIBHICTIO PerieBaHTHUX 3HaHb,
YMiHb | HaBM4oK. MoOXHa BMAINUTN YOTUPU OCHOBHI CGhepu, OCBOEHHS SKUX
MOXe OYyTU KOPUCHUM MOPYLLUHUKY ONS 34iIMCHEHHA aTaku Ha KpUNTOCUCTEMY:

B3aemMoflia 3 KOMN’'IOTEPOM Ha piBHi KopucTyBayva — N4 34inc-
HEeHHs aTak i3 BAKOPUCTAHHAM QOCTYMHUX iIHCTPYMEHTarnbHMX 3acobiB;

MaTeMaTU4YHUKN anapart — 5151 CTBOPEHHS HOBUX METOAIB KpMNTOaHa-
nisy " nigBuLLeHHs epeKTUBHOCTI HAssBHUX METOLIB;

nporpamMyBaHHA — Ans po3pobnieHHs iHCTpyMeHTanbHMx 3acobis, WO
peani3yoTb anropuTMn KpuntoaHanisdy; CTBOPEHHA BIipyCiB Ansa po3naparne-
NOBaHHSA MOLUYKIB Krtoya 1 T. iH.;

eNneKTpoTexHika 1n ¢isuka — ana peanisadii kpuntoaTak noGiYHNUMUK
KaHanamm 3 BUKOPUCTaHHAM iHpopMaLii, IKy MOXXHa BUTAITU 3 obnagHaHHs,
o wundpye. Hanpuknag, 3NOMHUK MOXe BIiACTEXYBaTU €Heprito, CroXnBaHy
CMapT-KapTol, KOS BOHA BUKOHYE Taki onepaLii i3 3aKpuUTuUM Krodem, siK po-
3wndpysaHHs abo reHepadis nignucy. NMPOTUBHUK MOXe TakoX BUMIpOBaATU
Yyac, BUTpadyBaHUI Ha BMKOHaHHS KpuntorpadivyHoi onepadii abo aHanisysa-
TM NOBeAiHKY KpunTtorpadiyHoro obnagHaHHA nig Yac BUHUKHEHHSI MEBHUX
NOMWIIOK;

couianbHa iHXeHepia — MNOTy)XHa 36pos 3MOMHMKA, WO A03BOSSE
00iNTN 3axXMCT HAWCTIMKILLMX KPUNTOCUCTEM, CKOPUCTaBLUMCL AOBIPNUBICTHO
KOPUCTYBauiB.
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pagauia NpOTMBHUKIB 3a IXHbOK KBanidikauieto Moxe 6yTu pi3HOLO.
Hanpuknag, BnagineHo Tpu Knacu NpoTUBHUKIB:

BUCOKOKBanigpikoBaHU 3N0BMUCHUK-NpodoecioHan;

KBasigikoBaHUN 3NOBMUCHUK-HENpodecioHarnt;

HekBaniikoBaHUN 31T0BMUCHUK-HeNpodecioHarnl.

Knacudpikauisi 3a nep8uHHoK iHhopmauiero rnpo 3acib wugpysaHHs

MopywHMKYy mMoxe 6yTn Bigoma iHGopmaLis (30Kpema cekpeTHa) npo
APUHLNNN PYHKLIOHYBAHHA KPUNTOCUCTEMU. Tak, OAHIE i3 MPUYNH HEHaAin-
HOCTiI KPpUMNTOCUCTEM € BUKOPUCTAHHSA cnabkmx kntodie. Cnabkum knw4 — ue
KN4, Wo He 3abesneyvye OOCTaTHbOMO PiBHS 3axucTy, abo TOM WO BUKOPU-
CTOBYE B LUMPpYyBaHHI 3aKOHOMIPHOCTI, SIKi MOXe 6yTn 3namaHo. Lle o3Ha4vae
LLIO, SIKLLO ANSA reHepauii KroYiB BUKOPUCTOBYHOTb KpunTorpadivyHmim cnabkum
anropuTM, TO, He3anexHo Big NPy, SKUA BUKOPUCTOBYIOTb, YCS CUCTEMA
6yae HecTinkoi. [eHepamopu sunadKogux Yucesl — ue Te Micue, y sskoMy 4va-
CTO namalTb KpuntorpadiyHi cuctemn. 3HaA4YM MPUHUMN BUTSAryBaHHS
BMNAOKOBUX YMcCer, NPOTUBHUK MOXE 3HAYHO CKOPOTUTU obnactb nepebdopy
MOXITMBUX KIOYiB CUCTEMMN.

OcobnuBoi yBarn 3acnyrosye TexHonoria “knentorpadia”. Po3pob-
fnoBay MoOXe BMNagkoBo abo HaBMUCHO BMOHTYBATU Yy KPUATOCUCTEMY
nasiBku, O A03BONATL OTPMMYBATU OOCTYN A0 3amndpoBaHol iHopmauil
6e3 3HaHHS CeKkpeTHOoro kntoda. Yepes “yopHun xig” iHpopmoBaHa noauHa
MOXe Nerko nogosiatm 3axucT. AKWO MexaHi3Mm fii Wwngpy TpuMatroTb Yy Cek-
peTi, IMOBIPHICTb HAassiBHOCTI NOAIOHOI “nasiBkn” NigBULLYETLCS.

Knacucpikauisi 3a Moxriugicmro Kooriepauii

OcTaHHIM YacoMm, y 3B’A3KYy 3 PO3BUTKOM Mepex (30Kpema, iHTEpPHeTY),
cTano MoXxnmemMm ePeKkTMBHO BMKOPUCTOBYBaTU MeToq “rpyboi cunu” (nepe-
Bbopy) Wwnaxom poanapanentoBaHHa onepauin. Hepigko npodpecinHi xakepwu
NOEOHYIOTLCA Y 3MOYUHHI YrpyrNOBaHHS, LLO NparHyTb OO HaXWBW Ta BUKOHY-
l0uYM po3KpadarTb KOHQIAEHUIMHY iHbopMaLito i3 3aMOBIIEHb KOHKYPEHTHUX
dipM i HaBiTb iIHO3EMHUX crieucnyx0. AnbTepHaTUBHUI BapiaHT — CTBOPEHHS
BipyCy, HEMOMITHO ONA KOpPUCTyBa4a, LLUO BCTAHOBIIOE Ha NIAKMOYEHUN 00
MepexXi KoMM'loTep nporpamy, 3gaTHy 34iMCHIOBaATU AelundpyBaHHA NOBILO-
MIEHHS Wwnsaxom nepebopy kntoudiB. licna 3anycky nporpamy Nigkto4yeHo 4o
cepBepa, OTPUMYE Big HbOro Habip KnoyiB Ansa nepedopy 1 nicnsa 3akiHYeHHS
poboTn noBepTae pesynbTar. [Nporpama Moxe npautoBaTn y POHOBOMY pe-
XUMi 9K CKpuHcersep abo akTMByBaTUCA HoYamu. Takuin nigxig 3acTtocoBy-
I0Tb He TiNbKM Ansa 3namy wudpis, ane n ansa nigbopy ABOX TEKCTIB, WO Ma-
I0Tb OAHAKOBE 3HAYEHHS rell-dyHKLii, 064McneHol 3a3Ha4eHnM ariropuTMOM.
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Ha puc. 1.5 HaBegeHo npuknag knacudikauii 3arpos iHpopmadil B 3a-
raribHOMy BUMMSA,.

TakMM 4YMHOM, OLiHIOBaHHSA eeKTUBHOCTI KpunTtorpadivyHux 3acobiB
3axucTy iHpopmaLlii CTaHOBUTb CKIlagHe HayKOBO-TEXHIYHE 3aBOaHHS.

[Mig yac Bubopy KpuntocmctemMmn HeobxigHO pobuTn aHani3 norpos 6es-
MNEKN B KOHKPETHI KOMMIOTEPHIN cuctemi, wo nependayvyae ouiHOBaHHSA CTin-
KOCTi 40 OOCUTb Pi3HOMaHITHUX TUMIB KpUNTOaHaNITUMHNX Hanagis.

Mopgenb norpo3 MoXxHa po3rnsgaTtyv ik KOMNo3uuito Moaeni npoTUBHK-
Ka, Modeni atak i mogeni kpuntocuctemu. Lli mogeni moxe 6yt nobyaoBaHo
Ha OCHOBI HaBeeHMX Knacudikauin.

1.3. MNobynosa moaeni nopywHuka 6e3neku y KmiC

Cnpoba oTpymaTh HeCaHKLIOHOBAHWIN SOCTYN 40 KOMM IOTEPHUX MEPEX,
i3 METOK O3HAMOMUTUCH 3 HUMW, 3anULLMTU 3aNUCKY, BUKOHATWU, 3HULLUTN,
3MiHUTM abo BMKpacTu nporpamy abo iHWy iHopmaLito KBanidikyloTb SK
Komrmr’romepHe ripamcmeo. FK couianbHe aBuwle nogibHi Ail NpoCTexyTb
octaHHi 10 pokiB, ane BogHovac BigbyBaeTbCA TEHOEHLUIS A0 IXHbOro CTpiM-
KOro 3pOCTaHH4A No Mipi 30ifbLUEHHS KiSTbKOCTI MOBYTOBUX KOMM'IOTEPIB.

3pOCTaHHS KiflbKOCTi KOMM IOTEPHUX MOPYLLUEHb OYiKYOTb Yy TUX KpaiHaXx,
A€ BOHU LWMPOKO peKamMyloTb Y oifibMax i KHUrax, a it y npoueci irop paHo
NOYNHAKOTb 3HANOMUTUCH 3 KOMM'IoTepamMn. PasoMm i3 TUM 3pocTae KinbKiCTb
CEepPMO3HNX HABMUCHUX 3M10YUNHIB.

OagHak KOMIMTIOTEPHI 3NOYMHLI He UiKaBnATbCS, HacKinbkn gobpe 3ginc-
HIOKOTb 3ararioM KOHTPOSb Y KOMIMIOTEPHI CUCTEMI; BOHU LLYKAKOTb €ANHY Na-
3iBKy, sika npuBege ix o 6axaHoi metn. [Ins oTpumaHHsa iHopmaLii BOHU
BUABNAIOTb BUHAXIOMBICTb, BUKOPUCTOBYOYM MCUXOMOrivyHi pakTopu, geta-
nbHEe niaHyBaHHSA Ta akTUBHI Ail. HeobxigHO BigOKpeMUTU ABa NOHATTS: “Xa-
kep” (hacker) i “kpakep” (cracker). OcHOBHa BiAMIHHICTb NoNsArae y nocTaHoOB-
Ui MeTU 3namy KOMMIOTEPHUX CUCTEM: MNeplli CTaBNATb AOCNIAHULUbBKI 3a-
BOAHHS 3 OUIHKM Ta 3HAXOKEHHSI BPasfMBOCTEN, i3 METOK nogarbHOoro nia-
BULLIEHHS HAZIMHOCTI KOMM'IOTEPHOI cuctemMun. Kpakepu X BTpy4aroTbCs B CUC-
TeMy i3 MEeTO PYWMHYBAHHSA, Kpagikku, NcyBaHHA, Moaudikauil iHpopmauir, i
po6nsATb NPaBONOPYLLUEHHS 3 KOPUCIIMBUMUW HaMipamu LUIBUAKOro 36aravyeHHs.

[ns 3anobiraHHA MOXNMBMM norpo3amMm HeobxigHO He Tinbku 3abeane-
YUTK 3aXMCT onepauinHMX cucTemM, NporpamMHoOro 3abeaneyeHHs i KOHTPOIb 3a
AOCTYrNOM, ane n BUABUTU KaTeropil NOPYLUHUKIB i Ti MeToau, AKi BOHU BUKO-

PUCTOBYIOTb.
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3arnexHo Big MOTUMBIB, Linen i meToAis Ail nopywHUKiB 6esnekn iHdop-
MaLil MOXHa po3noaifIuTN Ha YOTUPW KaTeropil:

LUyKadi npuroa;

iAenHi xakepw;

Xakepu-npodecioHanu,;

HeHaginHi (HebnarononyyHi) cniBpoBGITHMKN.

Lllykay npuzaod, nepeBaXKHO, Le CTYAEHT, Y SKOro pigko € npogymMaHun
nnaH ataku. BiH Bubnpae meTy BMNAgKOBUM YMHOM i 3BMYAMHO BIiACTynae,
CTUKaKYUCh i3 TpyaHoWamMn. 3HanWwoBLWK aipy B cuctemi 6esnekn, BiH HaMma-
raeTbcs 3ibpaTtn 3akpuTy iHpopMaLito, ane NPakTUYHO HIKONN HE HaMaraeTb-
cqa 1l TaeEMHO 3MiHUTU. CBOIMM nNepemMoramMu Takun LuyKad npurog AinnuTbca
TiNbKM 3i CBOIMU BNIM3bKNMU OPY3IMU-KONEramu.

I0elHUl xakep — Lue TOW caMuii WyKay npurog, ane B6inbl MUTELbKUN.
BiH yxxe BMbupae cobi KOHKpeTHi Uini (XoCTM Ta pecypcu) Ha nigctasi CBOIX
nepekoHaHb. oro yniobneHrM BuaoM aTaku € 3aMiHa iHdopMmaLiitHoro Hamno-
BHEHHA web-cepBepa abo, y 6inbl pigkMx Bunagkax, 6nokyBaHHs poboTu
pecypcy, Wo artakyTb. [NopiBHAHO 3 LWyKayem npurod, idenHnn xakep pos-
noBigae npo ycniwHi atakm Habarato Oinblw LWMPOKIA ayanTopil, 3BUYaNHO
po3MilLatoun iHpopMaLito Ha XakepcbkoMy web-By3ri abo B KOHGhepeHLUiax
Usenet.

Xakep-ripogecioHasr Mae YiTKUA NnaH Ain i HaUiNMETbCA HA KOHKPETHI
pecypcu. Moro aTakv obpe npoaymaHi Ta 3BUYaiHO iX 34ICHIOTL Y Kinbka
eTanie. CnoyaTtky BiH 36upae nonepeaHto iHpopmauito (Tun onepauinHol cuc-
Temi (OC), cepsicu WO HagatTb, | 3aX04n 3axXMCTY WO 3aCTOCOBYHOTh). [M0TiM
BiH CTAHOBUTb NSlaH aTaku 3 ypaxyBaHHAM 3ibpaHux gaHux i nigbupae (abo
HaBiTb po3pobnisie) BianoBigHI iHCTpymMeHTW. lNpoBiBWK aTaky, BiH OTpUMye
3aKpuTy iHopMmaLuito, i HapewTi, 3HULLYE BCi cnign cBoiX Ain. Takoro npode-
cioHana, Lo aTakye, 3BM4yanHO Aobpe diHaHCylTb, i BiH MOXe npavtoBaTtu
cam abo y cknagi komaHam npodecioHanis.

HenaditHul (Hebnazonony4Hud) crnigpobimHuk CBOIMW OiiIMA MOXe 3a-
BAATWU CTiNbKKN XX Nnpobnem (byBae 1 BinbLle), CKiflbKU NPOMUCIIOBUIA LUMUIYH,
A0 TOro X MOro NMpPUCYTHICTb, 3BMYanNHO, CKNagHiwe BuaBuTK. Kpim Toro, nomy
A0BOOMTBLCA O0faThU He 30BHIWHIN 3aXUCT Mepexi, a TiNbKu, nepeBaxHo,
MEHLI TBEpAUW BHYTPIWHIA 3axucT. BiH He Takuin BUTOH4YEHUI Yy crnocobax
aTaku, K NPOMUCIIOBUN LUMNUIYH, | TOMY YacTilwe Oonyckae NoMWUIioK i TUM
camMuM MOXe BUAaTh CBOK NpUCYTHICTb. OgHak y uboMy pasi Hebesneka noro
HeCcaHKLIOHOBaAHOro 4OCTYny 0O KOpropaTUBHUX JaHWX Habarato BuLla, Hix
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OyOb-AKOro iHLWOro 3rnoBMuUCcHMKa. lNepeniyeHi kaTeropii NopywHuKiB 6e3nekn
iHdbopMmauil MOXXHa 3rpynyBaTu 3a IXHbOW KBanidikauieto: noyamekieeupb (Ly-
Kay npurofg), ¢haxieeyb (ineHNN Xakep, HeHadiHMA cniBpoBITHUK), rpogeci-
OHars (xakep-npodecioHan).

MopywHMK 6e3nekn iHhopmauil, nepesaxHo, byayyun cdaxisuem BU3Ha-
YeHOoIl Keanidikauii, HamaraeTbCa O0BIgATUCA NPO KOMMIOTEPHI cUcTemMu 1
MepeXxi Ta, 30Kpema, Npo 3acodbun IXHLOro 3axncty. ToMy MoAernb NopyLUHKUKA
BU3HAYae:

KaTeropil ocib, cepef AKX MOXe BUABUTUCHA NOPYLLHUK;

MOXIIMBI LiSTi NOPYLUHKUKA | TXHIO rpajauito 3a CTYNeHSIMU BaXNTMBOCTI W
Hebe3neku;

NPUNYyLLLEHHS NPOo Noro Keanidgikawito;

OLHKY NOro TEXHIYHOT 036POEHOCTI;

OOMeXeHHs Ta NPUNYLLEHHS NPO XapakTep Noro Ain.

Ha puc. 1.6 HaBefeHO y3aranbHeHy MoAesb NopyLUHMKa 6e3nekn iHgo-
pmMauil.

MopyLwHKKk 6e3nekun iHhopmauii

Momusu nopyweHHs1 6e3nexku Keanicpikauis TexHi4yHa 036poeHicmb
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nporpamHoro 3abesneyeHHst

l: K ocTaHHbOro MOKOMiHHA B

Puc. 1.6. Mogenb nopywHuka 6e3neku iHcpopmauii

[liana3oH CnoHyKanbHUX MOTUBIB AiCTaHHA OOCTYNy 4O CUCTEMWU OOCUTb
LUMPOKMI: Big OaxaHHa BunNpobyBaTM eMOouiHMiA nignomMm nig 4ac rpu 3
KOMM'IOTEPOM 00 BiAYyTTS BNaau Hag HEHaBUCHUM MeHemkepom. 3arnma-
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IOTbCS UMM HE TiNbKM HOBa4YkK, Wo BaxatloTb nobaBuUTmCS, ane n npodecinHi
nporpamictu. Naponi BoHN 3go6yBatoTb abo B pesynbTarti nigbopy ado wna-
XOM OBMiHY 3 iHLUMMK XakepaMu.

YacTuHa 3 HUX, O4HaK, NOYMHAE He TiNbku nepernagaTty havnu, ane m
BUSBNATUN iHTEpPeC camMe OO0 IXHbOro 3MiCTy, a Le BXe CTaHOBUTb CEPUO3HY
3arposy, OCKiSIbKM B LibOMY pasi Ba)KKO BiAPI3HUTU HEBWHHI NyCTOLi Bif 350-
YUHHUX Ain.

[loHeaaBHa BUKNMKaNM 3aHENOKOEHHS BUMAOKW, KOMW He3a[OoBOJSIeHI
KepiBHUKOM CIy>KOOBLi, 31TOBXMBAO4YM CBOIM MONOXEHHSM, NCyBanu cucre-
MU, JOMNyCKak4yM 40 HUX CTOPOHHIX abo 3anuwatoum cuctemn 6e3 gornsay B
pobOYOMY CTaHi.

CnoHyKasribHMMU MOTMBaMMU Takux Aiu €:

peakuist Ha goraHy abo 3ayBaXkeHHs1 3 OOKy KepiBHUKA;

HEBOOBONEHHSA TUM, WO dipmMa He onnaTuna NoHagHOPMOBI rOAVHN PO-
6oTuK (xo4a Han4vacTiwe noHagHopMmoBa poboTa BMHUKAE Yepe3 HeepeKTBHE
BMKOPUCTaHHS poboyoro yacy);

3NUN HaMmip 9K peBaHL, i3 MeTOo nocrnabutn ipMy SK KOHKYpeHTa
AKOI-HeByab hipmu.

HesagoBoneHnn kepiBHUKOM CIy>kO0OBeLb CTBOPHOE OAHY i3 HanMbinbLUmMX
3arpo3 obumcnoBanbHUM CUCTEMAM KONEKTUBHOIO KOPUCTYBAHHS.

[NpopeciliHi xakepu — Le KOMM'IOTEPHI daHaTu, WO NpeKkpacHo 3HaKTb
obumcnioBanbHy TEXHIKY | cuctemun 3B’a3Ky. BoHn BMTpaTtunum macy 4acy Ha
oOMipkoBYyBaHHS CnNocobiB NPOHUKHEHHSA B cUCTeMU Ta we Binblue, ekcnepu-
MEHTYUM i3 caMnuMn cuctemamu. [ns BXOMKEHHA B CUCTEMY NpodecioHanm
HanyacTile BMKOPUCTOBYIOTb AEAKY CUCTEMAaTUKY U eKCNepuMeHTU, a He po-
3paxoBYylOThb Ha yaady abo 3forag. IXHA MeTa — BUSIBUTU 1A NOAONATU 3aXUCT,
BMBYMTM MOXITMBOCTI 00YMCNIOBanbHOI YCTAHOBKU W MNOTIM BUWATU, YNEBHUB-
LLNCb Y MOXIMBOCTI JOCATHEHHS CBOEI METW.

3aBasikM BMUCOKIN KBanidoikauii, ui nogn po3ymitoTb, WO CTYMNiHb PU3UKY
Marnuim, TOMy WO BiACYTHI MOTUBU pyrMHYBaHHS abo poskpagaHHs. [lo kaTero-
pil XxakepiB-nNpogecioHanis 3BU4anHO 3apaxoBYyOTb Taknx OcCib:

SIKi HanexaTb A0 3MOYNHHUX YrpynoBaHb, WO AbatoTb NPO NOMITUYHI Li-
ni;

SKi NparHyTb OTpUMaTK iHopMau,ito, i3 METOK NPOMMUCIIOBOMO LUMUIYHCT-
Ba;

XxakepiB abo yrpynoBaHHs XakepiB, WO NparHyTb 4O HAXUBMW.
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[Ons 30iNCHEHHS HeCaHKUiOHOBAHOro AOCTyny OO iHopMaLinHoI cuc-
Temu NoTpibHO, NnepeBaXkHO, NPOBECTU ABa NiAroTOBYI eTanu:

3ibpaTtn BiAOMOCTI Npo cucTemy;,

BUKOHATWN NPOBHI cnpobun BXOL)KEHHSA B CUCTEMY.

36ip sidomocmedl. 3anexHo Big 0COOUCTOCTI 3TOMHUKA | MOrO CXUIbHO-
CTEN MOXINUBI Pi3HI HANPSIMKU 30MpaHHA BiJOMOCTEN:

niabip cniBy4aCHWKIB;

aHani3 nepiogMyHMx BUAaHb, BiAOMYMX OIONETEHIB | JOKyMEHTaLl;

nepexonsieHHs NOBigOMIIEHb €IEKTPOHHOI MOLUTY;

NPOCITyXOBYBaHHSA PO3MOB, TerneKciB, Terne(oHiB;

nepexonneHHs iHpopmauii U efleKTPOMarHiTHOro BUNPOMIHIOBaHHS; op-
raHisauisi KpagiKok;

BUMaraHHs 1 xabap.

Barato BnacHukiB CMCTEM 4YacTo He YABMSATb, Ky NiArotoByy poboTty
Ma€ BMKOHATU NOPYLUHUK, WO6 NPOHMKHYTK B Ty abO Ty KOMM'OTEPHY CUCTE-
My. TOMy BOHM CaMOBMEBHEHO BBaXaloTb, WO €4MHE, LLO HEOOXiaAHO 3pobu-
TV, — Le 3axuctntu dans, HagasLim NOMY Naporsb, i 3abyBatoTb, WO Byab-aKka
iHpopmavuia npo Ti abo Ti crnabki Micusi cucteMn MoXe JOMNOMOITU 3fTOMHUKY
3HanMTK nasiBky 1 oBiNTM Naponb, AicTasLwuM AOCTYN A0 dhanny. Takum YMHOM,
iHbopMaUisa cTae NerkogOoCTYMNHOR, AKLLO 3MTOMHUK 3HaE, e W WO ANBUTUCS.

[1id6ip cnigy4acHukis. MMigbip cniBy4acHMKIB 3aCHOBAHO Ha MPOCYXOBY-
BaHHi po3moB y Bapax, oone rotenis, pectopaHax, Takci, NigKnoYeHHi 4o Te-
neoHiB i Ternekcis, BUBYEHHI 3MIiCTy 3arybrneHnx noptdenis i JOKYMEHTIB.
Binbluy  KOPUCHY iH(popMaLito MOXHA BUTAMTK, SKLLO TPannAaeTbCa MOXIIN-
BiCTb nmigcictu o rpynu nporpamictiB. Llen cnocié 4yacto BUMKOPUCTOBYHOTb
penopTepun 1 NPOMECINHI areHTu.

BumsizyeaHHs1 iHgbopmauii 3 rnepioOu4yHuUx eudaHb. 3NOMHUKM MOXYTb
noyepnHyTK Barato KOPUCHOI iHdhopMauii 3 raseT Ta iHWMX NepiognyHUX BU-
AaHb.

[NepexonneHHs1 No8idoMIIeHb €/IEKMPOHHOI nowmu. 3Bn4anHo Anga nia-
KNMIOYEHHSA 0O eNEeKTPOHHOI MOLTU BUKOPUCTOBYHOTH NOOYTOBUIN KOMM'IOTEP i3
MOAEMOM 14 3B’A3KY 3 AEep>KaBHOK TeNedOHHOK Mepexelo.

TenedOHHMN KaHan OOCTyny B TaKy CUCTEMY 3BUYaAMHO BiflbHUMK, Xo4a
OCTaHHIM 4acoM CUCTEMHI onepaTtopu BMMarakTb YCTaHOBKM oObnagHaHHSA
peecTpauil KOpUCTyBadiB efIeKTPOHHOI NowTn. AXX 4O HeAAaBHbLOro Yacy bara-
TO [OBigKOBUX cucTeM Byno ocHalleHo 6rokamu, Yepes siki 3NOMHUKMA MOTn
BUTAraTH BinbLi ob6carn gaHux, a TakoX igeHTUMIkaTopu 1 naponi KOpUcCTy-
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BayiB. 3apa3 HemMae HiYoro He3BMYaWHOro B TOMYy, LLUO OfOKWM, YCTaHOBIIEHI
Kpakepamu, MOXyTb OyTU 3alMGpPOBaHi N TifIbKU OKPEMi YfieHU 3M0YMHHUX
yrpynoBaHb MOXYTb 34UTYBaATU 3 HUX IHJpOpMaL,ito.

3ae’si3ysaHHs 3HatiomMcms. 13 MeTol OTpUMaHHS iHdopmauii Npo 0b4mn-
cnioBanbHy cucteMy abo OTpUMaHHS Cry>X00BMX NaposiiB 3NTOMHUKN MOXYTb
BUKOPUCTOBYBATWU Pi3HOMaHITHI cnocobu. Hanpuknag, 3HanoMna4nCb, BOHMU
NpeacTaBnAlTLCA MeHeapKepaMn; BUKOPUCTOBYIOTb ONUTYBaribHUKK, po3a-
UM IX y dore dipMum 1 geTtanbHO pPO3NUTYHOMM  CRiBPOOITHUKIB Npo
KOMM'IOTEPHY CUCTEMY; O3BOHATbL CUCTEMHOMY agMiHicTpaTopoBi B OOIaHIN
Yyac i3 NPoOXaHHAM HaragaTu HiIbuTo 3abyTui Naposb; NPOrynTbLCA B Oyan-
HKy, CrocTepiratoym 3a OCTYNOM 4O CUCTEMMU; YCTAHOBIOKTbL KOHTaKTU 3 HE-
3aMHATMMU B LIEN MOMEHT CNnyX0oBUSAMW OXOPOHW, SIKMM BigBigyBadi npu
BXoAdi B OByAMHOK GoipMyn MaloTb Npea’aBnsaTv igeHTudikauinimin kog abo na-
porb.

BinbLlw 3noBMUCHUM, ane, MOXMMBO, i BiNbWw ycnilHMM € MeToA “nonto-
BaHHA 3a pasymamu”, Konum Ha pipMy NpMxoguTh NoanHa, sika baxkae npawto-
BaTWU CUCTEMHUM Nporpamictom abo iHXeHepoM 3B’A3Ky, | NPOCUTb AaTu NOMY
KOHCynbTauito. [InBHO, sk Barato iHopmauil Moxe nepenatu cnyxboseub,
SKUA HEe Mae NepcrnekTUBU 3POCTaHH4, ane BBaxkae cebe rigHum BinbLu Bax-
NMBOI Ta BUCOKOOMNSIa4yyBaHoI nocaaun; BiH MOXe PO3KPUTU KOAW KOPUCTyBa-
yiB, Naponi, ykasaTu crnabki Micusi B Mepexax 3B’s13Ky TOLLO.

AHani3 po30pykieoK. [eski 3NOMHUKW ficTanu SOCTyn A0 KoMmn'loTepa,
NPOCTO BMBYAKOUM PO3OPYKIBKM, i Le OAWMH i3 Hambinbll edekTUBHUX | HaW-
MEHLL PU3MKOBAHUX LUMSXIB OTPUMaHHA KOHigeHUinHOT iHopmauil. Huc-
NeHHi ipmn BTpayaTb iHpopMauilo 3i CBOIX KOMMIOTEPHUX CUCTEM, MO-
nepwe, NOMUIKOBO AyMaro4n, WO BOHA HEe MICTUTb KOHMIAEHUINHOI IHdOP-
Madii, i, no-gpyre, NOMUNKOBO BBa)ako4u, WO BCi YHOPHOBI pO3apPYKIBKU CyM-
NiHHO 3HMLWYOTL. Came Taknm cnocobom 3fOMHUKM 3MOrnn 3’AcyBaTu 4OCUTb
MOBHY KapTUHY opraHisauii KOMM'IOTEPHOI CUCTEMU, BUKOPUCTOBYOHN BUKUHY-
Ti po3apykiBkM N He3aTpebyBaHi NpoTOKONN poboTU cucTemMM, SKi CniBpobiIT-
HUKaM 00YMCIIOBaNbHOrO LEHTPY NpeacTaBnsnmuca HEBUHHUMM NanipusMun.

[lepexonneHHs1 nogiOoMIieHb y KaHasiax 38’s3Ky. Ha cbOroaHi KinbKicTb
dipM, OCHaLWEHNX 0BYMCIOBAIbHOK TEXHIKOK, MOCTIMHO 3pOCTaE, ToOMy ne-
peXonfeHHa NoBigOMMNEHb CTano AOCUTb pearibHOK 3arpo30k 1 Ans KoMep-
LiHOro cBiTy. CnekTp MOXMIMBUX NepexonsieHb AOCUTb LUMPOKUK — Lie nepe-
XOMSIEHHSA YCHUX MOBIAOMIEHb i3 BUKOPUCTAHHAM pagionepenasadiB, MiKpo-
OoHIB i MiKpOXBUITbOBUX 0BNagHaHb; NPOCyXOBYBaHHSA MOBIOOMIEHb, Nepe-
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AaHunX i3 TenedoHy, Tenekcy 1 iHWKUMK KaHanaMmn nepenaBaHHA OaHUX; KOH-
TPOJib 32 eneKkTpoMarHiTHUMM BUNpomiHioBaHHAM Bif [NK; nepexonneHHsa cyny-
THUKOBMX abo MiKpOXBUNBOBUX Nepeaav.

YcTaHOBNEeHHAM pagionepenasadiB, MIKPOMOHIB i MiKPOXBUITbOBOIO
obnagHaHHA abo npocryxoByBaHHAM fiHIM 3B’SI3KY 3BMYAWHO 3aMMatOTbCs
NPOMECINHI 3NOMLLMKN, a TaKoX amatopu Ta daxisui 3i 38’A3Ky. OcTaHHIM Ya-
COM KiSlbKiCTb BUNAAKiB YCTAHOBMEHHA Takoro obnagHaHHs 3pocna. Ynobne-
HUMMK TOYKaMN BE3KOHTPOSIBHOrO AOCTYNY TAaKOX € TenedOHHI NiHil.

[MepenaBaHHsa OaHUX i3 KOMyTaUie nakeTiB abo 3 BUKOPUCTAHHAM LUMN-
POKOCMYFOBUX MiHiN 3B’A3KY 3i LUBWOKOCTSAMU TUCsYa Ta MinbhoHU 6oaiB BuU-
Knunkae iHTepec y 3rOMHUKIB i MOXe ByTn nepexonneHa, wob BMKpacTu nepe-
AaHi NoBigOMNEHHS, MoaMdiKyBaTH IXHiK 3MICT, 3aTpumMaT abo BUNYYUTH.

1.4. NMobynoBa mopeni peanisauii 3arpo3 6e3nekn y KmiC

MogentoBaHHA npouecy peanisauil 3arpo3 KmiC gouineHo 3aincHioBaTn
Ha OCHOBI pO3rnNaay NOriYHOro NaHutoXKa: “3arpo3n — opxepeno 3arposn — me-
TO4 peanisauii — ypasnueicTb — Hacnigkn”. Ha puc. 1.7 nogaHo CTpyKTypHa
cxema mogeni peanisauii 3arpo3 iHgpopmauinHnx pecypcis y KmiC.

3arposu Ib ATaka

MeToam peanisauii
[bxepena 3arpo3 Ib Ypasnusictb 3arpos Ib

Mogaudikauis. Cy6'eKTUBHI. e
3HI/IUcfeHHFI. CruxiiHi Bunagkosi o%i:li:if:im.
MopyLweHHs HopmasbHoi poboTu.
Momunkm nig vac iHctansuii N3, OC,
CKB[ y npoueci ekcnnyatauii 13 i YeyHeHHs
TEXHi4HWX 3acobiB. abo
MepexonneHHs iHopmadii. ocnabneHHs MeTtoau 3axucty
Hag'asyBaHHs HenpaBumbHoi arakm

Kpagixka. AHanITUYH.
MNigmixa. AHTpONOreHHi. J\ O6'exTBHiI. MporpamHi.
TexHOreHHi. ) /1 TexhiuHi.

iHdbopmaLlii. MporpamHo-anaparHi.
3HUKHEHHS TexHiuHi.
IH)XeHEePHO-TEXHIYHI.
OpraHizauiiHi.
MpaBosi

Hacnigku ataku

Puc. 1.7. CTpykTypHa cxema mogaeni peanisauii 3arpo3 iHcopmauinHmx
pecypciB B KmiC
AHania HeraTMBHMX HacnigkiB peanisaudii  norpo3 nepeabavae
060B’A3KOBY iAeHTUdiKaLito (Hanpuknag, NPUCBOEHHS YHIKanbHOro Kogy) mMo-
XITMBUX pKeper 3arpos, ypasnnBoCTen, LLO CNPUAIOTL IXHIW NOABI Ta METOAIB
peanisauii, To6To knacudgikauito (puc. 1.8).

43



O6G’eKkT 3axucTty
iHpopMaUinHi pecypcu, siKi MICTATb BigOMOCTi 0bMexxeHoro JocTyny

MeTa iHcopmauinHoI 6e3nekn
BVKINIOYEHHSA HAHECEHHSA MaTepianbHOro, MopasbHOro
abo iHwWoro 36uTky

— = = = = =

KOHIAEHLINHOCTI aBTEHTUYHOCTI LinicHoCTI
| Kpagixka BGrokyBaHHsi Moaudikauis |
| yTpaTa BHULLIEHHS! 3anepeyeHHs OiNCHOCTI |
|3arp0314 iHcbopMaLiiiHoi Geaneky HaB'siI3yBaHHSA XiBHOT NOMMIIKK ¥

Puc. 1.8. MeTa i norpo3un 6eaneku iHopmauii

Ona onuncy mopeni peanisauil 3arpo3 iHopMauinHMUX pecypcis 3adik-
CyWTe KiHLUEBY MHOXUHY Cy0’€KTIB, B3aEMOAINHUX 3 iIHPOPMALLINHOK CUCTEMOLO
— S, napameTp N — KiNbKiCTb ypa3nuemnx 0o aTaku komn'totepis ([1K); napa-
METp D MICTUTb Mo4YaTKOBE 3HAYeHHA CcepenHbOl KiNbKOCTI aTakoBaHWUX
KOMM'IOTEPIB 3a BMOpaHy OAMHULIO Yacy. YBaxatoTb, WO D € KOHCTaHTo, 06-
YMCNEHHS BPaxOBYHOTb, O KOMM'KOTEP HE MOoXe ByTu aTtakoBaHO ABidi; a(t) —

nponopuis Bpasnueux MK, ski 6yno ycniwHo atakosaHo 3a yac t, N-a(t) — 3a-
ranbHa KinbKiCTb YCNiLLHO aTakoBaHWX KoMM'toTepis, 3a Yac 1 3pobneHo He Gi-
nbwe D(1-a(t)) HoBux ycniwHmx atak. KinbKicTb 3aX0nneHnx KoMm'ioTepis 3a

nepioq yacy d(t) gopisHioe:
n=aN -D(1-a)dt.
Ypaxosytoun, wo N — koHctaHTa i N=d(Na)=Nda, npasunbuum 6yae
Take PIBHAHHSA:
Nda =aN-D(1-a)dt,
y audpepeHuiansHOMy BUrnaai:

da
—=Da(l-a
ot (1-a),

Mae Take pilleHHS:
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eD(t—T)

D(t-T)

a=
1+e

ae T —4acoBui NapamMeTp, WO XapakTepusye HanbinbLue 3pOCTaHHS aTak.
[ns nobyaosu 3aranbHOI CTPYKTYpU nigcuctemn 6e3nekn iHdopmauin-
Hol 6e3nekn y KMiC i Mmogenen atak BubpaHo pyHKLiOHaNbHWUIA TUN MatemMaTm-
YHUX MOJeren, SKUU Ha3nBarTb MOAENAMU “4OPHOI CKPUHBLKK'. MaTemaTudHa
MoZenb € mogensno ob’ekta, npouecy abo siBMLLa, WO CTAHOBUTbL MaTeMaTny-
Hi 3aKOHOMIPHOCTI, 3a AOMOMOroK HAKMX OMUCaHO OCHOBHI XapaKTepPUCTUKMU
ob’ekTa, KM MoLENHoTh, nNpouecy abo aBuwa. 3aranbHUM Onsi ONUCy LunX
MaTeEMaTUYHUX Moenen € npouec PopMyBaHHSA KpUNTorpamu.
I

Ons uboro 3adikcytoTb kKiHueBy MHoxuHy | ={I,,1,,...,] } nepepaHux na-

KeTiB, MPUYOMY KOXHOMY MaKeTiB Bignosigae MMOBIPHICTb P*(Ij). Posnoain

IMOBIPHOCTEN BMNAAKOBOro npouecy 3agarTb CYKYNHUM PO3MNOAINoM iMOBIp-
HOCTEWN BUNAOKOBMX  BEMMYMH, TOOBTO  MHOXMHOK  MMOBIPHOCTEWN

*

P, ={P*(|1), P (I,), .. P*(|m)}. [xepeno Kro4iB MOPOMAXKye MOTIK KIOYiB i3
MHOXWHK K i/aBo K*. KoxxHomy kntouy K; € K ={Ky, K,, ..., K} BignoBigae ae-
sika MMOBIPHICTb P*(Ki), a koxHomy Ki* € K* = {K*, K,* ..., K*} BignoBigae

IMOBIPHICTb P*(K*i). BunagkoBun npouec BUPOBMNEHHA KNHOYiB 3a0aeTbCs
MHOXXWHOI IMOBIPHOCTEMN:

P’ ={P"(Ky).P" (K,), ., P (K, )

P ={P" (K1) P (Ky ) PP (KO}

Bubip kntoya K; BU3Ha4yae KOHKpeTHe BigoOpaXKeHHs ¢ i3 MHOXWHU Bi-
nobpaxeHb i popmye kpuntorpamy: E; =¢i(Ki,lj).

BigMiHHICTb Mi>XK aKTUBHUMW 1 NACUBHUMW aTakaMu rnonsrae B TOMy, LUO
nig Yac 30iMCHEeHHs aTak nNepLwioro TUny (akTUBHI aTaku) MOPYLIHUK BUKOHYE
aKTUBHI Aii, TO6TO Ail, NoB’A3aHi 3i 3MIHOK NMOTOKY AaHUX abo 3i CTBOPEHHAM
hanbLIMBKUX NOTOKIB (iMiTauis, BiATBOPEHHS, Moaudikauis nosigoMneHb abo
nepewkoan B obcnyroByBaHHi). MeTow Aapyroro Tuny atak (MacuBHi ataku) €
OTPUMaHHSA nepeaHol iHopMauii (PO3KpPUTTA BMICTY NOBIAOMMEHb i aHani3
MOTOKY OaHUX).
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OuiHoBaHHA CTyneHs1 ePeKTUBHOCTI aTakn Moxe 6yTu 34iMCHEHO 3a pa-
XYHOK aHanisy gaHumx, SKMMun Borogie NpOTUBHUK, MOr0 MOXITMBOCTEN Ta iHLIMX
napameTpiB nacnBHMx atak. OCHOBHUM METOAOM OLiHIOBAHHS MOXITMBOCTEN
NPOTMBHMKA Nif Yac aTak € CTBOPEHHS MOAENeN aTak.

1.5. MobynoBa maTtemMaTu4HOI MoAeni NnacMBHUX atak y KmiC

[MacuBHi 3arpo3n BUMNAMBAOTL i3 MPOCHYXOBYBAHHA (HECAHKLIOHOBAHO-
ro 34MTyBaHHS iHopMaLil) i He NOB’sA3aHi 3 AKOK-HEOYAb 3MiIHOK IHGYOpMaLlil.
CyTHICTb aTaku nonsarae B TOMY, LLO MNOPYLIHUK, BU3HAYMBLUM haKT BUKOHAH-
HA KpunTorpadiYHOro NPOTOKOMY, NepPEeXonsitoe BCi AaHi, aki 6yno nepegaHo
KaHanom 3B’s13Ky, TOOTO Nig Yac nepefasaHHs Kpuntorpamu E; y By3nu npum-
MaHHS AeSKUM KaHarnoM MopyLHUK BUKOHYE MOHITOPUHT MEpEX.

BogHo4vac nopyliHuk (KpyntoaHaniTuk) 3060B’a3aHunini BoNnoAiTnm Bcima
BIOAKPUTUMKN napamMeTpamMmn U gaHUMMU, SKi BUKOPUCTOBYKOTBCS CyO’ekTU S. Y
TakoMy pasi KpynToaHasniTuKk Moxe 3pobuTu KpunToaHania NpoToKony, i3 Me-
TOK BU3HAYEHHSI ceaHCOBUX abo OOBroCTPOKOBUX KIHOYIB, SIKi BUKOPUCTOBY-
I0TbCS CYyB'eKTaMn-y4acHMUKaMm NPOTOKOSY.

KpnnToaHania npoToOKOSy 3anexuTb Big TUMNY MPOTOKOSY, KiNbKOCTI 1
TNy KMOYiB, MaTeMaTUYHOro anapaTy, AKi BUKOPUCTOBYKOTb Y MNPOTOKONI, Ta
IHLIMX XapaKTepucTUK NPOTOKOMNY. Y3aranbHeHy MoAenb MacMBHWUX aTak Mo-
AaHo Ha puc. 1.9 1.10.

IneHmdikaTop
1 : nigposainy (Op. 0) IHdopmaLis > .
|_|I,Elp03,Cl,1Iﬂ Bariky IHdhopmaLis Miaposain 6aHky 2
,,,,,,,,,,,,,,,,,,,,,,,, SnmCHeHHﬂ IH(*D.pMaLl,iﬂ 3 T,
. nacuBHOT aTaku MOHITOPMHTY 3 2
3 : 3arposu Mepexi MopyLw HMK
MopywHuk
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, ( )

Puc. 1.9. Mogenb nacMBHUX aTaK Ha iHpopmauinHi pecypcu y KmiC
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IneHmdikaTop
nigpo3ainy

OpfepxaHHs Krouis f

IHcpopmaLis 3
MOHITOPUHIY Mepexi
3arposu

v

KpunTorpama

IHdopMmaLis

2 >

~
‘ ==\

L Anropytv LngpyBaHHA

|2| Anropumun WndpyBaHHA

Puc. 1.10. lekomno3uuiss moaerni NnaCMBHUX aTak

KpuntoaHani3 € pilleHHAM MaTeMaTU4YHOro 3aBaHHs, i3 MeTOK BU3Ha-
YEeHHs1 caMoro MnoBigOMISIEHHS abo [Oesikux OCOBUCTUX KNHoYiB Cyb’ekTiB-
y4aCHUKIB NPOTOKONY.

1.6. NMobynosa moaeni aktuBHux atak y KmiC i3 6nokyBaHHAM ne-
penaBaHHSA iHhopmauii

CyTHicTb aTaku i3 6roKyBaHHSIM nepefaBaHHs iHGopMaLil nonsrae B
TOMY, LLO MOPYLIHUK, BU3HAYMBLUM PaKT BUKOHAHHA KpunTorpadgivyHoro npo-
ToKony, 6rnokye nepefaBaHHs iHOpMaUil, y pe3ynbTaTi Yoro Kpuntorpama
He Oocsrae nNPUUOMHOT CTOPOHM.

Y3aranbHeHa Mofernb akTUMBHWUX aTtak i3 6roKyBaHHAM nepefaBaHHS
iHbopmauil nogaHo Ha puc. 1.11 i 1.12. OgepxyBayem iHpopmauil B Lin MO-
aeni € NOPYLUHUK.

lneHmdoikaTop
i i (, )
T . nigpo3sainy Op. 0
Migposain IHcpopMmaList i Mepexonnexa
GaHky 1 : - . s KpunTorpama 3
30iNCHEHHS aKTUBHOI = MopywHmK
arakm i3 6NoKyBaHHAM
3 : 3arpoan nepepadi iHdopmauii ':
MopywHuk [
|\ W

Puc. 1.11. Mogenb akTUBHMUX aTak i3 O5IOKyBaHHAM nepenaBaHHSI|
iHchbopmauii
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|1| bxkepeno kniouvis
T

Kntoui
lneHTudikaTop £
nigposginy Op. 1) ;
OpepxaHHA KNoYiB ) )
KIiEHTOM 6aHKy ) E;‘ Kntoui
Op. 2}k
IHdpopmauis LWundopyBaHHA 3 KpunTorpama
iHdbopmauii :
3 :rOp 3)
L " BriokyBaHHs | IHdpopmauia npo
—L nepeaavi /] yeniwHy aTaky
iHdbopmauyii :
op. 2 onrorpama
OpepxaHHs : -
KpmntTorpamm =
Anroputm winpysaHHA NopyLIHNKOM

|2 AnroputmMmun wndpysaHHs

Puc. 1.12. [lekomno3uuisa moaeni akTMBHUX aTak i3 6/1OKyBaHHAM
nepenaBaHHs iHpopmauii

[Mig yac peanisauii Liei atakn HeoOXiaHi AaHi He JocAraloTb NYHKTY Npu-
3Ha4yeHHs abo gocdaratoTb 3aHAATO Mi3HO, WO NPU3BOAUTL A0 BTpaTU KOHQI-
AeHUinHOT 6aHKIBCbKOT iHdhopMmaLlil.

1.7. Nobynosa moaeni aktuBHux atak y KmiC i3 BHeceHHsIM nepe-
lKonA

CyTHICTb aTaku i3 BHECEHHAM nepeLlko nonsrae B TOMY, WO MOPYLU-
HUK, BU3HAYMBLUX (PaKT BMKOHAHHS KpunTorpadgiyHoro npoToKosly, YHOCUTb
AesKy NOMUIKY e W nepegae y By3on npunMaHHa kpuntorpamy (Ene). Ha
NPUNOMHOMY KiHLi 3a [OMOMOroK 3BOPOTHOMO BigobpaxeHHs ¢ (3agaHoro
kntoyem Ki*) i3 kpuntorpamu (Ej..) BiQHOBNIOETLCA HEAOCTOBIPHA IHGOpPMaLis
le = @ (Ki*, Eve).

Y3aranbHeHy MoAernb akTUBHUX aTak i3 BHECEHHSIM MepeLukos nogaHa
Ha pnc.1.13i1.14.

lneHmddikaTop n
T . niapoaginy (p. oL iHZ‘;iKMpg:SHa 2 :
Minpoagin GaHky [ o _ : Minposnin Gawky 2 [
HpopmaLis N 4 EE
! > 3piicHeHHs!
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, K TBHOT STEKM 3
> 3arpoa BHECEHHSIM MepeLLKos, : __ Kpunmorpama 3
i rposm 2
- : Moj
MopyLHMK R e i i

Puc. 1.13. Mogenb aKkTUBHUX aTakK i3 BHECEHHSIM NnepeLuKkos
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I,u:eHqu?iKaTop 1| xepeno kniouis i
nigpoaainy o % Knioui

Op.

OpepxaHHs KntouiB
KNiEHTOM GaHKy [

LLndpyBaHHS

IHdopmauyis iHpopmanii ki Kpuntorpama
e KounTorpama
Op. 3\2 p p .
3arpoau MepexonmneHHs ;
iHdopMmaLy i .
—L | BHECEHHS 3MiH MO,D,VId)IKOBéH6 KpunTorpama

llepekpyyeHa

—F) p. 4 ’
L X -

1chopmaltis
—E)nep»(aHHﬂ KITHO viBE:

AnropnTmn o Anroputm WnNgpyBaHHS
WKppyBaHHS i

Puc. 1.14. lekoMmno3uuia moaeni akTMBHUX aTak
i3 BHECEHHSIM nepeLuKkos

Peani3auis uiel atakm Moxe npu3BecTn Ao nepedoto abo 40 OTPUMAaHHS
Ha MPUNUOMHIN CTOPOHI HeNpaBWbHOI TpaH3akuii. [NopylWHUK Moxe “ynpaBns-
TN’ KOHIAeHUInHOoW iHhbopMauieto, pe3ynbTaTtoM LbOro € eKOHOMIYHUK 36u-
Tok KnieHTiB KmiC.

1.8. NobynoBa moaeni akTMBHMX aTtak “mMackapan” y KmiC

CyTHIiCTb aTaku “mackapag’ nonsirae B TOMy, WO KopuctyBad (abo iHwnin
cyb'ekT — npouec, nigcuctema Ta iH.) nepegae iHpopmauito Big iMEHi iHLWOro
kopucTyBada. Cnocobu 3amiHu igeHTUdikaTopa MOXyTb OyTW pi3Hi, 3a3Bnyan
IX BM3HayalOTb 3a MNOMUIKaMW Ta OCOBMIMBOCTAMU MEPEXHUX MNPOTOKONIB.
[MpoTe Ha NpMMOMHOMY BY3Mi Take NOBIOOMIEHHS Byae CNpUHATE SK KOPEKT-
He, WO MOXe NPU3BECTN OO CEPUO3HMX nopyLueHb poboTn KmiC.

Po3rnsaHbMo npouec 34iMCHEHHA aTtaku Lboro Tuny. MNopyLlwHUK, BU3Ha4n-
BLUM (PaKT BUKOHAHHA KpUNTOrpadoiyHOro NpoToKOsy, Nepexonsitoe Kpunrorpamy
E. I3 1i gonomoroto BiH MoXxe crnpobyBaT 004YMCNNTN anocTePIOPHIi NMOBIPHO-
CTi PI3HNX MOXITMBUX NOBIAOMIIEHb:

P e :{P*(I1|E,),P*(I2|E|),...,P*(Im|E| )}

| PI3HUX MOXIMBUX KIHOYIB:
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*

P e, =P (KU[E). P (K, [E ). . P (KL [},

AKi Mmornu 6yt BUKOpUCTaHI Nig Yac popmMyBaHHs Kpuntorpamu E,.
MHOXMHN anoCTEPIOPHUX IMOBIPHOCTEN YTBOPIOOTL anoCTEPIOPHI 3HAH-
HA nopywHuka npo kmodi K ={K;, Ky, ..., K¢} i npo iHbopmauito | ={ly, I,

...,In} nicna nepexonneHHs kpuntorpamu E,. ®aktmyHo MHOXUHM P KE |
|

*

P Mg, € MHOXMHaMW MpuyLieHb, SKAM MPUAMCaHO Bi4MOBIAHI MMOBIPHOCTI.

OTprmaBwn HeobxigHy iHGopMaLito, opMye KpuntorpaMmy 3 HeLOCTOBIPHOH
iHpopmaLieto E, e=pi(K, li) | nepeaae il Ha By3ni npunMaHHs.

Ha npurnomMHOMY KiHUi 3a OONOMOrol 3BOPOTHOrO BigoBpakeHHs go.'l
(3agaHoro kno4vem Ki*) i3 kpuntorpamu Ej, BiOHOBMOETHCA HEAOCTOBIPHA iH-
dopmaLis, nepegaHa NOPYLUHUKOM:

je= @-l(Ki*1 Ere), Ije¢ Ij-

Takoro Tvny aTtaky, nepeBaxHO, MOB’A3aHO 3i cnpo6amMn NMPOHUKHEHHS
BcepeanHy nepmumeTpa 6e3nekn KmiC i yacTo peanisyeTbCs xakepamu.

Y3aranbHeHy Mofefb aKTMBHMX aTak “Mackapag’ nogaHo Ha
puc. 1.15i 1.16.

lnenmdikaTtop
T Jinposainy (Op . IHdopmauis Bia
Migposain 6axky 1 ) nopyLLHvKa 2
% IHdpopmaLyis : Minpo3aain Ganky 2 |
........................................................... BnifcHeHHS . _
_ aKTVBHOI aTakw IHdpopmaviia > )
3 :  3arpoau "mackapag" KniexTa
MopyLwHuK 3 MopyLuHUK

Puc. 1.15. Mogenb akTUBHUX aTakK “mackapan’

50



IneHTndikaTop

niapoaniny Kntoui
Op. 1  Knioui
OpnepxaHHs KIoYiBf
KnieHToM BaHky fi
__________________________________________________________ i 5\
. ={puntorpama
IHdbopmauis LndpyBaHHSA 5
iHdopmau,ii 2
Op. 3} IHpopmauis knieHTa _
3arposu MepexonneHHs iHdopmaLlif; o
i nepefaya noBinOMNEHHsES ) KpunTorpama
NOpPYLUHMKA Y
nopyLUHMKa
}p- 4}, IHchopmalyisi
- OpepxaHHs =1y Bif,
KITHoYiB : t Op. 5jzopywHnka
\\\\\\\\\\\\\\\\\\\\\\\\\\\\\ [eumdpysanms ::
Knioui
|2 AnroputmMmu 1 P Anroput™M WndpyBaHHA
W dPYBaHHSA

Puc. 1.16. lekomno3unuia moaeni akTUBHOI aTaku “mackapan’”

Mig Yac 3gincHeHHS NacMBHOI aTaku MNOPYLLUHWK HE BNSIMBAE Ha NPOTOKON
06MiHy iHopmauieto y KmiC i HamaraetTbcst oTpumMaty iHcbopmauito npo yyac-
HWKIB NPOTOKOJSIIB 3@ AOMOMOrOK MOHITOPUHIY MepeXxi, TOMY MacuBHI aTaku
BaXXKO BMABUTW. [ig Yac akTMBHOrO PO3KPUTTA KPUMNTOMPOTOKOMIB MOPYLUHMK
HamMaraeTbCsl 3MIHUTWU NMPOTOKON ANSA BracHoi notpebu. Cnpobun 34iMCHEHHS
TaKoro TUNy atakM MarTb Ha MeTi BinbLl LWNMPOKMA Habip 3aBAaHb: OTPUMAHHS
iHdbopMmalil, noripueHHA poboTn cnctemm abo OTPMMaHHA HECAHKLIIOHOBAHOIO
A0CTyny A0 pecypcis.

1.9. NobynoBa Ta aHani3 mopaeni ouiHOBaHHA PU3UKY peanisauil 3a-
rpo3 6e3neku KOMyHikauilHMX cuctem

OuiHoBaHHA pu3KMKy peanisauil 3arpo3 0esnekM 3aCHOBaHO Ha 3aXMUCTI
KOHiAEHUIMHNX pecypcCiB, Ky BU3Ha4atoTb 3a AOMNOMOro aHanisy 3arpos, Wwo
Ail0Tb HAa KOHKPETHUI PECYpPC, YpasnmMBOCTEN, Yepes sKi Ui 3arpo3n Moxe ByTu
peani3oBaHo, i Mogeneun atak.

Ana nobynoBu mMoaeni ouiHIOBaHHA pU3MKy peanisauil 3arpo3 6esneku
TeNeKOMYHiKaLinHUX CMCTeM BMOPAHO (PyHKLIOHANbHUIA TUN MaTeMaTUYHUX
MoAdenen, HasBaHU mogensmmn “qopHoro sAwwmka’. Ui mogeni nobynosaHo,
BignosigHo Ao metoponorii IDEFO 3 BukopuctaHHsam Case-3acoby Bpwin
(puc. 1.17 — 1.18).
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Pecypcn

IHcbopmalLis LLOA0 KPUTUYHOCTI pecypey

Mogeni
peanisauji
3arpo3

[aHi npo Biaainu, Ao AKUX BIAHOCATLCA
pecypcy

N
L

—»]

IHdhopmaLuis Nnpo 3arpo3u, Skum nigaaHi Ha

pecypcn

BpasnuBocTi, Yepes siki peaniayoTbcs

3arpoau

BiporigHicTb peanisauii 3arpo3n 4epes

AaHy BPa3nueiCTb

KputuuHicTs peanisauii 3arpo3u 4epes )\
AanyBpasnvBICTb

OuiHka pu3suky

peanisauii 3arpos

Cucrema 6esneku

Pusuk peanisauiiza 3 6azoBummn
3arpo3am Ans pecypcy

>
Pu3unk peanisauii cymapHo 3a
BCiMa 3arpo3amu Ans pecypcy
Pu3uk peanisauii 3a pboma
6a3oBuMM 3arpo3am ans IC -
>
Pu3awnk peanisauii3a Bcima
3arposam ans IC g
>

Puauk peanisauii 3a Bcima 3arposam

ana IC nicna 3saBAaHHs KOHTP3aXodis

Puc. 1.17. Mogenb ouiHIOBaHHA pPU3UKY peani3auii 3arpo3
(kOHTeKCTHa fgiarpama)

[aHi npo Bigainy, o sKux

lofeni peanisauii 3arpo3

BiAHOCATLC A pecypcy

Pecypcu »
BpaanmBocTi,
YEPE3 A
peanisyloTbcs
sarpoan 1]

PospaxyHok pieHs]
sarpoan 3a
" BpaanusicTio

i Op

Op.

IHdbopmauis
npo 3arpoau,
SKUM niafaHi

3HaveHHa
. PiBHA 3arpo3

Ha pecypcu

Indopmauis | {

wono
KPUTUYHOCTI
pecypcy

BiporiaHicTb
peanisauii
sarpoan

“I" PPo3spaxyHok piBHH% 3HaueHHs!
3arpos3saBciMa [
BpaaNMBOCTAMN

iBHS 3arpo3 3a
ima
k] BpaanueocTAMM

I PospaxyHok
saransHoro [
piBHsi zarpos ¥

Op. 3

Puank peanisaduii 3a 3 6a3oBuMK 3arposam ans

pecypcy

Puauk peanisauii cymapHo 3a Bcima 3arposamu Ans pecypey

- BHAUeHHS]
3aranbHO[O PiBHS
3arpos

Ouinka puankyf
3a pecypcom [

Yepes aaHy [
BPa3NMUBICTh

Kputnuricte
peanisauii
3arpoan
yepes aaHy L

J

)

[ PospaxyHok 1.

puanKy

s lC

Puank peanisauii 3a Tpboma 6a3osumn
3arposam ans IC

SR S

>

Puank peanisauii
3a BCiMa sarposan

Puank peaniaauii 3a Bcima 3arposam ans IC
MoBTOpHi
po3paxyHku 3y

{D
paxyaHHsim sapannx fi:

KOHTp3axozis
—*0p.

BPAIMBICTL
P Cnyx6a 6eaneku

Puc. 1.18. [lekomno3uuia moaeni ouiHIOBaHHA PU3UKY peani3auii 3arpos

[ns ouiHOBaHHA eKOHOMIYHOro 36MTKy nig Yac peanisauil 3arpo3u B Te-
NeKOMyHIKaLiMHMX cucTtemMax nporoHyTb BUKOPUCTOBYBATU y3arasrbHEHY Kap-
TKY eKkcriepTa-aHanitvka i3 3axmcTy iHhopmallii, Lo A03BOSISE BUSHAYUTU HaW-
BinblL ypasnuBi MicUs, OLHUTU PU3NKN Ta BUPOBUTM KOMMMEKC 3axodiB Ans
3abesneyveHHs 6e3nekn gaHux (tadn. 1.1). lMig Yac BUKOPUCTaAHHSA KapTKX eKC-
nepTa-aHaniTMka BBaXkatoTb, LLO NMOKA3HUK 3aXMLLLEHOCTI TeneKoOMYHiKaLlinHnX
cepegHim cuctem Y; = 5, TO6GTO BOHM HanexaTb 40 CUCTEM 3i CTyNneHeM BUXi-

AHOI 3aXULLEHOCTI.

CucTema 6esnekn
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Tabnuusa 1.1

KapTka ouiHKK 3arpo3 6e3nekn TenieKoOMyHiKauinHuX cuctem

Hassu v v MeToan npotngii
3arposu 2 TEXHIYHI opraHisauinHi
1 2 3 4 5 6
3arposun HaBMuC-
EkpaHyBaHH# . :
HOro eriekTpomar- Ce- T BupoaneHHa Big Mepexi
. 5| 05 OyaunHKiB i Npu- .
HITHOro BNNMBY Ha peaHs . KOHTPOMbOBAHOI 30HM
MileHb, T3
Il eneMeHTn
IHCTPYKUIT KOpUCTY-Bava Ta
aaMmiHicTpa-Topa 6e3neku;
TEXHOMNON4YHUN npouec
006pobneHHs;
"eHepaTop WyMy | aKT BCTaHOBIIEHHS 3acobiB
3a naHurrom 3axuUCTy;
3arposun BUTOKY No
) Ce- | enekTpOXMBIIEH- | BUKIMIOYEHHSA €NEKTPUYHUX
TEXHIYHMX KaHa- 5 0,5 o :
ax pedHs | HA reHepaTopu | NiHiA, SKi BUXOOATb 3a Me-
NPOCTOPOBOr0 | Xi KOHTPOJSIbOBAHOI 30HMU
3allyMneHHs nNiHin;
PO3MiLLLEHHS TpaHc-

dopmMaTopHOI nigcTaHuil B
KOHTPONbOBAHIN 30Hi;
KOHTYP 3a3eMJIEHHS

3arpo3n HecaHKLIOHOBAHOro AOCTyny Ao iHhopmauii

3arposu 3HuLEeH-
HSl, pO3KpagaHHs

OxopoHHa
Hani3auis;
rpaTu Ha BiKHa;

MeTaneBi ABepi;
KOJOBUWN 3aMOK;

cur-

[MponycKHUM peXnm; 0oxo-
POHa;

LWnppyBaHHS .
anapartHux 3aco- X aKkT YCTaHOBIEHHS 3acobiB
. il Ce- | paHux; ]
6iB HociiB iHpop- | 2 | 0,35 3axucTy;

. pedHsl | OXOpoHHa cur- : e
Mauil wnaxom di- HanisaLis: ob6nik HociiB iHbopmaLii;
3MYHOro JOCTYynN . ’ IHCTPYKLUii KopucTyBada Ta

aoctyny 36epiraHHs B PYKU prcTy
A0 HUX N agMmiHicTpaTopa 6eaneku
CeNndi KOLITOBHUX
pecypcis;
LWnhpyBaHHS
AaHNX
IHCTpYKUist KOpUCTYyBaYa;
3arposu poskpa- HHCTPYKL prcTy ’
i IHCTPYKUis aaMiHicTpaTopa
AaHHS, HeCcaHKLio- i
. ) Gesneku;
HoBaHOI Moaudi- . .
AHTUBIpycHe NM3; | TexHonoriyHMn npouec o6-
Kauil abo 6roky- )
. HaCTPOIOBAHHS pPOBNeHHS;
BaHHS iHGopMaLji Bu- . | . .
.| 10| 0,75 3acobiB 3axXUCTy; | IHCTPYKUiS 3 aHTUBIPYCHOrO
3a paxyHok HC[] i3 coKa . k
3axucT npuMmi- | 3axucTy;
3aCTOCYBaHHAM .
LLIEHHS aKT BCTaHOBMEHHS 3acobiB
nporpamMHo- .
. 3axuCTy;
anapaTHuX i npor-
annomobyBaHHS;

pamMHux 3acobis

cepTudikauis
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3akiH4eHHsa Tabn. 1.1

MU (KabernbHUMK)
NiHIAMN 3B’A3KY

1 2 3 4 5 6

HacTtpotoBaHHS
3acobiB 3axucTy; .

3arposn HeHaBMU- NOCTYN [0 BCTa- [HCTpYKUis Kopu-

CHUX [in KopUcTyBa- HOBJ’I)éHHFl exn- | CTYBAYE;

yiB i nopyLleHb 6e3- MIB DOGOTH F;aco— IHCTPYKUia  agMiHicTpa-

Nekn QYHKLOHY- 1B P Topa 6e3neku;

6iB 3axucty Ha- !

BaHHA BIBC, yepes AHO TiNbkY aaMi- pe3epBHEe KONitOBaHHS;
nepeboi y nporpam- ) aKT YCTaHOBIIEHHS 3a-
: HicTpaTopy  6es- :

HOMY 3a6e3neYeHHi, 101 075 Ce- Hexu: cobiB 3axucTy;
a TakoX Bif, 3arpos ! penHs BVIKO’ MCTaHHS [JO3BiNbHa cuctema ao-
(nepeboiB anaparty- ke pen Geanepe- MnycKy;
Py Ta eNneKTPOoXnB- KEP TEXHONOr4YHMA  npouec
. e GiHOro enekTpo- ,
NEHHS) i CTUXINHOIO KUBIEHHST 0BpOobneHHs;
(yoapiB 6rnmckaBok, HOEKHE ’CI/II'HaJ'Ii AOroBip NpoO He po3ro-
NOXeX, NMOBEHEMN i saLis; NnoweHHss  BaHKiBCbKOl
T.iH.) XapakTe ’ iHdopmauii
) xap Py cuctema  3axucTy popma
Big HC[]
TexHonoriYyHnM NpoLec;
3arpoan HECaHKLIo IHCTPYKLiA KOpuCTyBa4a
P Bu- | MixmepexHun ek- | Ta agmiHicTpaTopa 0es-
HoBaHoro goctyny | 10 | 0,75 i
KaHanamm 3B’s13K coka | paH neiw;
y aKT YCTaHOBMNEHHSA 3a-
cobiB 3axucry
3arposan nepexon-
NeHHsa nia Yac nepe- LLn BaHHS; .
A nep Bu- . PPy N MponycKHMIA pexunm;
haBaHHsa nposigHu- | 10 | 0,75 dI3NYHUA  3aXMCT . 9
coka TEXHOSOrYHMI NpoLec

KaHany 3B’A3Ky

Ha nigctaBi iMoBipHOCTEN 3arpo3 Gesnekn iHhopmauii (BU3Ha4YarTbCs
ekcnepTamu-aHaniTMkamMmm) po3paxoBylTb MOXIMBICTb 1I peanisauil 3a Takow

doopmyIioto:

Y

Y, +Y,

20

ae Y1 — CTyniHb BUXigHOI 3axuuieHocTi cuctemu: O — ansa BUCOKOI, 5 — ans ce-
peaHboi, 10 — Ans HA3bKOro CTyNeHs BUXIAHOT 3aXMLLIEHOCTI;

Y, — iMOBIpHICTb peanisauil 3arpos3u: 0 — ana mManomMmMoBipHOI 3arposu; 2 —
AJ18 HA3LKOI iIMOBIPHOCTI 3arpoau; 5 — ana cepefHbOl iMoBIpHOCTI 3arpoau; 10 —
AJ151 BUCOKOI iIMOBIPHOCTI 3arpo3u.
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Y — MOXNuBICTb peanisauil 3arpo3n: 0 <Y < 0,3 — HM3bKa; 0,3 <Y < 0,6 —
cepeaHs; 0,6 <Y < 0,8 —Bucoka; Y > 0,8 — gyxxe BUCOKa.

1.10. OuiHoBaHHA pPU3MKY peani3sauii 3arpo3 y KOMyHikaliHMX cuc-
Temax

[MpONOHYOTE BUKOPUCTOBYBATU TaKy METOAMKY.
Ha nepwomy eTani po3paxoByiOTb piBeHb 3arpo3u 3a ypasnuBicTIO
Th Ha OCHOBI KPUTUYHOCTI Ta MOXIMBOCTI peanisauii 3arpo3n 4yepes L Bpa-
3NMBICTb. PiBeHb 3arpo3n nokasye, HacKiflbK1 KpUTUYHUM € BNNUB L€l 3arpo-
31 Ha pecypc i3 ypaxyBaHHAM iMOBIPHOCTI i peanisauil.
ER

Th,,=—2P ,
cla 100 (\/)C,I,a

ne ER

F’(\/)C’,,a — MOXINUBICTb peanisauil 3arpo3n Yepes Lo BpasnmnBeiCTb.

— KPUTUYHICTb peanisavil 3arposu (%);

cla

Mg kpuTUYHICTIO peani3auii 3arpo3u (ER) po3ymitoTb CTyniHb BNIMBY
peanisauii 3arpo3u Ha pecypc, TO6TO SIK CUITbHO peani3auis 3arpo3un BrfNHE
Ha poboTy pecypcy, BOHa CKNagaeTbCs i3 KPUTUYHOCTI peanisauii 3arposu 3a
KOHigeHUInHICTIO, uinicHicTio Ta goctynHictio (Erc, Eri, Era). O64ncntooTb
ogHe abo TpW 3HAYEHHs, 3anexHo Big KinbkocTi 6a3oBux nocnyr 6esnekw.
3HaxoOaTb 3HAYEHHS PiBHA 3arpo3n 3a BpasnuBiCcTO B iHTepBani Big 0 oo 1.
[ig 6a3zosumu rnocnyzamu 6e3rneku po3ymMitoTb NOPYLLUEHHA KOHQIAEHLIMHOCTI,
aBTEHTMYHOCTI Ta UiNiCHOCTI JaHWUX.

Ha gpyromy etani po3paxoBylOTb piBeHb 3arpo3uv 3a BCiMa Bpa3nu-
BocTtAMU Cth, Yepes ki MOXnMBa peanizauis Liel 3arpo3n Ha pecypci ogHiel
3 (popmyn, 3anexHo Big KifbKOCTi BUKOPUCTOBYBaHWX 6a3oBux noCnyr vy
BIBC:

ONs pexunmy 3 ogHieto 6a3oBoto nocnyroto 6eaneku:

CTh=1- H(l— Th);
i=1
ONS pexunmy i3 TpboMa 6a3oBuMM nocnyramm 6e3neku:

CTh, =1-T[@-Th,);

i=1
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CTh =1-T[@-Th);
i=1

n
CTh,=1-]]@-Th,).
i=1

3Ha4YeHHs1 pigHS 3arpo3n 3a BCiMa BpasnmMBOCTSAMU nepebyBae B iHTEp-
Bani Big 0 go 1.

AHanoriYyHO po3paxoBylTb 3araribHUMA piBeHb 3arpo3 3a pecypcom
Cthr (ypaxoByo4n BCi 3arposu, Lo 4itoTb Ha pecypc):

0N pexnmy 3 ogHieto 6a3oBok0 3arpo3oto:

CThR =1-[[@-Th);
i=1

ONs pexnMy i3 Tpboma 6a3oBMMUK 3arpo3amu:

CThR, =1-[[(2-Th.);
i=1

CThR =1-][(-Th);

i=1

n
CThR, =1-][(-Th,).
i=1
3Ha4yeHHs 3aranbHOro piBHA 3arpo3un 3HaxoaaTb B iHTepsani Bia 0 ao 1.
Ha TpeTboMy eTani po3paxoByeTbCS PU3MK 3a peCypcoM R Ona pexu-
MY 3 OAHiet0 6a30BOIO 3arpo30to:

R=CThR-D,
ae D — KpUTUYHICTb pecypcy (3a4aeTbCa B rpoax abo y piBHAX).
Mg kpuTNYHicTo pecypcy (D) po3ymitoTb CTYMiHb 3HAYYLLOCTI pecypcy
Aanst iHdopmauinHol cuctemn, ToBTO SK CUNBHO pearnisauia 3arpo3s iHpopma-
LiHOT 6e3nekn Ha pecypc BNNMHE Ha poboTy iIHoOpMaLiHOT CUCTEMM.
3anexHo Big BUbpaHoro pexmmy poboTun, BiH MOXe cKnagaTucs i3 Kpu-
TUYHOCTI pecypcy 3a KOHIOEHUIMHICTIO, LiSCHICTIO Ta aBTEHTUYHICTIO, MOro

BM3HA4alTb OS89 pexnmy i3 TpboMma 6a3oBuMK nocnyramm 6esnekn 3a Taku-
MU popmynamu:

R =CThR, D,
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R =CThR -D;
R, =CThR, -D,;

3 Ri
R = (1—13(1—%)).100.

neD,  — kpuTnuHicTb pecypcy 3a Tpboma nocrnyramu 6esnexu;

R — cymapHuit pusuk 3a TpboMa 3arpo3amu.

Taknm YMHOM, 3HaAXOAATb 3HAYEHHSA PU3KUKY 3a PECYPCOM Y PiBHSAX (3a-
AaHux KopucTtyBavem) abo rpoLuax.

Ha yeTBepTOMy eTani po3paxoByeMo eKOHOMiuyHuM pusunk y BINBC CR
ANs pexmmy 3 ogHieto 6a3oBoto 3arpo3oto (y rpoLuax):

CR=>R;
abo ona pexumy poboTu B PiBHSX:
CR=(1- ﬁ(l— i)) -100.
) 100
[ns pexumy poboTu i3 TpboMa 3arposamm (y rpoLuax):
= ZRH ;
i=1

CR=YCR
i=1

ajc !

ne CR,; . — pn3uk cuctemm 3 KOXHOro Byay 3arpos;

CR — pu3uk cuctemm cymapHa 3a Tpboma Buaam 3arpos

abo ans pexumy poboTu B PiBHAX:

: Ri . .
CR.;c =(1—1j(1—1—)) 100;

CR = (1- H(l o ))-100.

TakMMm YMHOM, 3anporoHfBaHa MeToaMKa O03BOMSE OLUIHUTU €KOHOMIY-
HUM 36UTOK nig Yac peanisauii 3arpo3n Ha BI1BEC y xoai BUKOPUCTaHHS, SiK
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oKpemux 3acobiB 3axucTy, Tak i Nig Yac KoMnnekcHoro 3abeaneyeHHs 3axuc-
Ty 6aHKiBCbKMX TpaH3akuin. [na aHanisy e(peKkTMBHOCTI BUKOPUCTaHHS 3aco-
6iB 3aX1CTy NPOMOHYOTb OLHNUTM BBEAEHMN “KOHTP3axia” E 3a BUpa3oMm:

I:zold B Rnew

E=—od —new
RoId

ne R, — 3HadeHHs pun3unky 6e3 obriky KoHTp3axoay;

n

R, ., — 3HAYEHHS PU3NKY 3 ypaxyBaHHSAM 3a4aHOr0 KOHTP3axoay.

1.11. lpuknag po3paxyHKiB puU3MKY iHdopmMaLinHOl 6Ge3neku
y BMN6C

Po3rnaHbMO po3paxyHKu pU3MKIB ONS OAHIEl nNocnyrn iHbopmMauinHol
Besnekun, OCKINbKM ONA iHWKMX MNOCHYr PU3NK PO3paxoBYyOTb aHamnoriyHo Ha
ApuKnagi KpUTUYHUX CUCTEM YNpPaBniHHSA KOMEPLINHOMO BaHKy.

Pecypcom € cepBep, KPUTUYHICTb AKOro OLiHIOTL 3a wkanot Big 0 oo
100 % (pwuc. 1.19).

0 20 40 60 80 100

Puc. 1.19. lLikana ouiHK1n KPUTUYHOCTI pecypcy

KpuTnyHicTb pecypcy BM3Ha4yaroTb, BiAMNOBIAHO A0 LiHHOCTI 36epexeHoil
B cuctemi iHdopmauil, nig wiHHicTo iHdpbopmauii po3ymitoTb TON NO3UTUBHUN
edoekT, KN Moxe ByTM OTPUMaHO Nig Yac 1l BUKOPUCTAHHS Ha PO3rNaHyTOMY
iHTepBani Yacy.

O6umcniTb 3HAYEHHSA KPUTUYHOCTI cepBepa 6aHKy, Lo aopisHioe 100 %,
TOMY LLIO BTpaTa KOHMiAeHUinHOT iHbopmalil, Wo nepebyBae Ha cepsepi, Npu-
BOOUTbL A0 1i BTpATW Ta BignosigHO pynHyBaHHo Beiel BINBC 3aranomy. Bigno-
BiAHO OO pPO3pobneHOro anropuTMy, pobnaTe po3paxyHKK Nig Yac BUHUKHEH-
HA pi3HUX 3arpo3 (Tabn. 1.2).
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3arpo3u Ta BpasnuBocTi y BI1IBC

Tabnuusa 1.2

3arposu Ypasnusocri P(V) | ER,%
1. BigcyTHICTb pernameHTy [OCTyny [o
:hf::gggga::)i i]a';iaHpc?)g- npuMiLLLeHHA 3 pecypcamn, wWwo Mictate | 0,35 70
’ : 6aHKIBCbKY (KOHMiAEHUINHY) iHdopMaLito
PMALl LUTIAXOM (Di3nHO- 2. HasBHa cuctema cnocrepeXeHHs OXomn-
ro 4OCTyny 00 HUX ' . . P 0,35 70
M€ HEe BCi BaXIMBI 06’€KTH
2. HecaHKHIOHOBaHMM 3. BigcyTHICTb MiXXMepeXXHOro ekpaHa 0,75 70
AOCTYN KaHanamu 3B’sa3Ky
3. Mepebin enexktpoxuns- | 4. BigcyTHicTb pkepena 6Ge3nepebintHoro 0.75 40
NEeHHS eIeKTPOXUBNEHHSA ’

PesynbTaTi po3paxyHKiB OLIHKN PU3NKy pecypcy HaBedeHo B Tabn. 1.3.

Tabnuuysa 1.3
Pe3ynbTatn po3paxyHKiB OLiHKU PU3UKY pecypcCy
3arposa/ypasnusicTb Th Cth Cthr R,%
3arposa 1/ypasnusictb
1 0,245
3arpo3a 1/ypasnuBicTb 0 245 0,43
2 . 0,8105 81,05
3arposa 2/ypasnusicTb 0525 0525
3 ) )
3arposa 3/ypasnusicTb
4 0,3 0,3

Takum 4nMHOM, pU3MK cepBepa, pPo3paxoBaHUK 3a MOAENNo0 3arpo3 6e3-
nekn BIMNBC i meTogMkow OUiHIOBaAHHA PU3MKY peanisauii 3arpos, CTaHOBUTb
81,05 %, wo cBig4YnTb NPO HEOBXIAHICTb Y BXUBAHHI KOMMMEKCY 3axXOAiB LLO-
Ao 3abesneyeHHa 3axmMCTy LbOro cepBepa 3a 4OMOMOrow BianoBiAHUX Kpun-
TorpaivyHmMx anropuTmis.

2. OCHOBHiI npyHUMNU 3axucTy iHdopmMauii nig yac nigkno-
YeHHS A0 Mepexi iHTepHeT

[ns nigknioyeHHa Mepexi opraHidadil (byab-aKol) A0 Mepexi iHTepHeT
HeoOXigHO BXUTU psiA NEBHMX OpraHi3auinHO-TEXHIYHMX 3axoA4iB Angd ii 3axuc-
Ty.

[Mig yac nobynoBM CcUCTEMU 3aXMUCTY BapTO BUXOAUTU 3 TOro, WO 6yab-
SKUA 3aXUCT YCKIaAHIOE BUKOPUCTaAHHS CUCTEMMU, LLO 3a NPAMUM NPU3HAYeH-
HAM obMexye (yHKUIOHANbHI MOXIMBOCTI, CNOXMBaAE obuucroBanbHi Ta
TpyaoBi pecypcu, notpebye diHaHCOBUX BUTPAT Ha CTBOPEHHA Ta eKcnya-
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Tauito. Yum HagivHilWnm 3axmcT, TUM OOPOXYOo B Xoai nobynosu Ta obceny-
roByBaHHS CTae cUCTeMa i TUM MeHLU 3pydHOl0 Anst 6e3nocepeaHix KOpUCTy-
BauiB.

Tomy 3axuwiaroum Mmepexy BapTo BUXOAUTU 3 OOUINBHOI BapTOCTi 3axu-
cty. To6TO BUTpPaATM Ha 3axUcT MarTb BYTW NponopuinHi LiHHOCTI pecypcy,
LLIO 3axuLlae. € psg OCHOBHMX MNPUHUMMIB, WO AO3BOSSAKTL OpraHidyBaTtn o-
cuTb BesneyHe NigKNYeHHA 4O iIHTEPHET NOPIBHAHO NPOCTUMM 3acobamu.

2.1. Firewall (BpaHgmayep)

OcHOBHMM 3aranbHOBU3HAHMM 3aCOOOM TaKoro 3axuUcTy € MiXXMepexe-
BUI ekpaH (bpaHaomayep).

MixkmepexeBUn ekpaH YCTaHOBSOITbL MK Mepexer Ta iHTEepHeT i BiH
BUKOHYE POSib MepexeBoro ginbTtpa (puc. 2.1).

NAT

OAVH B OOWH Q
J \ 5

Puc. 2.1. YctaHOBNeHHA GpaHamayepa B NIOKanbHin Mmepexi

loro HacTpoIoTb TakMM YMHOM, o6 nponyckaTi AonycTUMnN Tpadik
Bif, KopucTyBadiB Mepexi Jo cnyxb Internet i Ha3ag, i obmexnTn Tpadgik i3
GoKy IHTEPHET A0 Mepexi, sika NoTpebye 3axMCTy, TiNbKM HEOOXIAHUMMK CRyX-
6amun, Hanpuknag: smtp, dns, ntp.

Honyctnmicte Toro abo toro Tpadgika BU3HAYEHO MEPEXHUM aAMIHICT-
paTopoM, BiAMNOBIAHO OO0 NONITUKM iHGopMauinHoi 6e3nekn opraHisauii. (Ha-
npuknag, moxe 6yTn JO3BOMEHO OCTYN i3 YaCTMHU KOMM'OTEPIB Mepexi A0
web Ta ftp-cepBepiB iHTEpPHETI ABOCNPAMOBaHUA JOCTYN MiXK iHTEPHET Ta no-
LUTOBMM CepBEPOM, ane BogHo4yac 3abOpOHEHO BCi iHLLI MPOTOKONN N Hanps-
MKW Tpadika).
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TakMM YMHOM, MDKMepexeBun ekpaH (Pis4HO POo3TalLOBYOTb Ha MicCLi
MEPEXHOro W3y (MapLlipyTmMsaTopa), NorivyHO € AOUINTbHUM CrONYyYnUTU TXHi
doyHKUiT B ogHOMY npucTpol. Lle nossonsae ogHMm 3acobom 3axucTuTn 1 no-
KanbHy Mepexy i 6eanocepeaHbo cam Wnt3. Taky onuito nepeabadeHo Ans
MapLupyTtmsaTopi komnaHii Cisco Systems (Firewall Feature Set). OgHak ue
NpaBunno € HeOBOB’A3KOBUM i MDKMEPEXHUI eKkpaH Moxe ByTn nogaHo OKpe-
MUM MPUCTPOEM.

Y HaunpocTiwoMy BUMaaKy BUKOHAHHA (OYHKUIM MDKMEPEXHOro ekpaHa
MOXHa OopraHi3yBaTn 3a JOMOMOrol MepexHoro ginbtpa Ha OCHOBI CTOPIHOKOO-
ctyny (access-lists). CTOpiHKM OOCTYny BM3Ha4aloTb NpaBuna, 3a skummn abo go-
3BOJIEHO, abo 3abOPOHEHO MPOXOMKEHHS Tpadiika 3 NEBHUMW O3HaKamMu Bif o4-
HOr0 MEepeXXHOoro iHTepdency mapLupyTmsatopa [0 IHWOro ycepenuHi camoro
MapLupyTusatopa. Sk 03HakMm MOXyTb BUKOpucToByBaTtu IP-agpecn abo giana-
30H, IP-adpeca pxeperna v npuimada, TMN NPOTOKOMY, HOMEP MopTY NpU3HaYeH-
HA abo BignpaBneHHs, pag iHWKNX crnyXboBnx o3Hak IP-nakeTa.

BigMiHHICTb | HeQoniK CTOPIHOK OOCTYMy, MOPIBHAHO i3 Cy4aCHUM MiX-
MEpPEXEBMM €KPaHOM nonsarae B TOMy, LLO BOHM A03BONAOTL CTBOPUTU CTa-
TUYHUIN 0OQHOBIMHMI QINbTP, ToAi 9K MepexeBe 3’€QHaHHSA CTaHOBUTb AWHa-
MiYHUIK npouec. CTOPIHKM AOCTYNy He AO03BOMAKTbL KOHTPOSOBATU napameT-
pu IP-nakema, wo 3anexaTtb Big nonepegHix nakeTiB. 3BiACU BMHUKAE CKMa-
AHICTb 3aCTOCYBaHHSA CTOPIHOK AOCTYNy AS1I9 TOHKOro HacTpPOwBaHHA uifibT-
pauil Tpadika B TOYHIN BiANOBIAHOCTI i3 NPUNHATOK NONITUKOK Be3nekn. 30K-
pema, i3 uiel NPMYMHK apKyLli AOCTYMNy He B 3MO3i 3aXUCTUTW Big TaKoro pis-
HOBMAOY MepEeXeBOI aTaku, SK “BUKpPaAEHHS 3’eqHaHHSA”, abo “Xan-aXKeKiHr”.

Y Firewall Feature Set 3a3Ha4yeHi npobnemu BUPILWYOTL 3a AOMNOMOroH
TOro, WO BiH BIACTEXYE KOXXHE MepexHe 3'€qHaHHA OKPEMO i KOHTPOJSIHE BECb
npouec y anHamidi. ig Yac BctaHoBMNeHHS HoBoro TCP-ceaHcy MixXmepexe-
BUW €KpaH CTBOPIOE OS] HbOro HOBUM MPOLEC, WO KOHTPOSE NPaBUNbHICTb
3’eQHaHHS 0O caMOro MOMEHTY MOro 3aBepLUeHHS. [ TOro X KOXHUN NakeT Ha
TPaHCNOPTHOMY PiBHI NepeBipAlTb Ha BIANOBIOHICTL NonepeaHbLOMY, a BCi “ni-
ao3pini” naketn BiabpakoByHOTb. 3aBASKM LbOMY CTa€ MOXIMBUMM OOCUTb
Nerko opraHisyBsaTtu (pinbTp ANA 4OCTYNYy BHYTPILHLOrO KOMM'toTepa 4O 30B-
HILLHBLOro, arne He [03BOSNSAE 30BHILULHLOMY KOMM'KOTEPY CAMOCTIMHO 3BEPHY-
TUCA 00 BHYTPILIHBLOIO.

I[HaKLwe Kaxky4u, y HaCTPOKBAHHAX MIXKMEPEXEBOro ekpaHa 3a4atoTb npa-
B/Na NS NPOXOMKEHHS Tpaduika Bif OAHOro iHTepdency A0 iHWOoro, Ana KOX-
HOrMO HarnpaAMKy W KOXXHOrO TpakTy OKpemMo. AKWO npaBuio OO3BOSISE MPOXO-
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KeHHsa  IP-nakema Big iHTepdency BHYTPILWHLOI Mepexi OO0 IHTepHeT-
IHTepdpency, To Ha NiacTasi Takoro naketa PopPMyeTbLCA NOMYHUN TYHENb Yy Map-
LLUPYTU3ATOPI, Yepes AKUN yxKe MOXYTb NPOUTW BIAMOBIAHI NaKkeTu Bif, 30BHILLHbLO-
ro ogepxyBada. FAK Tinbku 3'€QHaHHS 3akpuTe abo BMYEPraHO Yac OYiKyBaHHS,
TYHEmNb 3aKpUBAETLCA, | 06Ir 330BHI 4O BHYTPILLHBOro KOMM'loTepa byae BiaKUHY-
TO. I3 W€l XX NPUYMHU eKpaH He NPOMYCTUTb MaKeTW Yy 3BOPOTHOMY HanpsMKy, AK-
LLIO iHiLiaTOPOM 3’€QHaHHSI € 30BHILLHIN KOMMT'IOTEP.

Kpim TOro, mixkmepexeBuin ekpaH, Ha BigMIHY Bi CTOPIHOK OOCTyny,
MOXe KOHTposntoBaTth 3MIicT IP-rmakemie y noni gaHux i BinbpakoByBaTu nake-
TW, WO MICTATb NOTEHUIMHO Hebe3neuHi Koan, Hanpuknag, java-annitu. € Mmi-
XMepexXeBi ekpaHu, 3aaTHi BUaABUTU B IP-rmakemax o3Haku BioOMUX Mepexe-
BUX aTak i nepepBaTtn Take 3'€egHaHHS, ane ue BXe OOCUTb JOPOori CUCTEMN.

3 HambinbLWw ageweBnx cMcTtem cnig 3asHaunTtn Firewall Ha ocHoBI sapa
onepauinHoi cuctemn Linux Bepcii 2.4.20 i Buwoi 1 3acobu ynpasniHHA
iptables. Yepes Te wo Linux € 6eskowToBHOO OC, BUTpPaTN Ha nobyaosy Ta-
KOro MiXKMEpexXeBoro ekpaHa 3BedeHo Ao npuabaHHs 3BUYaNHOro nepcoHa-
NbHOro KOMM’toTepa i3 AgBomMa mepexesumun iHTepdencamu. lNpoTe Linux go-
3Bonsie nobyayBatv JOCUTb HafiMHUM | THYYKUI MepexeBun inbTp, Wo pos-
nidHae okpeMi npanopui y cnyxkéosux nonsax IP-nakema.

2.2. NAT

[pyroto LernnHkor 3abesneyvyeHHs 3axuLeHoCTi Mepexi € “3amMiHa me-
pexeBol agpecn” — Network Address Translation, abo NAT. BoHa ctaHOBUTb
3aMmiHy B |IP-rmakemi peanbHOI agpecyn KOMM'lOTEpa BHYTPILWHBbOI Mepexi Ha
Byab-aKy iHWY 3agaHy agpecy nig Yac NOCUNaHHA NOro B 30BHILLHIO MEPEXY.
3aBOsikM LbOMY ONS BHYTPILWHBOI MEPEXi CTae MOXITMBMM BUKOPUCTAHHA Ai-
anasoHiB agpec, siKi He 3acTocoBYOTb B iHTepHeT (Hanpuknazg, 10.0.0.0 —
10.255.255.255). Lle possonse 3anobirtn npsmomMy obiry 330BHI 40 BHYTpiLL-
HiX KOMM'IOTEPIB | NPUXOBYE CTPYKTYPY Mepexi. € Kinbka pisHoBuais NAT.

HannpocrTiwa n Hanbinbw mapHa 3 nornsgy 3axucty — Le TpaHcnsauisa
(oikcoBaHOI BHYTPILLHLOI agpecu y (pikcoBaHy 30BHILWHIO. [10 TOro X npoTus-
HUK BesnepelKkogHO “0aynTb’ TakMii KOMM'OTEP Y 30BHILWHIA Mepexi, ToMy
LLIO MOMY OLHO3HAYHO BiAMNoOBigae nNeBHa 30BHIWHA agpeca. OgHak BOHA He-
obxigHa nig yac opraHisauil cepsepa, 4O SKOro noTpibHo 3abe3neunTn goc-
Tyn 330BHi (pUc. 2.2).

Lpyaa cpopma NAT — ue TpaHCnALia rpynu BHYTPILWHIX agpec B OO4HY
30BHILWHIO. Y UbOMYy pasi BCi BHYTpPIiLLIHI KOMM'IOTEPU MOXYTb MpautBatn 3
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Internet ogHo4acHo, a MapLwpyTu3aTop PO3pi3HSE, KOMY AKa BigNOBigb nepe-
TPaHCNbOBYETLCSA 3a Crnyx6oBMMKU gaHuMmn TCP-3’egHaHHA. Y 30BHILLHIN Me-
pexi CTBOPIHOETbCA BPaXeEHHs, WO A0 Hel 3BepTaeTbCs TiNbKM OOWH
Komm'toTep. Taka 3amiHa ICTOTHO YCKMagHKE XUTTA MNPOTUBHMKY, TOMY LLO
MOBHICTIO MPUXOBYE BHYTPILLHI KOMM'IOTEPU N NepeLlkomkae “064NCNEeHHK”
xepTtBu (puc. 2.3). MNpoTnBHUK, HaBiTb Bavdaum Tpadik, WO BUXOOUTL i3 BHYT-
PILLHLOT MEPEXI, HE MOXE BU3HAYUTU, Bi SSKOro KOMM'IOTEPA BiH BUXOAUTb.

Firewall+NAT NAT+Firewall
o3
(MapmpyTusaTtop)

JerepmiHoBaHa 30Ha

.Wuh ceppep
. Mail-cepsep

Puc. 2.2. TpaHcnsauifa gikcoBaHOI BHYTpPiLLHbLOI agpecu
y thikcoBaHy 30BHiLLHIO

NAT

Puc. 2.3. TpaHcnauia rpynu BHYTPILLHIX agpec B oAHY 30BHIiLUHIO

Kpim TOro, ue BUKNIOYAE MOXNMBICTb iHiLiaTMBHOro obiry 330BHi 4O BHYTPILL-
HbOro KOMM'toTepa, TOMy WO An9 MaplipyTusatopa B LbOMY pasi BigCYyTHE
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NpaBuno NpuB’A3yBaHHA 30BHILIHBOI apecn 0O BHYTPIWHbLOI. 30Kpema BU-
KNOYEHO MOXIMBICTb CKaHYBaHHS i330BHI BHYTPILLUHLOI MepexXi.

Tpems ¢gpopma NAT — Le BUKOPUCTAHHA ONA 3aMiHM BHYTPILLHIX agpec He
ooHiel agpecu, a byab-aKoi 3 BUAINEHNX agpec, TO6TO, BHYTPILLHIA KOMMT'IOTEP,
BMXOOSYN B iHTEPHET, OTPUMYE BiflbHY B LIe MOMEHT agpecy 3 0asu aaHux
(B[). BogHo4yac agpecu NigMiHIOWTbL AUHAMIYHO, | KoxHe HoBe TCP-3'eqHaHHS
MOXe ByTM BCTAHOBMNEHO 3 iHWOW IP-adpecoro. Lle Takox CTBOpKOE 0OOATKOBI
TPYAHOLL NPOTMBHUKY, TOMY LLLO NO30aBnisie MOro MOXNMBOCTI aTtakyBaTh byab-
KWW BHYTPILWHIA KOMMoTep npuuinbHo. CkasaHe wopo gpyrol dpopmn NAT €
crnpaseanuBnM i ANga TPeTbOol PopMU. AKLLO 3annT NPUXOLMUTbL i330BHI, TO Map-
LUPYTU3aToOp HE B 3MO3i 3B’A3aT agpecy i3 bl 3 agpecoto mepexi. ToMmy Takum
3anuT He JOCArHe MeTMW.

2.3. JeminiTapu3oBaHa 30Ha

[MepeBaxHO, opraHisauii NnoTpibHO MaTn B cebe aesiki mepexeBi pecyp-
cW, 00 AKUX Biakputum goctyn 3 Internet. 3snyanHo e nowtoBuin, dns- i web-
cepBepu. MexaHi3m ixHbOI poboTn gonyckae, Wwo 4O HUX Mae 6yTu fo3Bone-
HO BifibHU abo cnabko obmexeHun obir 3 iHTepHeT. BianoBigHO iIMOBIPHICTb
IXHBOrO 311amMy BULLA, HK IHLUMX KOMM'OTEPIB MepeXi. |3 Lwiel npuinHn posmi-
LaTK X ycepeauHi 30HU, SIKY 3axueHo, HegouinbHo 3 nornagy 6eaneku, To-
MYy WO B pasi 3naMmy BOHM MOXYTb CTaTM BOPOTaMWU ANSA aTakh BHYTPILLHIX
Komm'toTepiB. [nsa MiHiMi3auil pnsunky i 36epexeHHa gOyHKUiOHaNbHOCTI Taki
cepBepu BCTAHOBIOIOTbL 3@ OCHOBHUM LUSTHO30M Mepexi, ane nepen Mikme-
pEeXEBUM €KpaHOM, LLO 3abe3neyvye 3aXUCT BHYTPILLHIX KOMM'toTepiB. JloriyHy
obnactb IXHbOro0 pPO3MILLEHHA Ha3MBaKTb AeMiniTapu3oBaHOK 30HOH
(puc. 2.4).

2.4. Opyrun firewall

I3 puc. 2.5 BngHO, WO HiLWO He 3aBaxkae BcTaHOBUTU apyrnn Firewall Ha
OCHOBHOMY LUSIO3i Mepexi. Lle € noriyHMm pileHHsM | 4o3BoNnde 0gHOYacHO
NiABULLNTY pPiBEHb 3aXUCTY BHYTPILWHBLOI Mepexi N 3aXUCTUTU cepBepu OeMi-
niTapn3oBaHoi 30HW. Y pasi NpaBuUNbHOrO0 HaCTPOKBAHHSA 000X MiXMepexe-
BMX eKpaHiB NPOTUBHUKY BOyae Bxe HabaraTo CyTyXHilwe fictaTucsa 40 BHYT-
PiLLHBOI Mepexi opraHizauii. HaaBHICTb ApYyroro MiKMepexeBoro ekpaHa
YyCKNagHE KOHQIrypyBaHHS MeEpEeXeBOro YCTaTKyBaHHA W HaCTPOKBaHHA
poboTK BCiX enemMeHTiB Mepexi. [1ns 4oaaTtkoBOro nNiaBULLEHHSA 3aXULLIEHOCTI
MOXHa Bukopuctatu Firewall-n pisHnXx BUpoBOHUKIB. Toai KO B OAHOMY 3 HUX
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NAT+Firewall

103

(MapmpyTusarop)

Internet

(R
Web-cepsep

Mail-ceprep

Puc. 2.4. Qeminitapn3oBaHa 30Ha

Oyae BUABMNEHO BPa3fMBICTb, iHLWINA He O03BONUTbL NPOTUBHUKY BesnepeLukoa-
HO MPOHWKHYTU B MepPEXY, SK Le Mano 6 micue nig Yyac BukopuctaHHa Firewall-
iB OQHOro Tuny.

Firewall+NAT | NAT+Firewall
LLnwo3
(MapLupyTusatop

BHyTpiWwHA Mepexa

[eTepmiHOBaHa 30H2
X
)
@ eb-cepBep

Mail-cepsep

Puc. 2.5. JlokanbHO-KOHCONbLHWUX NOPT ANA cepBepiB
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Ocobnuneo BapTo NMiAKPECNUTU, O MOXIUBICTb MEpeXeBoro AoCTyny
00 LUM03iB | 0 MiKMepexXeBUX eKkpaHiB, Wob YHUKHYTU 31TI0BMUCHOMO BUKO-
pUCTaHHs, Mae 6yTn BuKnoYeHa. I3 nornagy 6e3nekn NpuUCTpol, siki nepeby-
BalOTb Ha BapTi Mepexi, MaloTb KOHIrypyBatm n agmiHiCTpyBaTu TiflbKU 4e-
pe3 KOHCOMbHUI NOPT JIoKanbHO (puc. 2.5).

Cxemy, 3anponoHoBaHy Ha puc. 2.5, moxe Byt gewo BAOCKOHAsNeHo.
[Ana uboro HeoOXiAHO BMKOPUCTATWU TPaAHUYHUW MapLlpyTM3aTop i3 ABomMa
Ethernet-noptamu (puc. 2.6).

Internéet

KnieHTCbKn Komn'toTepu

Puc. 2.6. Proxy-cepBep
2.5. Proxy-cepBep

BukopuctaHHsa Tak 3BaHoro “nocepenHuka” (Proxy-cepeepa) Takox nig-
BULLIYE PiBEHb 3aXULLEHOCTI MEpeXi, TOMY LLO BUKMNOYaAE HEOOXigHICTb Y npsi-
MOMY BUXOZi B iHTEPHET KOMM'I0TepiB KOpUCTyBadiB. BogHoyac Takox cTae
MOXIMBMM BinblL CyBOPUI KOHTPONb 3a AaHMMKU B IP-nakemax Ha piBHI Me-
pexeBunx aodaTtkiB. Proxy-cepgep npautoe sk nocepeHuK MK JOOATKOM KO-
pucTyBaya i BUNy4eHUM MepexeBuM PecypcoM B iHTEPHET. CxeMaTU4HO CyT-
HICTb MOro poboTn nokasaHo Ha puc. 2.6.

Proxy-cepeep cknagaetbca HibK i3 ABOX YaCTMH, KIMIEHTCbKOI Ta cepBep-
HoI. KnieHTCbka YacTuHa anBuTbCs B OiK iHTEPHET, cepBepHa — B BiK KNIEHTCb-
KOro komm'rotepa. Konu KIieHTCbKM KOMM'KOTEp 3BEPTaETbCA OO0 BUITy4EHOro
canTy 4yepes Proxy-cepgep, NOro KIieHTCbKUA MepexeBuin oAaToK B3aEMOAIE
i3 cepBepHOI0 YacTuHOK Proxy-cepsepa.

BogHouac Proxy-cepeep Ha piBHI gogaTtka nepefae KmieHTCbKUA 3anuT
CBOEI KIMIEHTCBbKOT YaCTUHW, | BOHa BXe Bif iMeHi Proxy-cepeepa Haacunae uewn
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3anuT Ha BUNydeHun cant. TobTo BignpasneHun IP-nakeT mae agpecy Proxy-
cepsepa.

[MoTim oTpuMaHy BigNoBigbL NepeaatoTb Y 3BOPOTHUI BiK Bif KITIEHTCBKOI
YacTuHU Proxy-cepsepa MOro cepBepHOl YacTuHM, i3 Ako Be3nocepeaHbo
B3aEMOAIE€ KOMM'IOTEP KOpUCTyBaya. TakMm YMHOM, NMpsiMe 3'€HaHHS KiEHT-
CbKMX KOMM'IOTEPIB 3 BUITyYEHUM CaWUTOM BUKIIOYEHO. YcepeauHi Proxy-
cepeepa nepefaBaHH OaHUX MK KITIEHTCbKOK YaCTUHOK W CepBEpPHONO Bid-
OyBaeTbCs BXE HE Ha TPaAHCMOPTHOMY PiBHi, @ Ha pPiBHI NPOTOKONY AoaaTka,
UMM 3abe3neyeHo Nerkictb KOHTPOS0 KOMaHA i AaHnX Ha BigNoBIQHICTb ycTa-
HOBNeHMM cTtaHgaptam. Kpim Toro, ue go3Bonsie 3abesneyunTty AoCUTb Hagin-
HWUW KOHTPOJSIb 3a NepeaaBaHHs 3NOBMUCHUX KOAIB ycepeanHi gaHux. HaBiTb y
pasi ycnilwHoi atakm 3 OOKy iHTEpHeT 3a BiOKPUTUMW MNPOTOKONaMU Y LbOMY
BUNaaky Oyae yLWKOmMKEHO Tinbkn Proxy-cepsep, WO He CTaHOBUTL iHpopMa-
LiMHY LiHHICTb, @ KOMM'IOTEPU KOPUCTYBauiB OyayTb 3anuwaTtucs B 6esnedi we
SKUNCb Yac.

Uepes3 Te wWo Proxy-cepesep npautoe TiNbKK 3a AeKinbkoma BigoMummn
npoTtokonamun (HTTP, FTP Ta iH.) i He nponyckae Yyepe3 cebe iHWi nakeTu, BiH
CUNbHO OBMEXYE MOXIMBOCTI NPOTUBHMKA 3 BUKOPUCTAHHA MEPEXHUX “Tpo-
SHCbKMX KOHEeW” AONns 3akpinfeHHa Ha 6yab-AKoOMy 3 KOPUCTYBanbHULbKMX
KOMM'IOTEpIB.

3anuwaTtn mail-cepsep y aeminitapnsoBaHin 30Hi 3 ogHOro 6oky Heba-
XaHo, TOMY WO Ha HbOMY (hbaKTMYHO 30epiraeTbcsa nowwToBa Gasa AaHuX i3
Nepennckor JioKanbHUX KOPUCTYyBadiB, a AeMinitTapMs3oBaHa 30Ha He MOXe
3abe3neynT HanexHoro piBHA 3axXUCTy MepexeBum pecypcam. 3 iHworo 60o-
Ky, SIKLLO cxoBaTu mail-cepesep ycepeaunHi nokanbHOI Mepexi, To BiH abo He
3MOXe B3aeEMOLiATY i3 30BHILLHIM cepenoBuem, abo byae ctTaHOBUTU BOPO-
Ta i3 30BHILLUHBLOrO cepefoBuLLa Yy BHYTPILLHIO JIOKASIbHY Mepexy, SKMMn no-
TEHUIMHO 3MOXe CKOpMCTaTUCS NPOTUBHUK.

YHacnigok uboro JOPEYHUM PilLEHHSM € BUKOPUCTAHHS OBOX MOLUTOBUX
cepsepiB. OCHOBHUW CepBep YCTaAHOBMOKTb yCepeauHi Mepexi, sika 3axu-
LLleHa, | Moro He BMOHO AN 30BHILWHBLOrO CBITY. YCi nokarnbHi KOpUcTyBadi
NOLUTOBOI CUCTEMM 3aBOASATb HA HLOTO | MalTb 40 HbOro NpsMun goctyn. Bi-
ANoBIAHO, ycs BXigHa KopecnoHaeHuis 36epiraeTbCa Ha HHOMY B MOLUTOBMX
CKPUHbKaX JIOKanbHUX KopuCTyBadiB. BignpaBneHHs eneKkTPOHHOI NowTn Ta-
KOX 3[iINCHIOOTb Yepes HbOro.

[pyruin, abo 30BHILLHIN, NOLWTOBKI CepBEp YCTAHOBMNIOKTL Yy AEMiniTa-
PU30BaHil 30Hi, BiH 3abe3nevye B3aemogito e-mail 3 iHTepHeT. Moro HacTpo-
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IOKOTb TakMM YMHOM, LWOO YCH MOLWTY, WO NPUXOAUTb Ha iM’st KOPUCTyBadiB
opraHisauil, Bigpasy nepecunaTtu Ha BHYTPILLHIN MOLWITOBUA cepBep. Y Takumn
cnocib y noro nowTtoBin 6a3i gaHMx HemMae Hi 0gHOro obnikoBOro 3anucy Ko-
pUCTyBaYiB opraHisauii i XXO4HY CTOPiHKY He BiknagawTb AS1 OOBroCTPOKO-
Boro 36epiraHHs. TOMy SKWO BiH BUSIBUTBCSA 3NamMaHUM 3711I0BMUCHUKOM, TO
NPOTUBHWK He [ficTaHe OOCTyny A0 Hakonu4deHol nepenucku. lNpote nicns
3namMy NPOTUBHUK OiCTAE MOXIUBICTb NEPEXONSIEHHA N YNTAHHA TPaH3UTHOI
nowTn. ToMy noTpibeH peTenbHUA KOHTPOMb 3a MOAIOHO cuTyauieto 1 He-
ranHe BXWBaHHS 3axoAiB 3a Nigo3pu Ha HecaHauinHoBaHun goctyn (HCL).

[MepeBaroto Takol cxemu € Te, WO HaBiTb 3i 3naMaHoro 30BHILLIHBOro MNo-
LUTOBOrO cepBepa He Tak NPOoCTO AicTaTUCA 40 BHYTPILLHLOI 3aXULLEHOT Mepexi.
OOMiIH JaHMMM MK 30BHILLHIMM Ta BHYTPILLHIM MOLLTOBMMWU cepBepamu Bigdy-
BaETbCA Yepes3 MiXKMEPEXHUI eKpaH i3 eanHUM A03BoneHnM noptom (SMTP) 3a
€QVHOIO0 O03BOSIEHOID Mapo agpec. 3BEPTaHHSA 4O IHLWIMX KOMM'KOTEPIB | 3a iH-
LMK NpoTokonamu 6yae 3abnokoBaHo. ToMy BMnMBaTKM 3 HLOMO MPSIMO Ha
KOMM'IOTEPU KOPUCTYBaYIB BHYTPILLHLOI MepeXi HEMOXIUBO.

2.7. AHTUBIPYCHMI 3aXUCT NOLUTOBOI CUCTEMU

OnepauiviHa cuctema Windows ayxe Bpasnua nepeq LedakKMMU pPi3HO-
B/MgaMn nowwToBux BipyciB. KopuctyBady 6yBae [OCTaTHbO BCTAHOBUTU MO-
KaXk4MK Ha iHbikoBaHMn KOHBEPT, W06 Bipyc akTmBidyBaBcs. Ane binbw Hebe-
3NeYHUM € Te, O MexaHi3aM poboTu MOLITOBMKX BipyCiB MOXe 6yTu BUMKOPUC-
TaHO 3MIOBMUCHUKOM NSl 3aKngaHHs B 06nactb MepexeBoro “TposiHCbKOro
KOHS”, SKUMW 3axuwiaetbcd. BiH [O3BONUTL NPOTUBHUKY TAEMHO CKayyBaTu
AaHi 3 Baloi mepexi Ta 3000yTh BClo iHGopMaLito, WO LikaBuTb. ToMy 3abes-
MEYEeHHIO aHTUBIPYCHOrO 3axXUCTy TPaKTy JOCTaBMEHHS MOLITU Y BHYTPILIHIO Me-
pexy BapTo NpuainuTu JOCUTbL CEPNO3HY yBary.

€ psa nporpamMHux 3acobiB, NPU3HAYEHNX 151 KOHTPOSO 3a KOPECMNOH-
AEHLIE Ha MoLTOBMX cepBepax LWoAO0 HasABHOCTI B HiM BipyciB Yy npoueci
NPUUMaHHSA 1 NepecunaHHa enekTPOHHOT NOLUTMU.

MpuHUMn 1T po6oTK nonsarae B TOMy, WO BCHO NOLUTY, WO NPOXOaUTb Yepes
cepsep, CrnoyaTKy nepecrnpsaMoBYOTb CrevjiarbHOMYy KOPUCTYBayeBi, posib AKOro
BMKOHYE aHTMBIpYCHUI npouec. BiH ckaHye 3MICT KOXXHOI CTOPIHKM Ha HasiBHICTb
Y HbOMY oparMeHTiB BigOMUX BipyCiB. AKLLO CTOpiHKA MICTUTb LLIOCb CXOXeE Ha
BipyC, MOro BUNy4arTb i3 NpoLecy nepefaBaHHA 1, 3aneXHo Bif HaCTpooBaHb
aHTMBIpyCy, nigdatTb 3agaHin obpobui. MNoBigoMIeHHA NpPo BUSBNEHWU BipYyC
BigCMNaloTb BiANPaBHUKY U ofepXyBady iH(IKOBAHOI CTOPIHKM, a TakoX Ha iM’s
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3a3HadeHux agMmiHicTpatopis cuctemu. llicns nepesipkn CTOPIHKK, WO He BU-
KNMKaroTb NiZo3pw, BiACUMNATb 3a NPU3HAYEHHSM.

TyM camMuM Ha piBHI NOLUTOBOro cepBepa CTaBnATb HaQIMHUW 3aXUCT Bi-
AOMUM Bipycam B €neKTPOHHIN nowTi. Yepes Te WO aHTUBIpyCHa nporpama
poO3ni3Hae TiNbKM BipyCK, CUrHaTypu aknx nepebysatotb Y il 6as3i gaHnx, Heob-
XiOHO perynspHo 0BHOBMSATM aHTUBIPYCHY 6a3y gaHux 3 odiuiHoro camnty. IH-
aKLwe Mepexa MoXe CTaTh BpasnmnBoLo Ans 3HOBY CTBOPEHMX BipYCiB.

2.8. Log-cepBep

Log-cepsep — Ue 3aranbHOBIAOMUA MeXaHi3M MPOTOKOMOBAHHS CUCTEM-
HMX NOAiN Ha cepBepax i KMEHTCbKNX poboymx cTaHuigx. Po3pobntosadi nporpa-
MHOro 3abesneyeHHs1 BKIIOYaOTb Y CBOI NMPOAYKTU doparMeHTU Kody, AKi Ha Ty
abo Ty nopgjlo reHepyrTb BIANOBIAHI TEKCTOBI MOBIAOMIEHHS, O MOCUMAKTb
onepauinHin cuctemi. Cuctema 306upae gaHi nosigoMneHHs B log-annax, ski
MNOTIM MOXYTb aHanidyBaTtucsl agMiHicTpaTtopoM abo KOpuCTyBadeM, i3 METOH
3’sicyBaHHSA, SKi noAil BigdyBanmca B cUCTeEMI AesiKMA Yac noTomy. Lle aossonse,
Hanpuknag, 3'dcyBaTi, YOMYy He 3arnyckaeTbCca Ta abo Ta nporpama, abo yYomy
NPUNNHNB OYHKLIOHYBaTW NeBHUU cepBic. [yxe KOpUCHI log-dhannu ana nowyky
cnigis 3namy cuctemMu M BiABigyBaHHSA 1l HECAHKLOHOBaAHMMK roctamu. Yepes Te
LLIO 3MaMm, NepeBaXHO, CyNpoBOAKEHO 6e3Mivdto 3ab0pOoHEHMX [iK, Le NOpOoaXKye
BEIVKY KiflbKiCTb CUCTEMHUX MOBIAOMIEHb, WO ocigatoTb Yy log-thannax. Hepes
Lie NPOTUBHUK 3aBXaW nparHe CTepTu Cnign CBOEl NPUCYTHOCTI, abo Buaanu-
B log-cdhannu, abo ix nigumctmemn. B 06ox Bunagkax agmiHictpaTtopy nicns
LbOro 6yae BaXxKo 3p0o3yMiTH, LLIO XK BigOynocs B CUCTEMI Hacnpasai: SKUM Yn-
HOM Yy Hel MPOHWUKNK, SIK OOBro B Hi nepebyBanu, nepLu HiXX BCTUMN NOKOPUC-
TyBaTuca. Ao HaBiTb MPOCTO NepekoHaTUC, Lo Bce gobpe.

Tomy 0BOB’SI3KOBOKO YMOBOI AS11 Mepexi, NigKMYEHOI A0 iHTEPHET, €
HasBHICTb Y Hil OKpemMoro Log-cepsepa.

[MprHUKMN noro poboTn nondarae B TOMy, WO KOXHa onepadinHa cuctema
MOXe nocunartu noBigoMMneHHA Npo cuctemMHi nogil 3a UDP-npoTtokonom Ha Bu-
ny4yeHun cepeep. Lle MoxXyTb pobutn TakoXX MapLupyTM3aTopu N MiXKMEepEXeBi
ekpaHu. 30upatoun Taki MOBIAOMSIEHHA Ha cneuianbHO BUAiNeHoOMy cepBepi,
3a6e3neyvyoTb IM CXOPOHHICTL Bif pyK NPOTMBHUKA. TOMy Ans MiHiMi3aLii iMOBi-
PHOCTI 3rnamy Log-cepsep mae OyTu npusHayeHo Tinbkn ans 36upaHHa log-
noBigoMneHb. BiH He Mae BUKOHYyBaTK Byab-AKMX IHLWNMX dOYHKUIN | BUKOHYBaTU
iHWI MepexeBi goaatku, Kpim syslogd. Y ubomy pasi nicna 3namy 6yab-aKknx
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KOMM'IOTepiB Mepexi Ha Log-cepeepi 3anuwaTbCA BiANOBIAHI MOBILOMIEHHS,
3HULWMTK SKi NPOTUBHUK YXKE HE 3MOXE.

Taknm YmHOM, y pesynbTaTi HanbinbL ONTUMAarbHOI € Taka cxema nigk-
MOYEHHSA NoKarnbHOT Mepexi 40 iHTepHeT (puc. 2.7).

JlokanbHa mepexa

NAT+firewall
NAT+firewall

LWno3
(mapwpyTtusarto

Mail-cepsep Web-cepsep

. BHyTpiLWHIn
[etepmiHOBaHa 30Ha  Mail-cepsep

Proxy-cepsep Log-cepsep

Puc. 2.7. Cxema 3 Log-cepBepom

Takum 4YnHom, 3pobrieHnn aHania cnocobiB 3axXMCTy KOMM'IOTEPHUX Me-
pex nig 4ac niakniyeHHd X o rnodanbHOl Mepexi IHTepHeT nokasas, Lo
ans 3abesneyeHHa 3axmCTy Nig Yac obmiHy iHdopmauieto abOHEHTU fnokarb-
HOT MepeXxi MaloTb BUKOPUCTOBYBaTU NPUHLMNKM N 3acobu 6esnekn B Komne-
KCi 3 opraHi3auinHmmMmmn 3axogamu. Lle 0o3BonuTb HadiMHO 3aXUCTUTK Bif aTak
SIK aKTUBHUX, TakK i NACUBHMX MPOTUBHUKIB.

3. BUKOHaHHSA 3aBAaHHA
3.1. N'padbiuHe 3aBAAHHA

Po3pobitb 3a gonomoroto MS Vizio CTpyKTypHY cxeMy nobyaoBu Kop-
nopaTMBHOI MepexXi KOMNaHil.

Y KoprnopaTUBHI MepeXxXi KOMMaHii, Lo po3TallOBYETLCS Y ABOX OyAuH-
Kax (4 noBepxu Ta 2 noBepxu, BiANoBiAHO), KinbkicTb MK i mepexeBsi TexHOMNO-
ril BU3HayeHo B Tabn. 3.1.
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Kinbkictb MK i MepexeBi TexHonoril

Tabnuusa 3.1

Ne Kinbkictb MK Mepexesi Kinbkictb MK MepexeBi
BapiaHTa 1-1 6yanHOK TEexXHosnoril 2-1 6YANHOK TexHonoril

1 8 Ethernet 6 FDDI

2 10 100AnyLAN 4 WiFi

3 6 Token Ring 8 Fast Ethernet

4 12 WiFi 12 Token Ring

5 14 Ethernet 14 WiFi

6 20 100AnyLAN 16 Token Ring

7 8 Fast Ethernet 20 100AnyLAN

8 6 Ethernet 8 FDDI

9 4 100AnyLAN 10 WiFi

10 8 Token Ring 6 Fast Ethernet

11 12 WiFi 12 Token Ring

12 14 Ethernet 14 WiFi

13 16 100AnyLAN 20 Token Ring

14 20 Fast Ethernet 8 100AnyLAN

15 8 Ethernet 6 FDDI

16 10 100AnyLAN 4 WiFi

17 6 Token Ring 8 Fast Ethernet

18 12 WiFi 12 Token Ring

19 14 Ethernet 14 WiFi

20 20 100AnyLAN 16 Token Ring

21 8 Fast Ethernet 20 100AnyLAN

22 6 Token Ring 8 Fast Ethernet

23 12 WiFi 12 Token Ring

24 14 Ethernet 14 WiFi

25 20 100AnyLAN 16 Token Ring

Po3pobiTb CTPYKTYPHY CXEMY 3aXMUCTYy KOPRopaTMBHOI MepeXi KoMnaHil,
oOrpyHTYnTE Ta 3anpornoHynTe HeOobXigHI NPOTOKOMWM KaHaniB 3B’A3Ky i Npo-
rpaMmHo-anapaTtHi 3acobu ans 3abeaneyeHHs KOHIAEHUIMHOIO 0BMiHY iHGO-
pMaLieto Mk KopuctyBadyammn apyroro 6yanHky; sabesneyte HagiiHUM 3axmncT
nig Yac BMXo4y KOpUCTyBadiB OO0 Mepexi iHTepHeT. [NporpamHo-anapaTHi 3a-
cobu 3abesneveHHa 6e3nekn nig Yac NiakNYeHHa 00 iIHTEepHEeT HaBeaeHo B

Tabn. 3.2.

71



Tabnuuysa 3.2

MNMporpamHo-anapaTHi 3acobu 3abe3ne4vyeHHs1 6e3neku
nig vyac nigkrnoYveHHs Ao iHTepHeT

Ne MporpamHe Ne MporpamHe
BapiaHTa 3abesneyveHHs BapiaHTa 3abe3neyeHHs
1,3,5,19 NAT-2, Proxy-cepBep 8,10, 12, 22 [ewminitapnsoBaHa 30Ha,

NAT-3
2,4,6,20 | HeminitapnsoBaHa 30Ha, 13, 15,17, 23 2 Mail-cepsepu, NAT-1
Log-cepBep
7,9, 11, 21 NAT-1 + Firewall, 14, 16, 18, 24, 25 Log-cepsep,

Proxy-cepsep

Proxy-cepBep

3.2. PospaxyHKoBe 3aBAaHHS

[MpoBediTe po3paxyHKU pusunky iHopmauinHoi 6esnekn npu nigknto-
YeHHi O MepeXi Ta MOXIMBOCTI NPOBeAEeHHA aKTUBHOI (MacuBHOI) aTaku.

BapiaHT 3aBOaHHS ONs KOXHOro CTyAeHTa BU3Ha4YaeTbCH Y BiANOBIAHO-
CTi 32 HoMepoM Yy XKypHari akageMidHol rpynu.
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PekomeHgoBaHa nitepatypa

1. Bumorn o ogpopMieHHs KypCcoBUX i OUMMOMHUX NPOEKTIB: METOLANYHI
pekoMeHgauil ana cTyaeHTiB ranysi 3HaHb 12 "lHdopmauinHi TexHosoril™" / yk-
nag. A. A. laepunosa, C. 1. €Bcees, .. Koy Ta iH. — XapkiB : XHEY
im. C. KysHeus, 2018. — 49 c.

2. MocTHukoB B. M., CnnpuagoHoB C. b. MeToabl Bbibopa BECOBLIX KO3-
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2016. — M. : Us0amenb ®IEOY Bl1O “MI'TY um. H.O. baymaHa”. — Bbin. 3. —
C. 267 — 287.

3. The development of the method of multifactor authentication based
on hybrid crypto-code constructions on defective codes / S. Yevseiev at al.,
BocTo4Ho-eBponenckmi xxypHan nepefoBblix TexHosornn, 2017. — Ne 5/9(89).
- C.19 - 36.

4. baHK AaHHbIX Yyrpo3 6e3onacHoOCT MHopMaunn. [ONEKTPOHHbIN pe-
cypc]. — Pexum goctyna: http://bdu.fstec.ru/vul.

5.1Mpo 3atBepaxeHHs [MonoxeHHs Npo opraHisauito 3axonis i3 3abeane-
YeHHs iHopmauinHol Be3nekn B BGaHKIBCbKIM cuctemMi YkpaiHu, [EnekTpoHHWUiA
pecypc]: [loctaHoBa HBY Big 28.09.2017p. Ne 95. — Pexum pgoctyny:
http://zakon2.rada.gov.ua/laws/show/en/v0095500-17/page.
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HNopaTtku

HopaTtok A
CumBonu knpunuui (anbTepHaTuBHa kogoa Tabnuusa ASCII)

CumBonu [ecaTtkosi [Binkosi CumBonu | [ecATKoBi [1Binkosi
A 192 11000000 3] 225 11100001
b 193 11000001 B 226 11100010
B 194 11000010 r 227 11100011
r 195 11000011 i 228 11100100
a 196 11000100 e 229 11100101
E 197 11000101 X 230 11100110
K 198 11000110 3 231 11100111
3 199 11000111 " 232 11101000
n 200 11001000 i 277 11101001
N 201 11001001 K 234 11101010
K 202 11001010 n 235 11101011
J1 203 11001011 M 236 11101100
M 204 11001100 H 237 11101101
H 205 11001101 o] 238 11101110
O 206 11001110 M 239 11101111
Mn 207 11001111 p 240 11110000
P 208 11010000 (o] 241 11110001
C 209 11010001 T 242 11110010
T 210 11010010 y 243 11110011
Y 211 11010011 49) 244 11110100
) 212 11010100 X 245 11110101
X 213 11010101 L 246 11110110
L, 214 11010110 Y 247 11110111
Y 215 11010111 L 248 11111000
L 216 11011000 L 249 11111001
LL 217 11011001 b 250 11111010
b 218 11011010 bl 251 11111011
bl 219 11011011 b 252 11111100
b 220 11011100 3 253 11111101
3 221 11011101 10 254 11111110
O 222 11011110 4 255 11111111
A 223 11011111 npoben 32 00100000
a 224 11100000
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Hdopatok b
Anroputm wucgpysaHHa ACTY 28147-89

MixxgepxaBHui ctaHgapT wndpyBaHHa OCTY 28147-89 nepenbavae 4
pexnMmmn poboTu:

e PEXUM NPOCTOI 3aMiHWU;

®PEXMM ramMyBaHHS;

e PEXNM ramyBaHHS 3i 3BOPOTHUM 3B’SAI3KOM,;

e PEXNUM BUPOBNEHHS iIMITOBCTaBKM.

lNMpocTa 3amiHa

Pexxnm nNpocToi 3amMiHM € OCHOBOI ANSA BCiX iHWNX pexnmiB. [oBXuHa
Onoka — 64 0iTK, OBXMHA Kntova — 256 OiTiB, KinbKiCTb Nigknodis — 32, OoB-
»XMHa nigkntoda — 32 6iTK, KinbKicTb LUuKNiB — 32.

BigkpuTi gaHi, WwWo nignaratoTb 3am@pyBaHHO, PO3NoAiNaTb Ha 64-
GiToBi 6M10OKM, AKi 06POBNAITL HE3ANEXHO OAMH Bif OAHOro (OCKINbKN BIIOKM
AaHNX WNAQPYTb, He3anexHo OAMH Big O4HOro, nig Yac 3alwmndpyBaHHA
ABOX OOHaKoBMX GOKIB BiAKPUTOro TEKCTY BUXOAATb OL4HAKOBI ©nokum wund-
poTekcTa i HaBnaku). Cxemy 06pobneHHsa 64-6iTHOro 6/oKy NokasaHO Ha puc.
A1iA2.

Mpouenypa wndpyBaHHsa 64-06iTHOro 6noka Bkrtovae 32 UMKNKU. Y KOX-
HOMY LMKITi BUKOPUCTOBYIOTb CBI MiOKNIOY, SKMMA BUPOBMSAOTL 3 OCHOBHOIMO
kntoya. Po3mip MacuBy BigKpnTux abo 3awwmdpoBaHuX gaHWUX, WO NigaaeTb-
cs, BignoBigHo, 3awmdpyBaHHio abo po3wndpyBaHH0, Mae 6yTn KpaTHUn 64
GiTam, nicna BMKOHAHHSA onepadii po3mip BU3HAYEHOro MacuBy AaHUX HE 3Mi-
HIOETbCS.

Pexum npocmoi 3amiHU 3acTOCOBYKOTb AN WNJPYBaHHA KOPOTKOI,
KntoyoBol iHdbopmallil.

Y pexumax raMyBaHHs BMpPOOGNATb ramy wndpy 6nokamm no 64 6itu
i3 3actocyBaHHaAM [CTY y pexumi npocTol 3amiHW. Y NepLioMy pexmnmi rama
He 3anexXuTb Big WNMPOBAHUX AaHUX, Y APYrOMYy — 3anexuTb Big Wndpob-
NOKIB.

Pexxum BUpPOONEeHHs iMITOBCTaBKN NPU3HAYeHOo AN BUSBEHHS BUNag-
kKoBMX ab0 HaBMUCHMX CNOTBOPEHb AaHMX. IMiTOBCTaBKY BMpObGNAOTL (3a A0-
nomoroto nepwmx 16 uymknis ACTY y pexumi NpocTol 3amiHn) i3 BIOKPUTUX
AaHuX Ta Knioya i gogarTb Npu nepegaBaHHi kaHanom 3B’sa3Ky o 6rokiB 3a-
LUNPPOBAHNX AAHUX.
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BExogHor Bnok

| LO | RO |
32 Buta 32 Buta

- L0610, )
- RO1R1 X1

R30 = RISER29 X2)

R31 = R20Pf(R30,X1)

R3Z = R3DEPFRE1,X0)
32 Buta 32 buta

[ r2 | r31 |

BrixoaHoR Gnok

ne @ — cknagaHH4 3a moayrnem 2.

Puc. Al. Anroputm
wudpyBaHHa OCTY 28147-89
(pexum NnpocToi 3aMiHN)

32 6ura

3akiH4yeHHs gopaTtka b

32

It

32 6ura

= @mod 2%

Bnoky NofCTaHOBKA

Capur Ha 11 butos

R=1R. X)

Puc. A2. ®yHKLiA nepeTBOPEHHA
f(R,X) B anroputmi AICTY 28147-89
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HopaTtok B

Brnok niacraHoBkM B anroputmi wndpysaHHa ACTY 28147-89

8 7 6 5 4 3 2 1
0 1 13 4 6 7 5 14 4
1 15 11 11 12 13 8 11 10
2 13 4 10 7 10 1 4 9
3 0 1 0 1 1 13 12 2
4 5 3 7 5 0 10 6 13
5 7 15 2 15 8 3 13 8
6 10 5 1 13 9 4 15 0
7 4 9 13 8 15 2 10 14
8 9 0 3 4 14 14 2 6
9 2 10 6 10 4 15 3 11
10 3 14 8 9 6 12 8 1
11 14 7 5 14 12 7 1 12
12 6 6 9 0 11 6 0 7
13 11 8 12 3 2 0 7 15
14 8 2 15 11 S 9 5 5
15 12 12 14 2 3 11 9 3

Mpuknap. Hexan 32-6iTHa NOCNiIQOBHICTL Mae Takun BUMMNAA:

1001

1011

1100

0101

1110

0100

0000

1001

Poanoginite BXigHY nocnigoBHicTb Ha 8 6nokie no 4 6itu. LWocTtui 6nok
1100 nponyckanTe 4yepes 6-1 BY30S1 NiACTAHOBKU 3a TakMM NpaBuUrioM: nepe-

TBOPITb ABirkoBe Yncno 1100 go gecartkoBoro Burnagy — 12. 3anoBHeHHS 12-
ro pagka ansa 6-ro Bysna nigCcraHOBKM OOPIBHIOE 9, WO Y ABIMKOBOMY BUrNAAi
e 1001. Takum ymHom, 4-6iTHmMin Bnok 1100 3amiHeHo Ha 1001. PewTa 65oky
3aMiHIOIOTb aHanorivyHo.

8 7 6 5 4 3 2 1 HOMep By3na
1001 1011 1100 | 0101 | 1110 | 0100 | 0000 | 1001 | BXig

9 11 12 5 14 4 0 9 agpeca

2 7 9 15 5 10 14 11 | 3anoBHEHHS
0010 | 0111 1001 | 1111 | 0101 | 1010 | 1110 | 1011 | pesynbTar

BuxigHa nocnigoBHICTb Ma€e Takmn BUrnsA;

010

111

001

111

101

010

110

011
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Dopatok I
Anroputm wudpyBaHHa RSA

Anroput™ wundgpysaHHsa RSA Hanexntb Oo KpuntorpagiyHnx CUCTEM i3
BIOKPUTMM KntodeM. KpnntocuctemMun 3 BiAKPUTUM KITHOMEM (aCUMETPUYHI Kpun-
nTocuctemun) 6yno po3podbneHo y 2-n non. 1970-x pp. B acuMeTpuyHMX Kpun-
TOocucTeMax npolenypu nNpaMoro i 3BOPOTHLOINO KpUNTOMEpeTBOpPEeHb BUKO-
HYIOTb Ha PI3HUX KIToYax i He MalTb MK CODBOI O4EBUOHMUX i NErko npocre-
KyBaHUX 3B’A3KIB, SIKi 4O3BOSISAOTbL 3@ OQHUM KITHOMEM BU3HAYUTW iHWUN. Y
Taki cxemi 3HaHHA TifMbKW KnoYa WngpyBaHHA He A03BOSISE po3undpysaTti
NOBIAOMIEHHS, TOMY BiH HE € CEKPETHUM eNleMeHTOM NPy | Noro 3assnyan
nyonikye y4acHuMk obmiHy ans Toro, wob Oyab-akun B6axaruuin mir nocnaTu
NOMY LUN(PPYBaAHHS MOBIOOMIEHHS.

MpuHUMN YHKUIOHYBAHHA aCUMETPUYHOI KPUMNTOCUCTEMWU MNONdArae B
Takomy:

e KOpuCTyBa4d A reHepye OBa KIoYi — BIiOKpUTUMA (He3aceKkpeyeHun) i
CEKpeTHMN Ta nepenae BiOKPUTUA KNKOY NO HE3aXULLLEHUM KaHanam KOpPUCTY-
Bauy b;

e KOopucTyBad b wundpye noBiJOMITEHHS, BUKOPUCTOBYIOYN BIOKPUTUN
KIToY WndopyBaHHA Kopuctysada A;

e KopucTyBad b nocunae sawmdcpoBaHe NOBIAOMMNEHHA KOpUcTyBady A
He3axuLweHM KaHarow,

e KOpucTyBad A OTpuMye 3alimcpoBaHe NOBIJOMISIEHHS | gelundpye
NOro, BUKOPUCTOBYHOUM CBIN CEKPETHUMN KITHOM.

Mapwn {BiOKPUTUI KIHOY; CEKPETHUIN KN4} 0BYMCNIOTL 3a 4OMOMOroH
crneuianbHUX anropuTMmiB, NPUYOMY XOAEH KoY HEe MoXe OyTn BMBeOEHO 3
iHWOro.

KpuntorpadiyHa cucrema RSA (Rivest—-Shamir—Adleman)

ABTopamu anroputmy RSA, 3anponoHoBaHoro 1977 p., € P. PiBepct
(Rivest), A. Wawmip (Shamir) i A. Aaneman (Adleman). HaginHicte anroputmy
'PYHTYETBCA Ha CKMagHOCTI (hakTopusauil (po3knagaHHS Ha MHOXHUKW) Be-
NNKNX Yncen i TpyaHowax o64YmMCcneHHss QUCKPETHUX anropuTMIB (3HAXO4XKEeH-
HSA X 3a BigoMuX a, b i n i3 piBHAHHA @ = b (mod n)).

AnroputMm RSA cknagaeTtbCs i3 TpbOX YaCTUH: reHepadil Knodis, Wnd-
pyBaHHA Ta PO3LINdPYBaHHS.
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3akiH4yeHHs popaTka [

1. M'eHepauia kntodiB. BnbepitTe ABa BenuKi pisHi npocTi yicna p i q (Ha-
TyparnbHe YUCO € NMPOCTUM, SIKLLO BOHO AINUTbLCA TiNbkn Ha cebe Ta Ha 1) i
3HanAITb IXHin gobyToK N = pg.

O6uncnitb pyHKUito EMnepa ¢(n) 3a Takoro opmynoto:

@n)=(p-1)(a-1)
Aneopumm wugppysaHHs RSA

3akputuin knod d obuparoTb 3 ymMoB d < ¢(n) Ta d B3aEMHO MPOCTO 3
@(n), To6TO d | P(N) HE MalOTb 3aranbHUX OiNbHUKIB.

BigkpuTtui kntod e obumpatoTb 3 yMOB € < ¢(n) Ta de = 1(mod ¢(n)).

OcTaHHAa ymoBa 03Hauvae, wWo pisHuus (de — 1) mae ginutuca Ha ¢(n)
6e3 3anuwky. [ns Bu3Ha4YeHHs yicna e HeobxigHo nigibpatn Take 4ymcno K,
wo (de — 1) = ¢(n)-k.

B anroputmi RSA (e, n) — BigkpuTum Knod, (d, N) — CEKPETHUN KItou.

2. lLincppyeaHH4A. BxigHe nosigoMneHHs po3noainstoTb Ha 6nokn M; oa-
HakoBOI OOBXWHKU. KoxeH 60K nmogatoTb Yy BUrMS4i BENMKOro OEeCATKOBOro
yucna, MEHLUOro N, i WndgpytoTb okpemo. LndpysaHHsa 6noka M (M — gecat-
KOBE YMCIO) 34INCHIOKTb 3a Tako POPMYIOH:

M® = C (mod n),

ae C — wundpobnok, BignosigHMM 6noky Bigkputoro nosigomneHHs M. Lund-
poONOKM NOEAHYIOTH B LUMpOrpamy.

3. PoswundpysaHHs. lig 4ac poswmgpyBaHHSA Wnporpamy posnogi-
NATb HA BNOKU BiAOMOI OOBXWHU Ta KOXEH LWNAGPO6SIOK po3LWndpoByOTh
OKpPEeMO 3a Takok hopMynoto:

Cc? =M (mod n).
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Tabnuusa npocTux ymncen

DopaTtok [

1 2 3 5 7

11 13 17 19 23
29 31 37 41 43
47 53 59 61 67
71 73 79 83 89
97 101 103 107 109
113 127 131 137 139
149 151 157 163 167
173 179 181 191 193
197 199 211 223 227
229 233 239 241 251
257 263 269 271 277
281 283 293 307 311
313 317 331 337 347
349 353 359 367 373
379 383 389 397 401
409 419 421 431 433
439 443 449 457 461
463 467 479 487 491
499 503 509 521 523
541 547 557 563 569
571 577 587 593 599
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Hopatok E
PYHKUiA relwyBaHHs

®yHKUiE relwlyBaHHA (reww-gyHKUIE) Ha3MBalOTb NepeTBOPEHHS Aa-
HUX, WO nepeBoasTb psAdok OiTiB M OOBiNbHOI AOBXUHKU B psagok 6itiB h(M)
AesKol (hikcoBaHOT AOBXMHM (Kinbka aecaTkiBs abo coTeHb BiT).

"ew-cpyHKUia h(M) mae 3a40BONLHATY TaKi YMOBMU:

1) rew-coyHkuis h(M) mae 6ytn yytnueor A0 Oyab-AKMX 3MiH BXIigHOI
nocnigoBHoOCTI M;

2) ANa Uuboro 3HadeHHa h(M) mae 6yTM HEMOXINMBO 3HANTU 3HAYEHHS M;

3) 4na uboro 3HadeHHs h(M) mae OyTM HEMOXMMBO 3HAWUTU 3HAYEHHS
M = M Take, wo h(M) = h(M) .

CuTtyauisl, 3a gkoi gnga pisHuX BXigHMX nocnigosHocten M, M’ 36iratoTb-
CH 3HaYeHHs IxHiX rew-obpasis: h(M) = h(M’), Ha3MBaTb KOSI3i€0.

Mig yac nobygosi rew-obpasy BXigHY MOCMigOBHICTL M po3nogindatoTb
Ha 6nokn M; hbikcoBaHOT AOBXUHM N 06pobnatoTb No 6riokax 3a Takok dop-
MYIOIO:

H; = f(Hi.., My).
["eLw-3HaYeHHs, Wo obYnCnoTb Nig Yac yBe4eHHA OCTaHHbOro 6rioka
NOBIJOMJIEHHS, CTa€ relw-3HavyeHHaM (rew-obpasom) ycboro nNoBigOMIIEHHS.
Ak npuknag po3rnsHbTe CNpPOLWEHUA BapiaHT reww-gyHKUil 3 peKoMeH-
aauin MKKTT X.509:
H, = (Hi-l + Mi)2 mod n ,
Ae n = peq, p Ta q — BESIMKI NPOCTi Y1cna;

Hy — AoBinbHe novyaTkoBe 3anoOBHEHHS;
M; — i-n 6ok nosigomMneHHa M = M; M, ... M.
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Dopatok X
EnekTpoHHui uncpoBmn nignuc

Lindposuin nignuc y umgpoBux JOKyMeHTax Bigirpae Ty X pofb, WO W
nignuc, NoCTaBNeHUN Big PYKU B OJOKYMEHTax Ha nanepi: ue AaHi, wo npuea-
HYIOTb 0O NepeaaHoro rnoBiAOMIIEHHS, SKi NMiATBEPAXYHOTb, WO BfACHUK Nig-
nncy yknae abo 3acsigums Le nosigomneHHs. OgepyBad NnoBigOMITEHHS 3a
AOMOMOro LMgpPOoBOro nignucy Moxe nepesipuTu, WO aBTOPOM MOBILOM-
NEHHS1 € caMe BIIaCHUMK NignNucy i Wo y npoueci nepegasaHHA He Byno nopy-
LLIEHO LiSICHICTb OTPUMaHMX AaHnX.

Mig Yac po3pobneHHs MexaHiaMy LMPOoBOro Nignucy cnig BUKOHATH
TaKi HaCTYrMHi 3aBAaHHS:

e CTBOPUTM NiANUC TaKUM YMHOM, LWLO6 NOoro Hemoxnneo 6yno nigpoodu-
™;

e MaTW MOXIIMBICTb NEPEBIPKN TOro, WO MigNUC O4INCHO HaneXmnTb yKa-
3aHOMY BJIACHUKY;

e MaTW MOXNUBICTb 3anobirTn BiAMOBI BiA Nignucy.

Knacu4yHa cxema cTBOpeHHA uncppoBoro nignucy

Mig yac cTBOpeHHS uMpoBOro NiANUCY 3a KNnacu4HOK CXeMotko Bignpa-
BHUK:

1) 3acTocoBye 00 BUXIOHOrO NOBIOOMITEHHS reL-gYyHKLH;

2) obuncnioe undpoBun Nianuc 3a rew-obpasom NOBiOOMIIEHHS 3 BU-
KOPUCTAHHSIM CEKPETHOrO KIltoda CTBOPEHHS NMianucy;

3) opmye HOBe MNOBIAOMIEHHS, WO CKNagaeTbCs 3 BUXIAHOMO noBifo-
MJEHHS | 4OOAHOro 40 HbOro LndpoBoro nignucy.

OTpumasLun nignucaHe rnoBigOMIIEHHS, O4epXXyBay:

1) Bigainse umdposumr Nignmc Big OCHOBHOIO NOBIAOMMNEHHS;

2) 3aCTOCOBYE 10 OCHOBHOIO MOBIAOMIEHHAM reL-goyHKLiHo;

3) i3 BUKOPUCTaHHSAM BiOKPUTOrO Knkoya nepesipky Nignucy BUTArye reu-
obpas NoBigOMIIEHHS 3 LMPOBOro Nianncy;

4)nepeBipse BigMNOBIAHICTL 004YMcneHoro rew-obpasy MNoBIOOMIEHHS
(n. 2) i BATArHYTOrO i3 Undposoro nignucy. Akwo rew-obpasu 3biratoTbCs, TO
NiANNC BU3HAKOTb CNpPaBXHIM.
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3akiH4yeHHs gogaTka K
Cxema nignucy RSA

Kpuntocucremy 3 Bigkputum krtovem RSA MoxHa BUKOPUCTOBYBATU He
TiNbKW ANs wudpyBaHHA, ane n ans nobyaosu cxemu undpoBoro nignucy.

[ns cTBOpPEHHSA nignucy nosigoMneHHs M BianpaBHUK:

1) obumcnioe rew-obpas r = h(M) nosigomneHHsa M 3a JONOMOrow ge-
AKOI reLu-cpyHKUIT;

2) 3alWwndpoBye OTPMMaHUN reww-obpas r Ha CBOEMY CEKPETHOMY KITHoMi
(d,n), TOOGTO OBYMCIIOE 3HAYEHHS S = r! mod n, sike i € nignucom.

[na nepesipkn nNignucy ogepXxyBad:

1) po3wmncppoBye nNignnc S Ha BigKpUTOMY Kmtodi (e, n) BignpaBHMKA,
To6TO 0GuMcnoe r’ = (s®»mod n) i TakMM YMHOM BiOHOBINIOE NepeadavyBaHUn
rew-o6pas r’ noBigoMneHHsa M;

2) obuncntoe rew-obpas h(M) = r nosigomMneHHs M 3a ONOMOroto Tiel X
camol rew-pyHKLUii, Ky BUKOPUCTOBYBAB BiiNpaBHUK;

3) NOpPIBHIOE 3HANAEHI 3HAYEHHSA I Ta r. KO BOHM 36iratoTbCs, TO Mid-
NnC NpaBUNbHUI, BiANPaBHUK OINCHO € TUM, 3a koro cebe Buaae, i NOBIAOM-
NeHHA He Byno 3MiHeHO nig Yac nepegaBaHHS.
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Posgin 1. KypcoBui NPOEKT 3 TEXHIYHOIO 3axXUCTy iHopmadil........
1. AHnHania npegmeTHol obnacti 3a Temow <HasBa Te-

2. AHani3 HasiBHOI cucteMn 3axmcTy iHbopmauil B <Ha3Ba o0b6'ekTa
K= (0 1Y
3. BUKOHaHHA po3paxyHKiB, HEOOXiaHUX ANns nepegaBaHHA / oTpu-
MaHHS iHpopMaLil 3acobamy TENEKOMYHIKALIN. ..........ccccvvviinennn..
Posgin 2. KypcoBun npoekT 3 iHpopMaLiHUX CUCTEM Ta iHTEpPHeT-
=2 o) 1 o] 1 P
1. NMobynoBa mogenen NopyLHMKa U atak Ha KOMM'IOTEPHI MepexXi
= I3[ (= 1
2. OCHOBHI MPUHLMNM 3aXUCTY iHpopMaLii nig Yac NigkItoYeHHs 0O
V(Y o=y | (=T o
3. BUKOHAHHSA BABOAHHS. ...ttt et et et e e e e e e eaeeenns
PekomeHaoBaHa nitepatypa
[onatku
Lo AT OK Ao
JOOATOK B oo
JOMATOK B .o e
L OmaTOK [ o
LOOaTOK [ ..o,
JOOaTOK E oo
JlOmaTOK K Lo e
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